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Abstract. A fair trading protocol with off-line anonymous credit card payment
is proposed in this paper. The fair trading protocol provides an overall solution
for atrading process with off-line anonymous credit card payment. Thefairnessis
achieved for both the involved client and merchant. The client information about
credit card is anonymous in the protocol. The proposed protocol is based on the
general optimistic protocolsfor fair exchange with an off-line Trusted Third Party
(TTP). The financia institution for credit card service can be off-line in the fair
trading protocol. The TTP and the financial institution for the credit card service
are not involved in normal transactions and the running cost will be reduced.

1 Introduction

With the exploding growth of electronic commerce on the Internet, the issue of fairness
[1, 2] is becoming increasingly more important. Fair exchange protocols have already
been broadly used for applications such as el ectronic transactions [ 3, 4], electronic mails
[5, 6], and contract signing [7]. The fairnessis one of critical issues in on-line transac-
tions and related electronic payment systems. Many electronic payment systems have
been proposed for providing different levels of security to financial transactions, such
asiKP[8], SET [9], NetBill[10] and NetCheque[11]. In anormal electronic commerce
transaction, thereisalways apayer and a payee to exchange money for goods or services
with each other. At least one financial institution, normally a bank, should be present in
the payment system. The financial institution will play the role of issuer for the payer
and the role of acquirer for the payee. An electronic payment system must enable an
honest payer to convince the payee of a legitimate payment and prevent a dishonest
payer from making other unsuitable behaviors. At the same time, some additional secu-
rity requirements may be addressed based on the nature of trading processes and trust
assumptions of the system. Payer, payee and the financial institution have different in-
terests and the trust between two parties should be as little as possible. In electronic
commerce, the payment happens over an open network, such as the Internet, the issue
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of fairness must be carefully addressed. There is no fairness for involved parties in the
existing popular payment protocols. One target of this paper is to address the fairness
issuein the credit card payment process. In the existing credit card protocols, the finan-
cial ingtitution that provides the credit card service plays arole of on-line authority and
will be actively involved in a payment. To avoid the involvement of financial institution
in normal transactions and reduce running costs, some credit card based schemes with
off-line financial authority has been proposed [12]. Another target of this paper is to
avoid the on-line financial ingtitution for credit card service in the normal transactions.

In this paper, we propose afair trading protocol with off-line anonymous credit card
payment. The protocol addresses the fairness and privacy of the trading process and its
associated payment. The credit card is anonymous and an on-line credit card service
from a financia institution is not necessary during the processing of a payment. The
TTP and financial institution for credit card can be both off-line, the proposed proto-
col has better availability and reliability and is more efficient than other solutions with
more on-line components. The technique of proof of equivalence of discrete logarithm
to discrete log-logarithm [13] is the essentia tool in the constructing of our fair trad-
ing protocol. In section 2, the electronic payment with off-line anonymous credit card
is discussed. In section 3, we propose a fair exchange protocol with off-line anony-
mous credit card based payment. Finally, section 4 concludes the paper with some final
remarks.

2 Electronic Payment With Anonymous Off-line Credit Card

Credit card payment is currently the most popular of al on-line payment methods.
There are at |east three parties involved in this kind of payments: Client, Merchant and
Bank. The client isthe buyer or service user who will make the payment. The merchant
isthe goods or service provider who will receive the payment. The bank isthe financial
ingtitution that provides credit card service and guarantees the transfer of money value
from the client to the merchant. The bank acts asthe issuer of credit cardsto clientsand
acquirer of payment records from merchants. For one payment, the issuer and acquirer
can be same or different, clearing between the issuer and the acquirer will be done
using existing financial networks. There is an on-line financial authority in the existing
electronic credit card protocols[8-11]. The authorsin [12] have proposed a credit based
payment scheme in which the financial institution is not necessary on-line. Merchant
can ensure the authenticity of the credit cards without the help of an on-line authority
organization. Firstly, the client applies for adigital credit card from the bank. After the
credit check, if theclient is approved to haveit, the digital credit card is delivered to the
client through a secure channel. The credit information of the client is anonymous with
the technique of no-interactive equality proof [16].
The digital credit card contains at least the following information:

— client’sID

—h; =gfmodg,i=12,...,], where g; € Z; are the common generators, x
contains the credit card number, PIN number, other confidential information and
salt.

— credit amount A



188

— expiry date £

The digital credit card token is of theformC = < C hy,ho, -+, h, E; A >gpp. It
has the signature of the bank. If a client sends his digital credit card to a merchant, the
merchant can know the credit amount, the expiry date and can check the signature of
the bank but can not know the credit card number and PIN number. The client must
prove to the merchant that he knows the secret (credit card number, PIN number and
other confidential information in the credit card) without revealing the secret to the
merchant. Using the technology of equality proof of knowledge, the client chooses a
random number r, r € Z; to compute a; = g; mod p for al i = 1,2,...,1. The pair
{¢, z} iscaculated as:

¢ = H(gullgall - - llgillarllaz|| - - [larl|ha]lh] - - - [[),
z = cx + r mod p.

Theclient will send {¢, z,p, g1,---,41,a1,...,a;, h,...,h} tothe merchant and the
merchant can use the following equation to check the validity of the digital credit card.

g7 z h$a; mod p.

In any case, the merchant has the option to get confirmation from the authority orga-
nization for higher level of assurance. The credit card is anonymous and the financial
authority is normally off-line.

3 Fair Trading Protocol with Off-line Anonymous Credit Card
Payment

Based on the well-known optimistic protocol for fair exchange[14, 15, 17], we will pro-
pose a generic fair trading protocol with off-line anonymous credit card payment. The
proposed protocol is an overall solution with the off-line TTP and off-line financial in-
stitution for credit card service. The credit information of the client isanonymousin the
protocol.

3.1 Notations

Here we give the general notations which will be used in the description of the fair
trading protocol.

(1) Parties:

— C: Client

— M: Merchant

— TTP: Trusted Third Party

— B: Bank (Financial Institute for Credit Authority)

(2) Public Key Cryptosystems:
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— PKX: Public key of user X.
— SK X: Private key of user X.
— P.,..(PKX,m): Encryption of message mwith publickey PK X.
— Pu..(SK X, c): Decryption of ciphertext c with privatekey SK X.

(3) Digital Signature Schemes:

— pkx: Verifying key of user X.

— skx: Signing key of user X.

— < m >4, Creation of signature of munder signing key skz.

— Syeri(pkx, < m >, m): Verification of signature < m >, on message m, true
for valid and false for invalid.

(4) Other items:

— t,. : Timestamp generated by party X.
— H(m): Hash function on message m.

3.2 System Setup

There are four partiesin our protocol, they are Client, Merchant, TTP and Bank. Client
has a pair of public and private keys: PKC and SKC, and a pair of signing and ver-
ifying keys. skc and pkc. Merchant has a pair of public and private keys: PK M and
SK M andapair of signing and verifying keys: skm and pkm. TTP hasapair of public
and private keys: PK'T and SKT. We will employ the technique of proof of equiva-
lence of discrete logarithm to discrete log-logarithm. The above key pairs must follow
some overall rule of the whole system. This means that these key pairs must be setup
based on the same set of algorithms and parameters. If necessary, the signature scheme
of TTPR, public key cryptosystem of bank and signature scheme of bank can be defined
independently. They need not follow the same set of algorithms and parameters.

At first, we choose three primes to set up the system. The three primes are p, ¢
and ¢’, which are of theformp = 2¢+1andgq = 2¢’ + 1. We will use EIGamal
cryptosystem for encryption and decryption and a DSA-like scheme for signature.

Public Key Cryptosystems ¢ is the prime number for the EIGamal cryptosystem. Z;
is a intractable multiplicative group with order ¢ — 1. G is a generator of Z;. SKX
isthe private key and PK X isthe publickey. PKX = G°KX modgand SKX ¢
{1,2,...,q — 2}. Theciphertext of m under PK X is:

¢t = Pope(PKX, m) = (W, V)

where W = G¥mod ¢ and V. = m(PKX)*mod ¢, w is randomly chosen from
{1,2,...,q — 2}. The message after decryption is:

m=V -W5EXmod ¢
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Digital Signature Scheme p is the prime number for the DSA-like digital signature
scheme. Z;; is a intractable multiplicative group with order p — 1. g is a generator of

Z,. skx is the signing key and pkx is the verifying key. pkz = ¢°** mod p and
skx € {1,2,...,q — 2}. The signature of m under pkz is:

<m >gpe= (1, 9)

wherer = g*mod p and s = k=1 (h(m) + r - skx)mod ¢. k is randomly chosen from
{1,2,...,9 — 2} and h(...) isthe hash function.
For verification of signature, Sy, (pkxz, < m > .., m) isto check

rs = g"™ . (pkx)"mod p

Construction of Important Tokens In this section, we will give details of digital to-
kens used in our fair exchange protocol with credit card based payment.

(1) Credit Card
The token for credit card is of the form

C= <C7l7h1ah2a"'7hl7E;A>skb

The credit token contains the client’sidentity C', the confidence level [, the expiry date
E, maximum credit amount A and h; = g7 mod p, where g; € Z; are common genera-
torsfori =1,2,---,1, wherez isthe concatenation of PIN number, credit card number
and salt. The credit token is signed by the bank using its private key skb.

(2) Payment Slip
The datain the payment slip is

SlipData =C, M, 0,$,tc, H(C, M, O,$,tc),

where M is|D of merchant, O isthe order, $ isthe amount of money and currency type
and ¢, isthe timestamp generated by the client C.
The payment slip token has the form

Slip =< SlipData > s,

The payment dlip is signed by the client with private key skc.

(3) Encrypted Payment Slip
The encrypted payment slip token is

Cs = Puno(PKT, Slip).

The client’s payment dlip is encrypted under the TTP's public key PKT'. If necessary,
TTP can open it with its private key SKT.

(4) Certificate of Encrypted Payment Slip
CsCert isthe token to prove C's is aciphertext of .S without disclosing the signature.
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Here, we will give al the details of construction C's and C'sCert. p and ¢ are the two
prime numbers used in our system. The client has a pair of signing key and verifying
key {skc, pkc}, g isagenerator of Z* and pkc = g***mod p. The TTP has public key
and private key { PKT, SKT}, G isagenerator of Z; and PKT = G5*"mod g.

For encryption of message m, we have the following:

Pune(PKT,m) = (W,V) mod g,

whereW = G¥ and V = m(PKT)*, w € {1,2,---,q — 2} isarandomly chosen
number.

The signature scheme works as follows: Choose arandom & € Z, the signature
has the form

Slip =< SlipData > g5 = (r,5)

wherer = g¥ mod p and s = k~1(H(m) + r x skc) mod q and pkc = ¢g**¢ mod p.
Slip isthe payment dlip.

Encrypting the above payment slip Siip with PKT, we have, P.,..(PKT, Slip) =
(W, V). The encrypted payment slip with signature is then given as follows:

CS = {7'7 W7 V}a

where W = G* mod ¢, V = s(PKT)* mod q.
With transformation z = G,y = W' mod ¢, = = PKT, X = " mod p,
Y = g") (pke)” mod p and o = —w, choose w; € {1,2,---,q — 2}, then

t(z;) = ¥ mod ¢, t(X;) = X*"* mod p
and

e = H(z[[yl|=]| XY [[t(z )l [ (X[ - [[e(z)[[1(X2))
C=C1Ca---(C]
ri =w; —camodg —1

(R, c) isthe certificate CsCert for Cg.
The process of verification isto check,

¢ = Hy((2||y[[2|[ XY [[ua| [UL]] - - - [Jeua] [U)

where u; = "y mod ¢, and

U — er‘i modpif ¢; =0
T Y modpif ¢ =1
3.3 Fair Trading Protocol

Based on the tokens defined in the last subsection, our fair trading protocol is con-
structed. The fairness of the trading between a client and a merchant is guaranteed.
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For

Fair Trading Protocol

Merchant Client
1. <offer>skm

2. Pener(PKM, SlipData), Cs, CsCert

3. Peper(PKC, <Goods> skm)

4. Peper(PKM, Slip)

the above protocoal, if both the client and the merchant perform properly, the TTP

will not beinvolved. The details of the protocol are as follows:

1.

In step one, the merchant sends his signed of fer to the client. The of fer should
contain the description of the Goods and related trading information, such as price,
valid date etc. The client checks the of fer, and if client is not satisfied with the
of fer, he can quit the protocol, and therefore it isfair for both parties.

. In step two, the client sends the merchant his credit card C, order information O,

amount of money and currency type $ and time stamp ¢, encrypted payment slip
Cs and the certificate C's Cert. The encrypted payment slip Cy is encrypted with
TTP's public key. The merchant checks the validity of the above data, and espe-
cialy, the credit information and encrypted payment dlip.

(1) The merchant checks credit information with equality proof of knowledge (see
section 2).

(2) The merchant uses CsCert to check Cg is the ciphertext of the payment slip
Slip signed by the client (see section 3.2).

If the merchant finds anything wrong in the above verification, he will quit the
protocol, and the protocol will be fair for both parties.

. In step three, the merchant sends P.,...(PKC, < Goods >gm) to the client. If

the Goods is consistent with the o f fer, the client will continue the protocal. If the
Goods isinconsistent with the o f fer, the client quits the protocol. If the merchant
believesthat it is not fair, he needsto require TTP to run the resolve protocol.

. In step four, the client sends P.,,..(PK M, Slip) to the merchant. If the merchant

can not get the payment, the merchant will ask TTP to run resolve protocol.

If the merchant can not get the payment, the merchant will ask TTP to run the following
resolve protocol:
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Merchant TTP Client

<offer>skm, SlipData, Cs, <Goods>skm

if unfair to merchant then con-
tinue elseabort

Pepner(PKM, Slip) Peper(PKC,<Go0ds> spm)

In the completion of the resolve protocol, the merchant has the payment and the client
has the goods.

3.4 Propertiesof Fair Trading Protocol

Some general properties of cryptographic protocols such as integrity and confidential-
ity are not included in this section, even our fair trading protocol have these properties
and can satisfy the related security requirements. Our discussions here only focus on
the properties we have emphasized in the design and construction of the fair trading
protocol. Thefair trading protocol has perfect fairness and high efficiency and provides
good availability & reliability of the involved services. The sensitiveinformation (credit
card) has untraceability & privacy in the fair trading protocol.

(1) Fairness

If both the merchant and the client behave according to the fair trading protocol, when
protocol has completed, client has received the goods and merchant has received the
payment. For the client, if something is wrong, he can quit the trading protocol after
step three and the whole protocol is fair. For the merchant, if something iswrong after
step three, he can bring of fer, SlipData, Cs, Goods to TTP. TTP will check the sta-
tus. If itisreally unfair to merchant, TTP will send the Goods to the client and send the
Slip to the merchant. The protocol is fair against cheating attempts by either merchant
or client. The protocol isfair in case of system failuresaswell. Thefair trading protocol
and the associate resolve protocol can guarantee the trading protocol to be fair in any
case.

(2) Efficiency

In normal case, the TTP is off-line and the credit card service from a financia in-
gtitution is off-line as well. The TTP is only involved when one party misbehaves or
system failure happens. The protocol is more efficient than protocols with more on-line
components. Computation and communication overheads are reduced to the minimum.

(3) Availability and Reliability

We compare two protocols A and B. If protocol A has one more on-line component than



194

protocol B and all other parts of the two protocols are the same, the on-line component
of protocol A has some chance to be unavailable or unreliable because of network prob-
lem, system failure or evil behaviors from involved parties or other attackers. Protocol
A hasless availability and reliability than protocol B. In the fair trading protocol in this
paper, TTP and credit card service from a financia institution are off-line in normal
case, the protocol is more available and reliable than other protocols with more on-line
components (TTP is on-line, the credit card service is on-line or both of them are on-
line).

(4) Untraceability and Privacy

The client uses the credit card to pay on the Internet in the fair trading protocol. Un-
traceability of the credit holder is a necessary or desirable characteristic of this kind
of trading protocols. In our fair trading protocol, the credit card is anonymous, the un-
traceability and privacy of the card holder is achieved.

4 Concluding Remarks

We have introduced our fair trading protocol with off-line anonymous credit card pay-
ment over the Internet. The fairness for involved client and merchant is achieved in the
protocol and the client isanonymousin the credit card payment. The TTPis off-line and
the financia ingtitution for credit service can be off-line as well. The details of digital
constructionsfor credit card payment and fair trading process are provided in this paper.
Thetechnique of proof of equivalence of discrete logarithm to discrete log-logarithmis
employed as the main building block to construct the protocol. The protocol provides a
generic overall solution for fair on-line trading with credit card payment. The involve-
ment of TTP and the on-line financial institution for the credit card service is reduced
to the minimum. Our protocol has better efficiency and availability than protocols with
more on-line components. The protocol can be used as the starting point to build some
complicated protocolsin on-line environment, such as on-line gambling protocols.
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