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Abstract. This work presents a process of deploying applications securely to
fielded devices with smart cards whilst taking into consideration the possibility
that the client device could be malicious. Advantages of the proposed process in-
clude; caching functionality upon the device, optimal use of resources, employ-
ment of nested security contexts whilst addressing fielded infrastructures and a
homogeneous solution. This work outlines a targeted scenario, details existing
malicious device activity and defines an attacker profile. Assumptions and re-
quirements are drawn and analysis of the proposal and attack scenarios is con-
ducted. Advantages and deployment scenarios are presented with an implemen-
tation the process using Java and specific standards.

1 Introduction

Consider the situation of having a large field base of equipment which interact with
secure elements such as smart cards. Examples of these infrastructures are 3GPP mo-
bile network [1] and satellite TV Set-Top-Boxs (STB) [2, 3]. Functionality can be split
across two applicationfiplded host devicgeferred to as device) application and smart
card application. This can effectively use the resources available. For example, the de-
vice’s greater storage capacity and processing power or the smart card’s tamper resistant
qualities [4, 5]. New applications sometimes need to be distributed in response to emerg-
ing security problems or the deployment of new functionality. The field base could be
recalled or new smart cards issued but the costs could be prohibitive. Replacing the circa
260m GSM cellular phones in Western Europe and accompanying Subscriber Identity
Module (SIM) cards would be an expensive undertaking.

New device and smart card applications need to be securely deployed to remotely
fielded devices whilst maintaining integrity, confidentiality and authenticity. This work
demonstrates, using specific technologies, how to securely deploy a device application
that is capable of securely installing a smart card application in the field. The device and
smart card applications are separated and each maintains individual security contexts
maintaining integrity and confidentiality. As device functionality increases so does the
scope for user modification and subversion of security measures, therefore, the device
can be considered less trusted than the smart card [6]. The approach uses a homoge-
neous solution to utilise the device as a high capacity cache whilst protecting the smart
card. Our solution considers resource use in a constrained environment by maintaining
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two security contexts to separate device from smart cardsiahonly provides a se-
cure method of deploying smart card applications but caupielevice and smart card
applications.

The structure of the work is as follows; the architecturehaf problem area is in-
troduced and assumptions and requirements drawn agaisisting approaches are
presented and evaluation is conducted concerning the#tslity to the problem area.
Our own solution is introduced; including architectureemaiew and detailed explo-
ration of process. The advantages of this solution are pteddollowed by examples
of industrial implementation and possible scenarios ofaepent. Finally, concluding
remarks are provided on the work conducted and future relsetrection.

2 Scenario Specification

In this section we graphically represent the targeted seerexplore the possible mali-
cious behaviour of the user device and outline an attackdilgpalongside assumptions
and requirements for a solution.

2.1 Targeted Scenario

Fig 1 shows the entities involved; server, device and smeaad.Although this paper
focuses upon smart card technology the smart card entitigl dmureplaced by other
technologies that offer tamper resistant abilities andog@mmable operating system
such as a USB token or dongle. Each entity in Fig 1 is shownitgldne application
but are capable of storing multiple applications.

Server Device Smart Card

Fig. 1. Scenario Architecture.

The presence of the secure entity, or smart card, in thissyshplies the need for a
tamper resistant device at the client site — this is due tptissible malicious or subver-
sive activities of the remote user. In this targeted scerthg remote user is consuming
some type of service. The network provider must providetiiegite clients across a
hostile network to a user that cannot be assumed to be trp§tekhe network/service
provider must place trust in the security mechanisms ptegéhe client site to protect
its interests. However, the user has full control and actes®th hardware and soft-
ware on the remote device and that unlimited amount of tinder@sources to attack the
system [7]. The identified attacker is capable of readingdifgimg, creating or deleting
any communication between the device and smart card.

The most typical attacker considered by this work is the cialis user, educated
by Internet communities, that is seeking a simple methodrofimnavigating security
measures on their mobile device. It is common for remotesusea system to attempt to
break security measures; common examples demonstrateel satellite television [8],



digital music and mobile telecommunication industries Bhart card are susceptible
to side channel attacks but this attack is beyond the scopeed§tandard user and is
often only a plausible option for security labs or highly fied organisations. However,
it is worth noting the falling costs and increased autonmatibside channel attacks and
this will make them a more frequently employed tool [10-14].

2.2 Assumptions

The definition of assumptions allow us to eliminate issuathhve been addressed else-
where and to focus upon key problems. The first assumptioh gf&tes that the smart
card or security entity employed is tamper resistant. Nanel& istamper proof[4]
but a degree ofamper resistancean be attributed to a smart card. It is assumed that a
secret securely placed into a smart card remains privagangtion 2 (A2) refers to an
existing shared secret between card and server; this npirdats a shared symmetric
key but also any equivalent Public Key Infrastructure (Pii8chanisms. Assumption 3
(A3) states that the server is capable of placing a key oificate upon the device. This
is possible in some existing architectures; for exampleéSgaellite TV industry has the
ability to alter fielded smart cards [15] and the mobile irtdplhas similar functionality
via the GSM standard and the 03.48 mechanism [16]. Theseanerhs are looked
at in Section 3 and have some limiting features. Assumpti¢h4)} states that all en-
tities can handle multiple applications; this is fairlyastthtforward but addresses any
ambiguity in the capability of the smart card entity. This@amption allows the consid-
eration of handling multiple device and smart card applecet within the architecture
and validates the aims of this work. Assumption 5 (A5) assuthe smart card is ca-
pable but unprepared, this is to define that the card is cobigatith all standards that
the solution may require. In practice not all smart cardhanfteld will have the stor-
age, processing or adherence to industry standards rdqtiine final assumption (A6)
declares that the device is open to malicious interferencecansidered less trusted
than the smart card:

(A1) Smart card is tamper resistant,

(A2) Secret exists between smart card and server,

(A3) Server can place certificate and keys onto smart candelyc

(A4) All entities can handle multiple applications,

(A5) Smart card is considered capable but unprepared,

(A6) Device could be malicious and considered less trusted smart card.

2.3 Requirements

The first requirement (R1) demands that the secure deplayohdevice and accompa-
nying smart card applications is possible with a solutiodt&kes this further in stating
that the solution arrived at must be applicable to fieldedpgant. Fielded equipment
refers to a remote host device and smart card in the handeafsr. The server is
inclined to place a greater degree of trust in the smart ¢end the device; as the smart
card has tamper resistant qualities (A1) and was issued hstetl source. The level
of trust that exists between the smart card and server muberafforded to the device



(R3). The literature [17, 8] has examples of the possibléaieais nature of devices in
the field and it is a reasonable requirement to keep it onerstapved from the server
smart card security context. The smart card applicationst imei kept confidential and
arrive on-card with integrity intact (R4, R5). The smartct#és a secure environment
and anything arriving in it must be handled securely prioatal during installation.
These requirements also place constraints on what theedesit do whilst handling
the smart card application and must be cryptographicaligread. A successful solu-
tion will minimise demands on the resources of the systemravpessible (R6) and
be homogeneous (R7) in nature. This will simplify the santas procedures will be
optimised for the constrained environment of a smart cdrdrjfl the mechanisms used
will interact in a uniform manner:

(R1) Secure deployment of device and smart card applicgtion

(R2) Applicability to fielded equipment,

(R3) Device not to be afforded level of trust that exists lewsmart card and server,
(R4) Confidentiality assured of smart card applications,

(R5) Integrity assured of smart card applications,

(R6) Optimised resource usage,

(R7) Homogeneous solution.

3 Existing Approaches

Several industries address individual problems and thesdiscussed in this section.
The ETSI TS03.48 [16] provides end to end security for anyrSkizssage Service
(SMS) going to and from a SIM to network operator [18, 19]. Hoer, the payload
and performance are limited and applications are restri@@]. It also only addresses
the mobile industry needs and a broader solution is requikesecure device appli-
cation installation procedure is defined using J2ME [21 \2i?h the MIDP2.0 profile
[23]. The GlobalPlatform Card Specification [24] defines ml@pplication installation
protocol and the GlobalPlatform Device API V2.0 [25] coule lised to implement a
bespoke solution.

Finally, a pragmatic approach remains; equipment coulebelled and updated in
a trusted environment or new equipment deployed. Applyimg to large field bases
of devices could prove prohibitively expensive in termsiofa and costs in compatri-
son to a deployable software solution. No overall homogesaolution is defined for
our targeted scenario (section 2.1) but some individuatetspare provided for. The
standards or protocols that exist to securely deploy agiptios to fielded devices are
limited; either in industry applicability, bandwidth or ffermance. However, some of
the specifications will prove useful in an implementatiompof of concept model but
further enhancements are required.

4 Proposed Solution

This section introduces the solution architecture ang fedplores both the process and
advantages.
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Fig. 2. Architecture of Solution definition.

4.1 Architecture

Fig 2 shows the architectural solutfoiThe system shows multiple applications running
on each entity and an overall residing secret between semngesmart card. The device
is the only entity that can communicate with the card in thiel fixd has been shown to
be susceptible to malicious modification.

4.2 Process

(P1) Preparation of Smart Card Application
The server prepares the smart card application using thedbacret between the
card and server. It encrypts and hashes the applicationkcateing that the smart
card can confirm origin and confidentiality. The server musivk the smart card’s
unique identifier to be able to ascertain the correspondacges to be used. This
is achieved either through an initial authentication of thed or the knowledge is
already known via another means.

(P2) Preparation of Device Application
The server prepares the device application; the first seg® émbed the secure
smart card application into the body of the device applicatThe encrypted smart
card byte code becomes an integral part of the device apiplica he server then,
using whatever security context that exists between itsedfthe device, signs the
prepared device application.

(P3) Server to Device Transfer
The Server uploads the device application with its embe@dedypted smart card
application to the device. This process can be initiatechieydevice or the server
can request the upload or a whole host of prepared deviceapphs could be pre-
installed on the device before deployment. However, thid thption is in violation
of R2 as it does not addressed the fielded device scenario.

(P4) Device Application Installation
The device runtime environment, using the security corttextveen itself and the
server, authenticates the device application beforeliastan. This confirms a le-
gitimate server sent the application and that the code bastégrity intact. As a
byproduct the embedded bytes of the smart card applicat®alao verified as it
is an integral part of the device application code. The dedges not have pos-
session of the secret used to protect the smart card appficatd therefore can

! Please note that the label MAC refers to Message Authentication Code.



only securely store the encrypted information for later. lisstores the smart card
application whilst having its own access rights restricted

(P5) Smart Card Installation Initiation
As it stands the device has an application installed and tbtegted smart card
application stored locally. The card has not installed laimgt up to this point. When
required either by the server or user direction the deviceino#iate smart card
application installation.

(P6) Server Authenticatidh
As the smart card is a secure entity and only trusts the seheeserver’s authenti-
cation must first be received before any installation cae fdkce. Only once this
is received will the card continue the process.

(P7) Checking of Smart Card Application
The shared secret between smart card and device allowsefontieard verification
of the smart card application. Once confirmed the encrypyéestare decoded on-
card and installed successfully. The architecture now basdevice and smart card
applications installed whilst maintaining given securiguirements.

4.3 Advantages

This solution provides a caching function which allows sntard applications to be
installed, when required, from the device without downingdrom the server. For ex-
ample, a device could have multiple applications availétaaise by the user and the
smart card element is only installed when required. It cdiddhat the application is
seldom used or that storage constraints upon the smart caghled into play. Addi-
tionally, communication from the server is optimised asg/ane download is required
to deliver two applications to the client side. To install @awnsmart card application
from the device, the server need only perform one authdititarhe device has much
greater capacity compared to the smart card in terms ofgeaaad could hold many
device applications (and therefore the embedded smartagrniications). This allows
the device and smart card to provide a greater amount ofituradity as not all appli-
cations will need to be on the card at any given time. The gwstrengths of the device
are used to fully exploit the capacity of the smart card.

The device becomes a secure holding area as the smart cdichtipp is protected
using a shared secret known only to smart card and serverlanBéhanism. Two com-
bined layers of security allow the compartmentalisatiothefsecurity requirements of
the different entities. The device is trusted to store arivetethe smart card applica-
tion but does not install its own applications or read/mythie smart card applications.
The card can independently confirm the integrity of any aapidon before installation.
Furthermore, this solution can be implemented on fieldeitds\and negates the need
for device recall or replacement.

Finally, the combination of applications into one entitpyides a much simpler so-
lution than some alternatives that use separate downlaadsand, sometimes, mech-
anisms. For example, the mobile network may employ GSM Oth4&curely install a

2 It should be noted that the necessity of this stage is not ideal and offtlthertication would
present greater value. This could not be achieved with the availableastisrat present.



smart card application onto a SIM using SMS messages wimighlbading the device
application via a higher bandwidth channel. The server deumadditional pressure in
terms of communication overheads and complexity.

5 Implementation

This section proposes an industrial implementation thkses a range of technologies,
standards and practises to demonstrate the functiondlibhe@roposed solution. This
section introduces the technologies involved and then gotsdiscuss the implemen-
tation of the process detailed previously.

5.1 Platform

The platform chosen was the Java, which is pervasive in thi&atmace [26] and the
technology and tools are widely available. The smart caed ssipports the Java Card
standards [27, 28] and GlobalPlatform 2.1.1 [24]. The deVias a J2ME Java Run-
time Environment (JRE) and supports two enabling spedificat JSR-118: Mobile
Information Device Profile 2.0 [23] and JSR-177: Security dnust Services API for
J2ME [29]. JSR-118 extends the device profile and providgskeurity functionality
[30]. Whereas, the JSR-177 provides J2ME applications wdtlitmnal APIs which
includes the provision of cryptographic functionality atie ability to communicate
with a security element using the 1SO standards [31, 32].

5.2 Process Implementation

This section shows how to realise the proposed solutionéti®e4 (S=Server, D=Device
and C=Smart Card).

(P1) Preparation of Smart Card Application
The GlobalPlatform standard defines a secure smart carecagph (Applet) in-
stallation protocol that allows for an encrypted and hashpglet to be installed
onto a smart card. The Applet is then decrypted and verifiedand before instal-
lation. At this stage the server generates a Message Aithgéah Code {/ AC)
and encrypts ) the CAP file (format used to distribute Applets [33]) usitig t
shared secret between server and smart dagd-§(1).

S: CAP = MAC k. (Applet)|| Ex s (Applet) Q)

(P2) Preparation of Device Application
This step of the process represents two actions; Applettioje and device ap-
plication (MIDlet) security preparation. The Applet infem involves taking the
byte code of the protected Applet and embedding the codetlimdody of the
MiIDlet (2). This could, for example, be done by inserting arag of byte arrays
where each row represents a smart card (APDU) command. TBéeMbinction-
ality when delivering the Applet would be to blindly send thEDUs in order. As



the Applet is encrypted and hashed the confidentiality atedjiity of the item is
assured.

S: JAR = MIDlet|CAP @)

The MIDlet must be prepared for the secure MIDlet instadlatprocedure defined
by J2ME MIDP2.0 and implements the second security conteixtéen server and
device. The server generates a RSA X.509(v3) certificatequests one from a
Certificate Authority (CA). The certificatellert(M1Dlet)) is inserted into the
application descriptor of the MIDlet application (3). Thatp of the descriptor
holds all certificates necessary to validate the applinai@ept the root certificate.
The Domain Protection Root Certificat€'dr¢(DPRC)) resides on the smart card
and is called into play during MIDlet installation (P4). Blly, the signature of the
file used to distribute MIDlets (JAR)S(x (JAR)) is generated with the private key
(K) of the RSA certificateCert(M1Dlet), according to the EMSA-PKCS-v&
encoding method of PCKS#1 version 2.0 standard. This sigaas then inserted
into the application descriptor (3) and the MIDlet is coms&t prepared.

S: JAR = JAR||Cert(MIDlet)|| Sk (JAR) 3

(P3) Server to Device Transfer
The server can communicate to the device in a number of wagghosen method
was to use HTTP supported by MIDP2.0.

(P4) Device Application Installation

This phase of the process continues to use the securityxtdmgéwveen server
and device as defined in the MIDP2.0 profile. The J2ME JRE muttteaticate
the MIDlet application for installation into a secure domalirst the certificate
(Cert(M1IDlet)) is retrieved from the application descriptor and valida&’)
against theCert(DPRC) held upon the smart card (4). The JRE then verifies the
MIDlet JAR file; by taking the public keyRK) from the verified signer certifi-
cate along with a fresh SHA-1 digedt/ ¢sh) of the JAR file and comparing it to
signature defined in the application descriptor (5). The dRfinstall the MIDlet
into the security domain defined by the access control modet @erification is
complete.

D : V(Cert(MIDlet),Cert(DPRC)) (4)

D: V(SK(JAR)7HaSh(‘]AR)aPKCert(]\lIDlet)) (5)

(P5) Smart Card Installation Initiation

The device now has a MIDlet installed in a secure domain andcommunicate
with the smart card. When required the Applet needs instpttie device initiates
communication using commands defined by the ISO 7816 spettaific The device
needs to authenticate itself to the card before instaiiatém take place and the first
stage is to send an APDU that issueG&l CHALLENGE command (6). Which
returns a random challengey() from the smart card (7) [9]. The random challenge
is sent to the server (8) as the response requires knowlddhe security context



between server and carfl §¢).

D — C: GET CHALLENGE (6)
C—D: r¢ 7
D—S:r¢ (8)

(P6) Server Authentication
The server encrypt& s andrge with Kg¢ and returns the byte string to the device
(9) who sends it to the card (10) to complete a ISO78AERNAL AUTHENTI CATE ( EA)
command. Once the Server Authentication as required by tbieallatform has
been completed the card can continue with a secure ingballat

S —D: Ex,.(Ksclre) 9
D — C: EA(Ekg. (Ksclre)) (10)

(P7) Checking of Smart Card Application
The device has no knowledge & but does have an array of encrypted byte code
representing the Applet protected B . The device simply sends of the APDU
commands defined in this array to the smart card (11). Frorsrtiaat card’s per-
spective, a trusted card terminal has successful autlaedidtself and is now, in
accordance with the GlobalPlatform installation protpceteiving an application.
The on-card manager (Card Manager) receives the byte catleeaifies its in-
tegrity using the Data Authentication Pattern (DAP) spedifin GlobalPlatform.
The verified CAP file is decrypted and installed.

D — C: MACk,. (Applet)||Ex.,. (Applet) (11)

6 Analysis

This section will examine the success of the proposed swolsiiin meeting the require-
ments defined in Section 2.3. In addition we present two santhat this solution
could be applied to.

6.1 Requirement Analysis

All requirements defined were met by the proposed soluti@himdustrial implemen-
tation. The first requirement was the secure deploymentwteeand smart card appli-
cations (R1), this has been attained. Security concerns agiressed as each element
was securely transferred and installed via an individuelisty context. The solution is
applicable to fielded devices (R2) although some configamattould be made to ap-
ply the same technology to non-fielded devices; such asgatifig a number of device
applications before devices are issued. Requirement Jiesrad to by not affording the
device the level of trust maintained between the server arattscard. The device is
ignorant of the protecting secret throughout the procedtine smart card application
is encrypted at the server, decrypted on-card and it is dtaseencrypted byte code
whilst in the device. The confidentiality and integrity oktemart card application is



maintained (R4, R5) and further opportunities exist to talteantage of this benefit.
For example, the smart card application could be used as diggipution mechanism
by the server embedding encrypted keys when preparing thg sard application for
deployment.

The industrial implementation is based upon one programianguage and nests
existing specifications inside one another. The deviceiegmn flows once to the de-
vice and once to the smart card and authenticates bothesngitnultaneously, when
possible, by treating them as a one element. This providesn@geneous solution
(R7) and optimises resource use (R6).

6.2 Usage/Deployment Scenarios

Addressing Emerging Security Problems.Addressing an emerging security problem
in the field is one usage scenario. For example, some soB4pstate that in Australia
approximately 4-5% of all satellite TV subscriptions ateghl resulting in an estimated
cost of $50m. The marginal increase of malicious activity] [desults in considerable
financial loss for the satellite TV provider. The provideutmbupdate the security mech-
anisms and deploy new STB and/or smart card equipment te thessecurity hole but
prohibitive in terms of cost and time. It would be a betteriaptto employ the solu-
tion presented in this work to deploy a software based swil8]. The costs involved
would be lower in contrast to replacing millions of devicesldhe solution could be
deployed at a far greater rate. The revenue streams woulddoeesl quicker and the
problem addressed. The implications of having the abitityeimotely deploy complex
functionality, comprising of both device and smart cardlmpgpions to the field, are
wide ranging.

Enhancing System Functionality. The second example exploits our solution’s ad-
vantage of secure caching. A smart card is a capable entitytimage and processing
power are limited. The hardware continues to improve butwensls are able to support
only a limited number of third party applications and a metsia to help manage these
restricted resources would be valuable. The device cae stdrstantially more applica-
tions depending on its storage capacity. New phones camgigabytes compared with
smart cards offering kilobytes. There is no requiremengfgglications that are seldom
used to have its smart card application installed. When thettiss to access the unin-
stalled functionality, the device could install the smatdcapplication and remove it
afterwards. The server’s involvement is minimal and thesappt functionality capacity
of the smart card would be greatly increased. Meanwhilesithart card application in
the device cache it is protected by a higher level securityecd that is not available to
the device or malicious attacker. Therefore, an architegtwovider could roll out new
functionality as the market demands and cultivate new n@westreams (m-commerce
etc).

7 Conclusions

The work conducted resulted in a proposed solution that theff éhe requirements
defined. The method could be used for the deployment of sraadtand device ap-



plications or the device element could be reduced to worlelguas a deployment
mechanism for smart card applications across high banbvadannels. Advantages
and deployment scenarios were presented and it is concthdethis work has posed
some interesting questions for future research. For exantipé concept of remotely
deploying security countermeasures to fielded equipmantriguing and could have

serious application in addressing problems that may rigbdrsatellite TV and 3GPP
mobile network in the future. This should be further exptbby implementing and as-
sessing how applicable the proposed solution is to thestimxiinfrastructures. From
an academic perspective the cryptographic processesassheullly distilled and the

definition of an abstract protocol for remote applicatiopldgment outlined.
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