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Abstract. The increased interest around business processes management and
modeling techniques has brought many organizations to make significant invest-
ments in business process modeling projects. One of the most recent proposal
for a new business process modeling technique iBtness Process Model-

ing Notation(BPMN). Often, the modeled business processes involve sensible
information whose disclosure is usually regulated by privacy policies. As such,
the interaction between business processes and privacy policies is a critical is-
sue worth to be investigated. Towards this end, we introduce a data model for
BPMN and a corresponding XML-based representation (c&lRe)X which we

use to check whether a BPeX-represented business process is compliant with a
P3P privacy policy. Our checking procedures are very efficient and require stan-
dard XML technology, such as XPath.

1 Introduction

The ever-increasing interest around business processes management and modeling tech-
nigues has brought many organizations to make significant investments in business pro-
cess modeling efforts. ThHBusiness Process ManageméBPM) has been identified

as one of the most important business priorities. The Workflow Management Coalition
(WfMC) defines BPM asa set of one or more linked procedures or activities which
collectively realize a business objective or policy goal, normally within the context of

an organizational structure defining functional roles and relationslilsAs such, it
introduces methods, tools and techniques to support the development and the analysis
of operational business processes. Inside this context, business process modeling tech-
nigues and languages are of absolute relevance. Again, WfMC defines business process
modeling aghe time period when manual and/or automated (workflow) descriptions

of a process are defined and/or modified electronicdllyOne of the most recent pro-

posal for a business process modeling technique is Business Process Modeling Notation
(BPMN), adopted as standard by OMG [2].

The adoption of BPMN as a standard allows companies to define complex busi-
ness processes possibly encompassing different administrative boundaries and request-
ing non-public data whose access is regulated by security-driven policies. In particular,
privacy-related user data represent a relevant asset for companies and administrations.
As such, in the recent years, several efforts have been made in order to provide mech-
anisms for expressing (and in some cases, enforcing) privacy policies protecting such
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data. One of the most well-known efforts in such directiothis P3P privacy policy
description language [3]. P3P permits to represent priyadicies in an XML tree,
basing on an XML-Schema model, which can be published byiGeproviders to
give users the capability to check automatically if the gies accomplish with the user
preferences.

Therefore, it becomes a relevant, non-trivial issue to kletether a given complex
business process (describing how processes interact aatdlata items they access) is
compliant with a stated privacy policy (describing whatgasses are entitled to access
which data items, provided that the corresponding purpasdobligations have been
stated).

In this work we address the above mentioned issue by preseatsingle frame-
work in which both a business process and a correspondingqyrpolicy can be ex-
pressed and the compliance of the former with respect toatterican be checked.
We accomplish this by expressing both business procesdgsi#acy policies in suit-
able XML formats and then proceed to check their compliaéeassume that privacy
policies are expressed in P3P format. Regarding businesgegses, we do not rely on
already disposable XML-based representations of BPMNh siscBPEL4AWS [4] or
XPDL [5, 6]. Both of them have disadvantages: BPELAWS iHiriless expressive
than BPMN, since only one single business process can besamed, and only one
subset of BPMN elements can be deployed [7—9]. XPDL suppofsger fragment
of BPMN but it does not render properly the hierarchical tagrelationships between
elements as well as it is nhot an executable language [5, &is,TKPDL is not the best
way to represent BPDs if the goals are analysis, executit@nsions.

Hence, we present a new XML-oriented model, calRfeeX that faithfully de-
scribesall the relevant features of BPMN, such as the complete mapdiradi the
elements provided by the specifications and a tree modelhwieitects the elements
dependencies and the hierarchical structure of diagraheselfeatures introduce some
useful capabilities such as the possibility to export anatestihe diagram with other
tools and to investigate processes to pinpoint bottle-rercttead-locks (and conse-
guently to patch them).

Having presented in a single, coherent framework both lessiprocesses and pri-
vacy policies, we then define the procedures for checkingtimepliance of a BPeX-
based business process with respect to a P3P-based priviimy Such procedures,
relying on the unified XML-based format employed for busspsocesses and privacy
policies are implemented using standard XML query langaagiech as XPath.

2 Related Works

This paper starts from the official BPMN specifications asrapgd by OMG in 2006
and builds upon it. We don’t assume any formal semantics nlyidg BPMN [10—
12], rather we consider the semantics as it is presentedimaidanguage in the OMG
documentation. We give for some elements a more formal defirin order to perform
some kind of queries and operations.

Other works about integrating privacy policies with busim@rocesses have been
published since 2002 [13-15] even though the first work psogpan algorithm to
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verify P3P policies on BPEL4WS tree was published in 2006.[#@reover, in [17] an
approach to extract RBAC models from BPEL4WS processesordle engineering
process is presented.

Due to space limitations, you can find more detailed inforomaabout P3P and
BPMN on respective standard web-pages, [3] and [2]. For #meesreason, we omit
in this work almost all the code and the pictures explainiog model. It is possible
to find them in the corresponding project web site under Ssirome repository at
http:// bpex. sourcef or ge. net . We will refer in this paper to the content pub-
lished there with [18]. On the same web-site you can also finéxdended version of
this paper.

3 BPeX: aBPMN XML Linearization

At the present moment, BPMN defines simply a graphical nmtatiithout an explicit
definition of the underlying meta model; that is, what arelthsic elements composing
a business process and what are the relationships among @iearly, providing a
BPMN model is a first, necessary step in order to preciselg sthat is the meaning
(or, more precisely, behavior) of a business process destds a BPMN diagram. As
such, it is an interesting problem in itself to define suchitabie, BP-oriented model
[10-12]. There are some research efforts aiming at the tiefinof a comprehensive
model representingll the main features of BPM, but all such efforts build upon xis
incomplete and/or inadequate formats. We have chosenmasfad by looking closely
into BPMN and building our model from scratch, thus obtagnénclear model natively
supporting all the relevant features of BPMN.

The result of our efforts is calleé@PeXand it is defined in a top-down fashion. We
start pointing out all the different BPMN symbol familiesgwhen proceed refining
them through the definition of more precise symbol familimnected in a suitably
defined hierarchy. Then, we add a representation of flowgtadpthe same method-
ology.

We provide an XML version of such a model, in order to obtailmaplete schema
representing all the BPMN elements. The chosen hierarcstizecture among BPMN
elements (and flows) can be represented in a very natural giag XML-Schema.
With a slight abuse of notation we call BPeX both the model its&ML-based ver-
sion. In the following sections we will mention the BPeX faas relevant for the
present framework, namely how to smoothly integrate infibimation about privacy
policies. Any further information can be found at the BPeXjpct site [18].

Figure 1 shows a comparison between BPMN (as understood tlieravailable
documentation) on Fig. 1(a) and our BPeX meta model on Fiy. A6 it is possible to
see, in BPeX model all the elements are connected to each athiée in the BPMN
specifications most of the elements are only referenced lexemnal numerical value
(represented graphically with dashed arrows) and, they,db not accomplish to rep-
resent the diagram structure. One of the most immediatensatlyas on using a full
hierarchical model is, e.g., the complexity on check whatd_an element (an Event,
an Activity or a Gateway) belongs to. Using BPMN model, ons teacontrol the val-
ues of the Pool-Ref and the Lane-Ref attributes and searchéd@lement ID inside the
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Fig. 1. A comparison between BPMN and BPeX hierarchical model semtation.

Process element. Instead, using BPeX one has just to chestkertthe element node
is a child of the Lane node.
The Process element is depicted with a gray background armdac& boundary be-
cause it does not have a graphical representation insidéda B®it is possible to no-
tice in Fig. 1(b), we also include into the model flows speaiiiens, represented with a
gray background, while in BPMN flows are disconnected fromather element. This
makes them more context-free but it is not clear using XPDEemngla modeler can use
them or where they are defined.

Our model introduces some useful features like e.g. thatdhical representation
of BPMN elements in a diagram and the feasibility of perfarghgueries on XML
data. Our notation is fully compliant with XPDL graphicalpgaring notation and can
describe all the data interchange between processes liké BBes. Using BPeX it is
easier to join together business processes and privaayjgglfirstly because it can rep-
resent the whole set of BPMN elements. Secondly, it represitaithfully the diagram
structure without any loss of information. Thus, it is pbdsito find the right position
to declare a policy statement keeping privacy policies aRd Btructures unaltered.
This makes easier to analyze BPs (at different levels ofideaity) to determine if they
comply with the given privacy policy. Further informatioarcbe found on project Web
page [18].

4 P3P Policy Enforcement

Currently, the main use of the P3P language is for web ses\poeviders, which can
host policies in their servers leaving users to opt, usirgsbrvice provided or not.
Some browsers can access P3P policy document and warn fussesver policy does
not accomplish the users’ preferences.

BPMN (and BPeX, consequently) can easily be adopted to itbesbusiness pro-
cesses whose tasks have to follow a given privacy policyeiidihg the BPeX model in
order to add P3P support permits users to test if a web-ethbbkiness process is com-
pliant with a given privacy policy. For example, a web seevicovider which asks user
for a credit card number to perform a given task could be irtreshwith the privacy
policy which does not allow to ask for a personal information
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Fig. 2. BPMN representation of a user connecting to a search engiperform a query.

In our approach, we will extend less as possible BPMN natati@rder to keep the
main requirements unchanged. Notice that P3P does notrimeplea full privacy poli-
cies tuple unlike for example the RBAC model. This is becd®@e is a web-oriented
standard. The main aspects we will use to extend BPMN naotatie Entity, Purposes,
Access, Data-group and Recipient.

For some of these elements (Entity, Data-group) we will UBMBI native attribute,
extending the notation to better explain and representahesg of P3P elements. For
Access element we will add a new attribute to a BPMN Procesaeht. For the other
elements we need to redefine or tune BPMN elements modifyangesattributes or
adding new ones. These modifications will be mapped also eXB®B achieve a full
XML linearization of BPDs with P3P statements. We have dgpetl also some simple
procedures to perform validation tests between BPeX andfe8Eies trees. Some
examples will be shown in the following using W3C XPath geasri

4.1 Motivating Example

The example we introduce in this section sketches the emviemt we are interested
in. We start considering a web-oriented business procasshrepresent with BPMN.

Then we translate the BPD into a BPeX representation. In@e4t2 we illustrate how

to integrate P3P policies and BPeX documents. Finally, vesgmt some excerpts of
BPeX code enriched with privacy policies and the algorithimenforce the process
policy.

For our running example we use a classical scenario of a nseecting to a search
engine to perform a query. For the sake of clarity, we opt foo@e and its privacy
policies freely available on-line at Google Privacy Ceht&igure 2 shows the BPMN
model of the Business Process we choose to investigate atidd-iL.3 (available in
Appendix A) is part of its BPeX linearization. The text of teearch engine privacy
policy has been taken from the on-line version and the Lgsfird (Appendix A) is
related to its P3P form.

4.2 P3P Representation Inside BPeX Code

We now summarize the formalisms we use to represent P3Pesldniside the BPeX
code, investigating more in detail as possible each cooreggnce.

1 http://lwww.google.com/privacypolicy.html
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Entity. This element refers the legal entity making the represiematf the privacy
practices. There are only two elements in BPMN that can bd tsenap the Entity:
the BPD and the Pool. We can not use the Process element beébats may be Pools
without a related Process (Black Boxes). Nonetheless,ialtftese cases a Pool rep-
resents a subject involved in the BP. Between BPD and Poniezits we choose to
use the latter, because a BPD is a set of all the processesngaytthe BP, while a
Pool represents a single actor (i.e., a singh i t y). P3P binds some values to be
present in a policy. A P3Ent i t y must hold theor gnanme attribute and one of the
following categories of informatiorpost al , t el ephone, emai | , URI . For a sake

of simplicity we extend théNane attribute of Pools (i.e.Pool / Nare) adding a new
sub-tree starting with theP3PExensi on> node, father of akEnt i t y> node. The
Entity node imitates the P3Ent i t y nodes structure, with the same constraints. The
new nodeP3PExt ensi on/ Ent i t y/ or gname substitute the old Pool Name. To add the
same P3Nt i t y subtree to th€ool / Nane attribute makes easier to compare values
and enforces this policies element: there should be a diczotspondence between the
two nodes structures, as depicted in Figure 4 in the Appehdbhis is a true advantage
in using BPeX model respect to the original BPMN proposatabse with the latter it

is not possible to make a comparison node-to-node.

Access.The P3P Access element represents the ability of the ingiigh view iden-
tified data and address questions or concerns to the semageaer [3]. In this case,
BPMN does not have an element near to the Access, but eacthBloahg activities
and flows has also a relationship with one Process. We addtess element a new
attribute<P3PExt ensi on> having as child the ACCESS> element. Possible values
of <ACCESS> element are those provided by P3P standard.

Purposes.Every ‘Common Graphical Object’ (i.e., all the graphicajesits that may
appear in a BPD) have @t egori es attribute, defined as follows: “The modeler
MAY add one or more defined categories that can be used foopagsuch as report-
ing and analysis”. Thus, the use of this element as a comtéanehe P3P Purposes
element does not require any further adjustment unless &doattribute, named
| sP3PPur pose, to better define the purposes domain. All the BPMN elemexis e
cept for BPD and Process (that have not a graphical repesamnthave the Categories
attribute, so we can define, for every element, which purfiaselesigned for.

Data-group. This is the most critical issue because P3P is very rich @lildetbout data
while BPMN provides only an Artifact namdoat aCbj ect to represent all kind of
data. To describe as good as possible the information egeldathrough the activities
and the flows of a BP we use the Name attribute of the DataOblertent to specify
what kind of data an entity or an user is working on. As well ahave done to map En-
tity element into théPool / Narre attribute, we extend theat aChj ect / Nane attribute
with a <P3PEXt ensi on> node, containing the trees provided by P3P Data-Group
element. In addiction, BPMN DataObjects havBReqjui r edFor St art boolean at-
tribute, that can be used to map the R3Rvays, opt - i n andopt - out values for
purposes and recipients.
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Recipient.This element contains one or more recipients of collecteal disis the legal
entity, or domain, where data may be distributed. The mappitheReci pi ent el-
ement is a bit more complex. The best place to attach the Retigata is dkessage

FI ow (which represents the messages exchanged between differels — and, thus,
different Entities). Unfortunately MessageFlows do notéha direct attribute where to
specify the Recipient constraints. It is unnecessary tarobmessages exchanged in-
side the same Pool, between different Lanes: we supposartlitity can freely share
data with its offices or internal employees. Again, we areintgtrested to investigate
where data come from (typically, in BPMN diagrams, througédshge Flows) — it is
the sender Entity which have to adhere to its privacy poidy.need to ensure that data
collected from an enterprise are the same of those declariésiprivacy policy. What
we can not express in BPMN is the affiliation domain of the ragss targets. P3P
does not need to know the target entity data, but only if thgetafor example, has the
same privacy policies or if it is the legal entity followinige practices, and so forth. To
add this kind of information, we extend tAar get node of aMessage Fl owwith

an attributeP3PReci pi ent expressing the P3P values provided for Rexi pent
element.

5 The Compliance Checking Procedures

Our goal is to check whether a BPMN diagram, representinglaevabled business
process, is compliant with a P3P privacy policy. Thus, asufised in the previous sec-
tion, we have enriched the BPeX XML-based BPMN represamatith some P3P-like
attributes. Now, we provide checking procedures in orderetgfy such compliance.
The tests we are interested in focus on the presence of the atinbutes either in
BPeX and in P3P trees. P3P notation is not used to expressathesvcollected for
each instance of the service provided. Thus, the tests atitover the correspondence
between the values which can be performed only when a préd@essbeen executed
through log analysis or using a monitor.

We start assuming that eaBlool represents akntity, and thus we make the tests
on Entity and Accesdetween thdPool attributes and respectiveBOLI CY/ ENTI TY
andPOLI CY / ACCESS attributes. All the other tests are performed for each P3P
STATEMENT clause, and focus on: what kind of data the process worksam,the
process uses collected data, and with whom an entity shallested data. In general
it is not true that evenl5sTATEMENT element corresponds to one single Pool: a Pool
references one Policy but it may have more than one Statement

The diagram shown in Fig. 3 relates to our Google exampleetie one Pol-
icy with altogether four Data-Ref elements, three Purp@sestwo different Recip-
ients. This example shows how different Statements can sioguifferent triples
<Dat a- G oups, Purposes, Reci pi ent s>, P3P standard specifies that each
Statement must hold one Data-Group node and may have marenkaPurpose or Re-
cipient expressed. In our example, Batement Aises all the four DATA- REF> val-
ues as Data-Group for the Purposesim n><devel op> sharing data with Recipient
<our s>; theStatement hstead uses only two of theDATA- REF> elements as Data-
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Group for the Purposepseudo- anal ysi s> disclosing data teunr el at ed> Re-
cipients.

For the Statements verification we ensure firstly the conesxst of the three fields
separately and then the accordance between them and a@baireferential P3P policy.

5.1 Policies Enforcement

We introduce now a high level description of the checkingprures. For a sake of sim-
plicity, the procedures presented here do not considerttimgs manipulation needed
to extract the P3P clauses from the attributes value. Tipiscsvill be shown later on,
when we will illustrate an XPath implementation example né @f these procedures.
Considering that each one of the algorithms verifies a diffeaspect of the policy,
then all of these have to be executed to enforce the privalbgypa its entirety. For a
matter of space, Access, Purposes, Data-Group and Rediptérgs can be found in
Appendix A.

ENTITY Verification. The Listing 1.1 shows the algorithm to enforce the policy of
a business process focusing on the Entity verification. €higtrol applies on every
Pool (row 1). The first condition (row 2) verifies if tH88PExt ensi on node, child

of Pool / Nane, exists: if not, an error occurs (moreover, this impliest tthee di-
agram is not compliant with BPMN specifications, becausené® nodeNanme /
P3PExt ensi on / or gnane corresponds to the originalane value). The core of
the algorithm compares ti8PExt ensi on/ ENTI TY subtree with th&3P: PCLI CY

/ ENTI TY one (row 5) like in Fig. 4.

foreach (Pool/Name PN € BPD) do {
if (PN P3PExtension/ ENTITY == @)
then ‘“Error’’
el sei f (PN P3PExt ensi on/ ENTI TY # P3P: POLI CY/ ENTI TY)
then ‘‘Error’’;
else ""OK'; }

o AW NP

Listing 1.1. The ENTITY enforcement algorithm.

ACCESS Verification.The Access verification algorithm (see Listing 1.6) is gsite-
ilar to the Entity one. It differs from the latter especidiy the first condition (row 1)
in which there is a check to assure that the Pool is not a Blank Btherwise, it can
not have an Access attribute because the content of the$iolden and users can not
access their data.
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PURPOSES Verificationln this case (see Listing 1.5), firstly we consider only a stibs
of the all Common Graphical Objects. We argue that Swimla@Gesup and Text An-
notation can not have a related Purpose. Secondly, we chéwk Categories element
has the required boolean attribute. Finally, we comparedgates children with all the
Purpose children. Notice that between POLICY and PURPOS$ESve/ there are two
slashes/'/ ’ to show, using the XPath syntax, that Purposes nodes amdineat Policy
children but they are Policy descendants through the Steatenode.

DATA-GROUP Verification. Similarly to Entity and Access verification, to enforce
Data-Group elements requires to check if the P3PExtensida has been declared and
successively if its values fall into the set of every StatetiséData-Group (Listing 1.7).

RECIPIENT Verification. To determine if MessageFlows are compliant with their re-
lated policies, it is necessary to control if the value of B8P Recipient attribute is one
of those declared as policy Recipient.

Listings 1.5, 1.7 and 1.8 need to be executed at Statemezif Vehile Listings 1.1
and 1.6 at Policy level. To enforce the whole process agairmivacy policies, we
need to evaluate the latter once and the former for eachn®tate If all test pass we
can claim that the process is compliant with the privacyqgyoli

For a matter of space, we give now only one example of XPatiskation (List-
ing 1.2). The BPeX code (which represents the process) ambiicy code are marked
with different namespaces. In the example we omitthex namespace for a reason of
space. We employ to compare two node-sets the XPath 2.0durfict: deep- equal
which assesses whether two sequences are deep-equal wileaiciTo be deep-equal,
they must contain items that are pairwise deep-equal; antivim items to be deep-
equal, they must either be atomic values that compare eguadbdes of the same kind,
with the same name, whose children are ‘deep-equal’. Fateaafasimplicity this code
uses the P3P 1.0 node structex@_| Cl ES/ POLI CY/ ENTI TY/ DATA- GROUP.
(/1 Pool s/ Nane/ P3PExt ensi on/ ENTI TY)

t hen fn: deep-equal (//Pool s/ Nane/ P3PExt ensi on/ ENTI TY,
p3p: POLI Cl ES/ p3p: POLI CY/ p3p: ENTI TY)

A w N R

\ vspace{ - 8mi

Listing 1.2. The XPath version of the Entity algorithm.

6 Conclusions

In this paper, we proposed a new XML-based notation calleedB&lowing users to
represent all BPMN elements in a hierarchical tree-bagedtstre. We introduced an
abstract representation of the BPeX notation, giving aeclosk to the data model rep-
resentation and to the flow relationships. Then, we defined#L-Schema and the
XML linearizations of the BPeX data- and flow-model. Finallke extended BPeX no-
tation with the support for P3P policies. We showed the faklisi to query the BPeX
representation of a BPD extended with P3P statements, ar todverify its adherence
to a given P3P privacy policy specification. Please, ref@rtject web-site for further
comparisons, case studies and related works.
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A Appendix

<POOL | D=""* P00l ' ><NAME>Googl e</ NAME>
<LANE | D='* L0O01’ ' ><NAME>Coogl e</ NAME>

<EVENT | D='*EO001'’ EventType='‘Start’’'>

<NONE/ >
</ EVENT>
<TASK | D=**TO01'' Nane='‘Receive request’'’/>
<TASK | D='*T002'' Nane='‘Display formpage ’/>
<TASK | D='*T003'' Nane='‘Receive query'’/>
<TASK | D='* TO04’’' Nane=''‘Conpute query’’/>
<TASK | D=** TO05'' Nane='‘Display results page '/>
<EVENT | D='* E002’ ' Event Type='‘End ' >
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<NONE/ >
</ EVENT>
</ LANE>
<SEQUENCEFLOW | D=* * SFO01’ * >
<SOURCE>E001</ SOURCE>
<TARCGET>T001</ TARGET>
</ SEQUENCEFLOW
<SEQUENCEFLOW | D=" * SF002’ * >
<SOURCE>T001</ SOURCE>
<TARGET>T002</ TARGET>
</ SEQUENCEFLOW
<SEQUENCEFLOW | D=" * SFO03' ’ >
<SOURCE>T002</ SOURCE>
<TARGET>T003</ TARGET>
</ SEQUENCEFLOW
<SEQUENCEFLOW | D=" * SF004' ’ >
<SOURCE>T003</ SOURCE>
<TARGET>T004</ TARGET>
</ SEQUENCEFLOW
<SEQUENCEFLOW | D=" * SFO05' " >
<SOURCE>T004</ SOURCE>
<TARCGET>T005</ TARGET>
</ SEQUENCEFLOW
<SEQUENCEFLOW | D=" * SF006’ * >
<SOURCE>T005</ SOURCE>
<TARGET>E002</ TARGET>
</ SEQUENCEFLOW
</ POOL>
<POOL | D='* P002’ ' ><NAME>User </ NAME>
</ POOL>
<MESSAGEFLOW | D=' * MFO01’ ’ >
<SOURCE>P002</ SOURCE>
<TARGET>T001</ TARGET>
<MESSAGE>wwv. googl e. conx/ MESSAGE>
</ MESSAGEFLOW
<MESSAGEFLOW | D=' * MF002’ ’ >
<SOURCE>T002</ SOURCE>
<TARGET>P002</ TARGET>
<MESSAGE/ >
</ MESSACGEFLOW¢
<MESSAGEFLOW | D=' * MF003’ '’ >
<SOURCE>P002</ SOURCE>
<TARGET>T003</ TARGET>

<MESSAGE>' ' Shakespear e poens’’ </ MESSACE>

</ MESSAGEFLOW
<MESSAGEFLOW | D="' * MFO04’ * >
<SOQURCE>T005</ SOURCE>
<TARGET>P002</ TARGET>
<MESSAGH >
</ MESSAGEFLOW
</ BPD>
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Listing 1.3. The BPeX linearization of the BPMN diagram.
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xm ns="http://ww. w3. org/ 2002/ 01/ P3Pv1" >
<POLI CY nane="Googl e_Exanpl e_Pol i cy"

di scuri ="http://ww. googl e. coml privacypolicy.htm"

xm ;1 ang="en">
<ENTI TY>
<EXTENSI ON>
<p3pll: dat a- gr oup>
<p3pl1l: dat at ype>
<p3pll: busi ness>

<p3pll: or gnanme>Googl e | nc. </ p3pll: or gnanme>

<p3pll: contact-info>
<p3pl1l: postal >

<p3pll: street>1600 Anph. Par kway</ p3pll:street>
<p3pll: city>Muntain Vi ew</ p3pll:city>

<p3pll: st at e>CA</ p3pll: st ate>

<p3pll: post al code>94043</ p3pll: post al code>

<p3pl1: count ry>USA</ p3pll: country>
</ p3pll: postal >
</ p3pll: contact-info>
</ p3pl1: busi ness>
</ p3pll: dat at ype>

</ p3pl1l: dat a- gr oup>
</ EXTENSI ON\>
<DATA- GROUP>

<DATA ref="...">for backward conpati bility</ DATA>

</ DATA- GROUP>
</ ENTI TY>
<ACCESS><noni dent / ></ ACCESS>
<STATEMENT>
<PURPCSE><adm n/ ><devel op/ ></ PURPCSE>
<RECI Pl ENT><our s/ ></ RECI Pl ENT>
<RETENTI ON><st at ed- pur pose/ ></ RETENTI ON>
<DATA- GROUP>
<DATA ref ="#dynam c. cl i ckstrean/>
<DATA ref ="#dynam c. http"/>
<DATA ref ="#dynani c. searchtext"/>
<DATA ref ="#dynami c. cooki es"/ >
</ DATA- GROUP>
</ STATEMENT>
<STATEMENT>
<NON- | DENTI FI ABLE/ >
<PURPCSE><pseudo- anal ysi s/ ></ PURPCSE>
<RECI Pl ENT><unr el at ed></ RECI Pl ENT>
<RETENTI ON><st at ed- pur pose/ ></ RETENTI ON>
<DATA- GROUP>
<DATA ref ="#dynani c. http"/>
<DATA ref ="#dynani c. searchtext"/>
</ DATA- GROUP>
</ STATEMENT>
</ POLI CY>
</ POLI Cl ES>
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Listing 1.4. The P3P form of the Google Privacy Policy.



Fig. 4. A comparison between P3P and BPeX Entity elements.
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ComonGr aphi cal Obj ects; CGO* := CGO \ (Sw ni anes,
Group, TextAnnotation); foreach (Pool P € BPD) do {
foreach (CGOEl enent € CGO") do {
if (CGCEl enent/ Cat egori es@ sP3PPur pose == ©)
then ‘“Error’’
el sei f (CGOEl enent/ Cat egori es ;(_ P3P: POLI CY/ | PURPOSES)
then ‘“Error’’
else “*OK"'; } }
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Listing 1.5. The PURPOSES enforcement algorithm.

foreach (Pool/Process PP € BPD | PP # @) do {
if (PP/ P3PExt ensi on/ ACCESS == &) then ‘‘Error’’;
el sei f ( PP/ P3PExt ensi on/ ACCESS # P3P: POLI CY/ ACCESS)
then ‘‘“Error’’
else “*OK'; }
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Listing 1.6. The ACCESS algorithm.

foreach (DATAOBJECT DO € BPD) do {
if (DO NAME/ P3PExtension == &) then ‘‘Error’’
el sei f (DO NAMVE/ P3PEXt ensi on
P3P: POLI CY/ STATEMENT/ DATA- GROUP)
then ‘‘“Error’’
else "*OK'; }
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Listing 1.7. The DATA-GROUP enforcement algorithm.

(MESSAGEFLOW MF € BPD) do {
if (M- Target @3PRecipient == @) then ‘‘Error’’
el seif (MM Tar get @3PReci pi ent
P3P: POLI CY/ STATEMENT/ RECI PI ENT) then ‘' ‘Error’’
else ""OK'; }
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Listing 1.8. The RECIPIENT enforcement algorithm.



