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Abstract. Stimulated by the rapid development in ICT, wireless communication
and sensor development, patient care is moving out of the institution and into
the personal realm. The move requires that eHealth systems should be tailored
to the user, including personalization and adaptation to user context. This pa-
per describes ongoing work to establish a standard for such personalization. The
standard builds on the user’s preferences and current situation, which together
define the current user profile. This profile can then be used by eHealth services
and devices to ensure a user experience tailored to each person and situation. The
work surveys relevant areas of personalization, like identity management, profile
management etc, addressing those aspects of personalization that are specific to
eHealth: user capabilities, care provider roles and functions, health related infor-
mation, and confidentiality measures.

1 Introduction

eHealth enables patient care to move out of the hospital and into the personal realm. The
transformation is facilitated by the rapid development in mobile, wireless technologies
and sensors, and it helps people to lead an independent life outside of institutions [1].

However, the move towards personalized health care means that people who are not
particularly trained in the use of ICT will deal with complex equipment, which may be
life critical, and which may contain confidential and vulnerable information. Equipment
and services for personal health care therefore must be highly adaptable, and it must be
possible for the user to personalize the equipment to accommodate his or her individual
mental and physical capabilities [2]. Furthermore, since the equipment will be used in
varied environments it should also adapt easily to the user’s current context.

Clearly, standardization is needed for these important user aspects of eHealth sys-
tems. Firstly, standardization will ensure that personalization is handled similarly and
predictably in different eHealth systems. Secondly, it will enable different systems to
exchange user preference data, thereby freeing the user from repetitive, tedious and
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error-prone input of preferences. Thirdly, standard@atvill reduce the possibility of
potentially dangerous misunderstandings. To achieveetheals, the Human Factors
and eHealth Technical Bodies of the European TelecommiioitsaStandards Institute
(ETSI) have created two specialist task forces, STF342 [8¢vspecifies an architec-
ture for personalization and user preferences in genardl STF352 [4] which stan-
dardizes the personalization of eHealth systems in pdaticlihe current paper reports
on the on-going work of the latter.

2 Methods

For the purpose of this work, users of eHealth equipment andces are classified in
two main groups: The eHealitlient whose health and well-being is monitored, and
the carer, the person or group of persons acting in the role of a heatttkev. The
current work deals with the eHealth client, and considers the client'spreferences
and dynamicontextare mapped to a particular ugaofile.

2.1 User Preferences

The User Perspective.The standard being developed will recommend a uniform way
of specifying preferences, both in terms of what can be §ipécihow they should be
specified, and what effect they should have on system bela@arrently, the pref-
erences that can be selected by the client of an eHealthreguipor service are not
standardized, and value ranges and effect upon systemibahave not consistent.
For example, preferences like “loud volume” or “large fosltiould always result in the
same and standardized user experience.

The Carer Perspective. The information about the eHealth client that is supplied to
carer must be adapted to the carer's competence and pmfakkvel. However, the
carer may not be educated in either health or ICT. He or shbeameighbour, relative,
social worker, house assistant or even (in case of emeryaneyndom passer-by. The
eHealth system therefore must have a way of classifyingahercand use this to map
the client’s profile data to terms that are readily undedtopthe carer.

As an example, the eHealth system may have recorded thati¢éiné is deutera-
nomalous. Most people will not understand this, so unlessiipally asked for the
medical term, the system should supply the common term dfjreen blindness in-
stead.

The Engineering View. When preferences are specified according to a common nomen-
clature, it will be possible for systems to exchange usefiepeace data without the in-
tervention of the client. Thus new installations of eHea&tjuipment can immediately

be adapted to the user, and the user is relieved of having thrgagh much of the
current tedious and sometimes difficult installation pchaes.
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2.2 User Context

An eHealth system can help the client to lead an independeninl his/her normal
environment. However, being free to roam about, the ckardhtext will be much more
variable than when the client is institutionalized. Since &ppropriate reaction in one
context can be ineffective or even detrimental in anothetexd, the eHealth system
should register and adapt to the client’s context when rsacgs

It would be futile to try and standardize the almost uncobhl@aumber of possible
different contexts. However, the standard aims to supplsaméwork for specifying
and classifying those context variables that may have @&ttefipon the client’s health
and well-being, and the possible consequence for eHeadtersybehaviour.

2.3 User Profile

The user’s detailed context will be highly variable and tomplex to be useful as di-
rect input to an eHealth system. We therefore introduce timeept of a “situation”,
which is defined by the state of a number of relevant contenalkes. For example, a
“Sleeping at Home” situation could be defined by the stateengers in the home that
detect that the client is in the bedroom and not moving [5V\&ll-being related situa-
tions such as “Normal”, “Stressed” and “In Need of Assist&raould be defined by the
state of sensors worn on the client’s body [7]. Each sitmatidl have a corresponding
user profile, which should be used by the eHealth system tptatdebehaviour corre-
spondingly. This would include calls to medical assistandbe case of emergency or
“Need of Assistance”.

3 Results

This paper reports on on-going work in the STF352. It buildsitarge knowledge base
on personalization, human factors, context and privaayeissapplying and adapting
results from these fields to the field of eHealth.

3.1 Personalization Issues

ETSI has described a concept and developed guidelinesrgl@users and their needs
to manage their profiles for personalization of services @edces [8]. For a single
product or service it may be difficult for a user to manage fihe information needed
in their profile. Primarily the users need to understand hosirtprofile affects their
eHealth services. They will need to view and update the eritetheir profile. In
addition they should be informed when other entities acttesis eHealth profile.

Concerning the information that an eHealth system has abasgr, personalization
is an issue both for the carer and the person being careddibr during the search for
information about a person’s illness or medical status, \&hdn this information is
applied for selection of treatment and medication. At thmesaime, the user should
be able to choose and personalize what information shakllaged to which carer and
under what circumstances.
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3.2 Privacy of eHealth Information

Maintaining the privacy of health information is of the hegt importance, so it should
only be made available to appropriate people dependingenitbumstance. This im-
plies the need to be able to authenticate the identity of sgqmeaccessing an eHealth
user profile, and to confirm that the role of the person is gmiate to the type of
information being accessed.

The rules for disclosing health related data may depend mgtan the data itself,
but on several context parameters, like the health comditice geographical location,
the person’s age, the dependency status, and of course stathe of the person/system
that requires access to the data. The standard will spadiyg for classifying and ac-
cessing such parameters.

3.3 Roles

In order to manage privacy, for each attribute in a user grdfiill be necessary to
state who has the right to view or modify the information. Bughts should be tied to
roles. Roles embrace those of health personnel, formalrdadial carers and telecare
agents. Some roles may be mutually exclusive, others magiglanentary, and one
person may have different roles in different situationst#@ndard for classification of
roles related to eHealth personalization is therefore @@eahd will be included in our
work.

Also needed is an internationally agreed upon system faifyiag the role of a par-
ticular person. For the appropriateness of roles to be eoadlrit will thus be necessary
to ensure that a person’s eHealth profile contains an aectgabrd of their eHealth
related role. The extensive ETSI work on a Universal Commrations Identifier (UCI)
[9] will be used as input (among others) to the current wdrkréby ensuring a reliable
way to authenticate the identity of a person accessing aaldHgrofile.

eHealth roles identified in our work comprise the followilgctor, carer, informal
carer, care mediator, emergency service, client and céidntinistrator. For each of
these roles, there will be different ways of characterizivguser, different views of the
eHealth system, and different access rules.

3.4 System Architecture

A general model for user profile management is being propbgatie ETSI project
team STF342. Our results will be used to extend this modeltim eHealth domain.
In the model, it is suggested that maintaining and updatieguser profile according
to preferences and context should be performed by a Profia#\d he architecture of
the Profile Agent including possible connections with exéisystems is depicted in
Figure 1.

Although profile data may distributed among several de\acekservices, to ensure
consistent behaviour the data should be managed from aedioggition. This is the
purpose of thérofile Storage Agentvhich will handle storage and retrieval of profile
data from multiple profile storage locations, each one isgpanly components that
apply to a particular device or service. Ideally, profileadsihiould always be available,
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Fig. 1. Proposed architecture of a user profile agent.

over all networks, from all supported devices and serviCessistency may be ensured
by synchronization of data and by employing transactionsgc

TheProfile Processing Agentill process the profile data and initiate achievement
of the behaviour encoded in profile rules. The Profile Prangs&gent is responsible
for ensuring that all the operations required by the profiles are carried out, and it
will need to initiate operations on a variety of devices aad/ges referred to in the
profile.

The Profile Processing Agent can be further subdivided imt&zaluation En-
gine which evaluates which preferences need to be updated videnvariables have
changed, and aBxecution Engineesponsible for distributing the updated preferences
to the relevant devices and services. For efficiency andt@fémess some of the func-
tionality of the Execution Engine may be distributed on thkevant devices and ser-
vices.

The Editing Agentimplements the user interface for viewing and editing pesfil
and theContext Handlewill provide information about the user’s context to the fiteo
Processing Agent. It is anticipated that much of the usetectiata will be provided
by functions implemented in the user’s mobile terminal apdérvices in the network.

3.5 Related Work on Personalization

Personalization of computer systems is an active reseaeich fith many on-going
research projects both within and outside of Europe. Sortteest projects relevant for
the current work are mentioned in the following, but theiisiar from exhaustive.

IST-SMS. (Simple Mobile Services) is a project which has developetiaplemented
a special SIM card able to store sensitive profile data, iteinfformation and digital
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certificates. The SIM offers also a digital signatures ssrwhich is useful during elec-
tronic transactions whenever the identity of the user (fiith@service provider) has to
be proved or data consistency has to be verified.

IST-SPICE. (Service Platform for Innovative Communication Enviromtyg11] re-
searches in and develops intelligent service platformtigwia for user profile and con-
text information management and anticipatory middlewarefionality in the domain
of context aware service platforms.

MAGNET. (My personal Adaptive Global NET) [12] has its emphasis aricentricity,
personalization and personal networking. The objectite isyprove the quality of life
for the end-user by introducing new technologies more axbjut the user. MAGNET
research focuses on environments to become smarter, mgpensve, and more ac-
commodating to the needs of the individual without jeopardj privacy and security.

4 Conclusions

Personalization will be critical to the uptake and succésew and advanced eHealth
services. Based on the ETSI standardization work in thia,ahe future ICT services
and devices may become part of a totally new era with ragiGlhanced eHealth
services.
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