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Abstract: Data replication techniques are widely used for improving availability in software applications. Replicated
systems have traditionally assumed the fail-stop model, which limits fault tolerance. For this reason, there
is a strong motivation to adopt the crash-recovery model, in which replicas can dynamically leave and join
the system. With the aim to point out some key issues that must be considered when dealing with replication
and recovery, we have implemented a replicated file server that satisfies the crash-recovery model, making
use of a Group Communication System. According to our experiments, the most interesting results are that
the type of replication and the number of replicas must be carefully determined, specially in update intensive
scenarios; and, the variable overhead imposed by the recovery protocol to the system. From the latter, it would
be convenient to adjust the desired trade-off between recovery time and system throughput in terms of the
service state size and the number of missed operations.

1 INTRODUCTION (GCS) (Chockler et al., 2001) greatly simplify the job
of ensuring data consistency in the presence of fail-
Data replication is a well-known technique used for Ures. A GCS features a membership service that mon-

improving performance and enhancing fault tolerance tors the set of alive members and notifies member-
in software applications. Two major classes of repli- Ship changes by means of a view change, along with
cation approaches are known in the literature, in terms & Communication service that allows group members
of who can propagate updatesictive replication 0 communicate among themselves.

(or state-machine) techniques (Schneider, 1993), in  The recovery of outdated replicas can be carried
which any replica can propagate a received updateout in many ways. The simplest one would consist of
request; angbassive replicatiorfor primary-backup)  atotal recoveryby transferring the entire service state
approaches (Budhiraja et al., 1993), where only the to the joining replica. This is mandatory for repli-
replica that acts as primary is in charge of receiving cas that join the system for the first time, but it may
and propagating all updates, whereas the others acilso be adequate if most of the data have been up-
as backups. Replicated systems have traditionally as-dated since the replica failed. However, total recov-
sumed thdail-stopmodel (Schneider, 1984). Its main ery can be highly inefficient if the size of the service
advantage resides in its simplicity, since replicas only state is big or there have not been many updates since
fail when they crash, remaining forever in this state. the joining replica went down. In such situations, it
Nevertheless, as replicas cannot connect to the sysimay be more convenient to perfornpartial recov-

tem during normal operation, only the crash of a mi- ery, transferring only the changes occurred during the
nority of replicas is tolerated. For this reason, there joining replica’s absence. Partial recovery is possible
is a strong motivation to consider tlseash-recovery  thanks tovirtual synchrony(Chockler et al., 2001);
model, in which replicas can dynamically leave and however, this property provided by the GCS expresses
join the system. Despite being a desirable feature, delivery guarantees that have nothing to do with pro-
this requires a recovery protocol, where joining repli- cessing. As a consequence, the real state at the join-
cas obtain the necessary changes to update their staleng replica may differ from the last state it is assumed
state. In this contexGroup Communication Systems it had before crashing, due to the fact that it may
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not have processed all delivered messages, causingrotocol, which handles the dynamic incorporation of
the amnesia phenomenon (Cristian, 1991; de Juan-replicas. Each one is equipped with a persistent log.
Marin, 2008). Thus, the joining replica will have to When a clienC; wants to execute an operation at
obtain two types of lost messagésrgotten messages the replicated system, it must build a requesy;,
that were delivered but not applied before failure, and uniquely identified by the pair formed by the client
missed messagdbat were delivered at the system identifieri and a local sequence numijehat is incre-
during the disconnection period. mented for each new reques&k. submitsreg; to one

In this paper we present a replicated system that of the replicas using an asynchronapsasi-reliable
takes advantage of the properties provided by GCSspoint-to-point channel (Schiper, 2006) and waits for
to support the crash-recovery model. As far as the the corresponding result; hence, it will not be able to
type of replicated service is concerned, special atten-send other requests in the meantime. In order to cope
tion has been paid to databases (Bernstein et al., 1987with crashes of replicaseq; is periodically retrans-
Kemme et al., 2001). With the aim to study problems mitted to other replicas.
that may arise when the operation is not performed in- Clients Replicas
side the boundaries of a transaction, we have focused —
on non-transactional services. In particular, we have \ [Replication Serviee](—) P —I
implemented a replicated file server allowing clients . rpciumsi || Recovery Service
to remotely execute basic operations over a structure ’ . '
of directories and files. Moreover, the file server man-
ages a lock system to block files and temporarily pre- ’ R,

FS,
vent other clients from accessing them. We compare 4—1mcmnne —|[Replication Service II
the performance of passive and active replication for

Ry

the file server, depending on the workload and rate of GCS
reads and writes. This paper also assesses the over- _
head introduced by the recovery process, analyzing Figure 1: System model.

total and partial recovery in a variety of reconfigura-

tion scenarios. We intend to determine the circum-

stances in which partial recovery performs better than

total recovery, and discuss the advantages of a combi—3 REPLICATION

nation of both approaches. e .
The rest of the paper is organized as follows. Sec- OUr replication protocols are based on the specifica-

tion 2 depicts the system model. Section 3 details the 1ONS given in (Bartoli, 1999), which provides the im-

replication protocols we have used, whereas Section 4Plementation outline for a passive replication proto-

includes our recovery alternatives. Section 5 presentsC®h @ong with the required modifications to trans-

the evaluation of our solutions for replication and re- fOrM itinto an active replication protocol.

covery. Finally, conclusions end the paper. The algprithm f0( passive repli_cation for a rc_apliqa
R supporting the fail-stop model is presented in Fig-

ure 2. Ry handles a local counter for update opera-

tions updateCn}, as well as a list of pair§, result)
2 SYSTEM MODEL denotedlastU pd containing the result of the last

update operation executed on behalf of each client
The implemented application consists of a replicated C;. During initialization,Ry, applies the deterministic
system supporting the crash-recovery model, which function electPrimary() which ensures that all alive
provides high availability for a file server. The system replicas agree on the same primary.
is partially synchronous, i.e. time bounds on message  WhenRy, receives a read request, it directly exe-
latency and processing speed exist, but they are un-cutes it and sends the result back to the client (lines
known (Dwork et al., 1988). 7-9). On the contrary, if the request contains an up-

The system model is shown in Figure 1. Replicas date, backups forward it to the primary, whereas the

communicate among themselves using a GCS, whichprimary sends atJniform Multicastmessage (with
guarantees the properties of virtual synchrony. As for FIFO order) by means of the GCS, containing the up-
the group composition, we shall considep@mary date request (lines 11-12). Uniform Multicast (Bar-
partition service (Chockler et al., 2001). Each replica toli, 1999) enables each replica that applies an update
manages an instance of the replicated service (in thisto conclude that every other replica in the current view
case, a file server). Replicas also run a replication will eventually apply that update or crash, thus avoid-
protocol to ensure data consistency and a recoverying false updates. It is worth noting that read requests
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1. Initialization: 4 RECOV ERY
2. p:=electPrimary(y/Primary ID
j: ,ua'::s r“,;';"@’ff‘g_“,';fj,g"[uf,’ﬁj tes Supporting the crash-recovery model does not only
5, require discarding replicas that left the system as in
6. a. Upon receiving (Requegeq;)) from PTPChannel the fail-stop model, but it also entails dealing with
7. * if (type(eg;) = read) then replica (re)connections. In the latter, upon a view
8. o resuli; := executeeg;) change event, a recovery process must be performed
ib. . ;;‘j?fv(rise“:")g‘;in to transfer the necessary information to the joining
n o if (p = Ry) then UFmulticast(Updatereg; ) replicaR;, which WI" apply it to become up-to-date.
12, o elsesend(Requesteq;)) to p In our modelz during the recovery process all updated
13. b. Upon receiving (Updatgeg;)) from the GCS repllcas continue processing incoming client requests.
14. « if (sendeU pdatgreq;)) = p) then The first step of the recovery process is to obtain
12- ° irfe(sli"ik;;':;Upd(') the list of updated replicas and choose a recoverer
17 « resulf = execute(reg) among them. This can be done elth(_ar by exchangmg
18, « updCntt + dedicated messages, as presented in (Bartoli, 1999),
10. o lastUpd(i):= result; or by using the information about views (Kemme
20. « if (local(req;)) then sendfesult;) to C etal., 2001). Our model considers the latter option, as
21. o elseif (j =k) then it does not require to collect multicast messages from
22. ¢ if (local(req;)) then sendesuli) to G; all view members to know which replicas are updated.
22' ¢ *U‘;‘fz Lelzz‘s:?n:;‘g(v)fmm the GCS In our case, replicas keep a list of updated replicas
‘ ' during normal operation: when a view change report-

Figure 2: Passive replication protocol at repliga.R ing on the leaving of a replica is delivered, that replica
is deleted from the list of updated replicas; wHgn

are executed as soon as they are received for the sak&nishes its recovery, it multicasts a message to in-

of efficiency; thus, it is not ensured that a query will form on its successful recovery to all alive replicas,
always reflect the latest system state. which will include it in the list. Upon starting the

Upon receiving an update requestj; from the recovery process; is delivered the list of updated
GCS, itis necessary to check that it was sent from the 'ePlicas, chooses one of them to act as recov@rer
current primary (line 14), since the multicast primi- and sends a recovery requestRo Upon receiving
tive only guarantees FIFO order, so if there has beenthat request obtains the recovery information and
a change of primary, updates sent by the previous andS€nds it toR;, not via the GCS but using a dedicated
the current primary may arrive to replicas in different guasi-reliable point-to-point channel. If a timeout ex-
order. ThenRy checks whethereg;; is duplicated, pires andR; has not received the recovery informa-
by looking up atastU pdthe last operation executed tion, it will choose another updatled repllga as recov-
on behalf of clientG (line 15). If reg; is not du- erer. The transferred recovery information depends
plicated, therRy executes it, incrementspdateCny on the type of recovery. In the foI_Iowmg we detail the
and if it is the one who received the request frgm  yPes of recovery we have used in our system.

it sends the result (lines 16-20). In case the dupli- ~ Total Recovery: R must send the service state (in
cate is the last request & and Ry, is the replica our case, the whole structure of files and directories in
who received that request then it respond€itobe- the file server, along with the information regarding

causeC; might not have received the result (lines 21- currentlocks), as well as the contenta$tU pd
23). Finally, upon receiving a view change, function Partial Recovery: In this case each replica must
electPrimary()is invoked, so as to choose a primary keep a persistent log to record information about ap-
among surviving replicas (lines 23-24). plied updates. In our model we have not considered
Transforming this protocol into an active one is persistent delivery, as not all GCSs support it and
pretty straightforward: all replicas act as if they were its implementation is complex. If there is no persis-
primary. Any replica that receives a request contain- tent delivery, replicas must store recovery information
ing an update multicasts it, usitdniform Total Order during normal processing, that is, after processing
(Bartoli, 1999) to guarantee that all replicas receive an update operation the replica persistently stores the
the same sequence of messages. corresponding information, even if the current view is
the initial view. This requires to introduce a new vari-
able in the replication algorithm (Figure 2) denoting
a persistent logl{OG), and include a new action after
line 18 of Figure 2, in whicupdCntreg;j, result;)
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is stored in the log. We assume that update opera- Figure 3(a) shows the system performance ob-
tions are idempotent, so as to avoid inconsistenciestained with 4 replicas while incrementing the num-
during the recovery process. Before sending the re- ber of clients, each one sending 10 requests per sec-
covery requestR; restores its volatile state using the ond. There is a proportional increase of the system
information from its local log. Then it sends a recov- throughput as the number of clients grows, until a sat-
ery request tdz;, containing the sequence number of uration point is reached. As expected, system per-
the last applied updat& responds with the informa-  formance is inversely proportional to the operation
tion related to updates with a higher sequence numbersize (due to the execution cost itself and network la-
than the one of the last update appliedRatthus in- tency), and to the update rate (as read requests are lo-
cluding all forgotten and missed updates. cally processed, whereas updates must be propagated
and sequentially applied at all replicas). In addition,
active and passive replication have almost the same
throughput levels when there is a low rate of updates,
5 EVALUATION as reads are handled in the same way. In contrast, pas-
sive replication is more costly if there is a high rate
Our testing configuration consists of eight computers of updates, since the primary acts as a bottleneck. We
connected in a 100 Mbps switched LAN, where each shall remark that, as the constraint of uniform delivery
machine has an Intel Core 2 Duo processor runningis responsible for the most part of multicast latency,
at 2.13 GHz, 2 GB of RAM and a 250 GB hard disk the cost of update multicasts is the same in passive
running Linux (version 2.6.22.13-0.3-bigsmp). The replication, where only FIFO order is needed, and ac-
file server initially includes 200 binary files of 10 MB  tive replication, which requires total order. In fact,
each. The persistent log for partial recovery is imple- Spread uses the same level of service for providing
mented with a local Postgresgl 8.3.5 database. EachUniform Multicast, regardless of the ordering guaran-
machine runs a Java Virtual Machine 1.6.0 execut- tees (Stanton, 2009).
ing the application code. Spread 4.0.0 has been used Figure 3(b) results from executing the same ex-
as GCS, whereas point-to-point communication has periments as in Figure 3(a), but in this case with 8
been implemented via TCP channels. In our experi- replicas in the system. From the comparison between
ments we compare the performance of the implemen-hboth figures we can conclude that an increase in the
tations of passive and active replication to find the in- number of replicas improves performance when there
fluence of a number of parameters on the saturationis a low rate of updates, since read requests are han-
point of the system. On the other hand, we assess thedled locally and therefore having more replicas allows
cost of the recovery process and compare total andto execute more read requests. On the contrary, when
partial recovery, considering the recovery time, the there is a high rate of updates, performance does not
impact of recovery on the system’s throughput and the improve, and it even becomes worse if the operation
distribution in time of the main steps of the recovery size is small, as the cost of Uniform Multicast incre-

process. ments with the number of replicas. However, if the
operation size is big, the cost of Uniform Multicast is
5.1 Replication Experiments masked by the execution costs.

We have evaluated the behavior of our replication pro- 5.2 Recovery Experiments

tocols for the file server in a failure free environment,

depending on the following parameters: number of In the following we present how the recovery experi-
replicas (from 2 to 8), replication strategy (active and ments were run. The system is started with 4 replicas,
passive), percentage of updates (20%, 50% and 80%)and then one of them is forced to crash. The crashed
number of clients (1, 5, 10, 20, 30, 40, 50, 60, 80, replica is kept offline until the desired outdatedness is
100, 125 and 150), number of operations per secondreached. At that moment, the crashed replica starts
submitted by each client (1, 2, 4, 10 and 20) and oper- the recovery protocol. Figure 4 depicts the recovery
ation size (10, 25, 50 and 100 KB). A dedicated ma- time depending on the recovery type. In this case, no
chine connected to the same network executes clientclient requests are being issued during recovery. To-
instances. Each client chooses randomly one of thetal recovery has been tested with differentinitial sizes;
replicas and connects to it in order to send requeststherefore, the recovery process must transfer the ini-
(read or write operations over a randomly selected tial data in addition to the outdated data. The results
file) at a given rate during the experiment. Each ex- show that, in total recovery, the recovery time is pro-
periment lasts for 5 minutes. portional to the total amount of data to be transferred.
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ACTIVE REPLICATION PASSIVE REPLICATION
—m— updRate=20%, opSize=10KB —— updRate=20%, opSize=50KB — @ - updRate=20%, opSize=10KB — 3¢ - updRate=20%, opSize=50KB
—4— updRate=80%, opSize=10KB updRate=80%, opSize=50KB — A - updRate=80%, opSize=10KB —¢- - updRate=80%, opSize=50KB

(a) With 4 replicas. (b) With 8 replicas.
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Figure 3: System throughput. Each client submits 10 requestsecond.

On the other hand, in partial recovery the initial size sending 10 requests per second each, with different
has no effect on the recovery time, since only the out- operation sizes and update rates. In general, we can
dated data have to be transferred. In this case, operaconclude that the recovery time is proportionally af-
tion size has a relevantimpact on the recovery time: if fected by the workload, as the recoverer has to pro-
the operation size is small, a greater number of oper- cess requests while retrieving the recovery informa-
ations have to be applied, which takes more time than tion, and the network is also being used by the repli-
applying less operations of bigger size. We can infer cation protocol. Furthermore, when there is a high
that, when the total size of the service state is small, update rate, the recovery process takes longer because
total recovery is more efficient, especially if the re- the recovering replica must apply updates that were
covering replica has missed a lot of operations. On delivered during the previous steps of the recovery
the contrary, if the service state is big in relation with process, so as to catch up with the rest of the sys-
the outdated data, partial recovery is more convenient.tem. In the same way, the recovery process has an
We have performed the same recovery experi- impact on the system’s overall performance. In gen-
ments as in Figure 4, but with clients sending requestseral, the average response time for client requests is
at different rates during recovery, so as to evaluate incremented in a 60% during the recovery process.
the impact of attending client requests on the recov-  Finally, we have measured the relative time to ex-
ery process. Table 1 shows the recovery time for an ecute the four main steps of the recovery process:
outdatedness of 100, 250 and 500 MB with total and reading the recovery information at the recoverer and
partial recovery. During recovery, there are 10 clients sending it to the recovering replicee@d), obtaining
the information from the networkéceive, applying

140,

e oTAL M 250MD § § e the information &pply) and processing updates re-
20|~ UPeSTOTAL iniSizeSOOMB | . L ceived at the recovering replica during the previous
- — type= , OpSize= : ' "

— % — type=PARTIAL, opSize=25KB
type=PARTIAL, opSize=50KB

steps €atch up. Figure 5 shows the percentage dis-
tribution in recovery time for each of the aforemen-
tioned steps. The interesting information conveyed
by this figure is that, in total recovery, the recovering

%
S

=N
S

Recovery time (sec)

Table 1: Recovery time (in seconds). There are 10 clients
during recovery, each sending 10 requests per second.

s
S

20 : : ‘ : : Upd.| Op. Total recovery Partial recovery
53‘// ; ; ; ; ; ; Rate| Size [ 100MB[250MB[500MB|100MB]250MB|500MB
| i i i i i i 20%|10KB| 9 29 51 21 50 | 101
100 200 300 400 500 600 700
Outdatedness (MB) 80%| 10KB 10 30 53 25 70 129

20%|50KB| 9 31 52 11 28 57

Figure 4: Recovery results (no clients during recovery). 30%|50KB| 12 24 58 7 2 -1
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replica spends most of the recovery process waiting Finally, we shall point out that in our model request
for the recovery information, because the recoverer processing continues at updated replicas during re-
sends entire files (of 10 MB each) that need a con- covery, which might be a problem in scenarios with
siderable amount of time to be transmitted through high workload, as recovering replicas may not be fast
the network, whereas writing each file on its local file enough to catch up with the rest of the system. It
server is a very fast task. In contrast, in partial re- would be interesting to implement a solution to avoid
covery the major bottleneck is ttapplytask, as the  this drawback without incurring unavailability peri-
recovery information consists in small parts of files, ods, such as the one proposedin (Kemme etal., 2001),
that are transmitted faster than the time needed by thethat divides the recovery process into rounds.
recovering replica to write each piece of file.

read receive appl catch uj
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