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Abstract: This paper presents a new monitoring tool calledi8MmA that helps to visualize different types of alerts from
well-known security sensors. The architecture of the proposed tool is distributed and enables centralizing the
collected information into a lightweight visualizer. The front-end proposes many display modes in order to
give the ability to clearly see malicious activities and to be able to visually monitor information collected at
system, network and user level in the hosts. The paper concludes with development perspectives about an
auto-configurable plugin for visual correlation of attacks.

1 INTRODUCTION The aim of this paper is to propose an approach
for the visualization and the visual detection of both
Modern computer systems are getting more and morenetwork and operating system sensors logs, especially
targeted by attackers trying to gather data or take con-in the field of real-time attack detection, analysis and
trol of remote hosts. Network and system administra- tracking. S'NEMA conforms to the main required
tors need tools able to alarm them of intrusions and characteristics to allow an efficient visualization of in-
attack attempts, providing aggregated views of col- formation and the visual correlation of log data (cf.
lected data. Such complex tools, combining multi- the visual information-seeking mantra (Shneiderman,
ple security tools and intrusion detection systems are 2002)).
called SIEM (Security Information and Event Man- The next section describes the existing related
agement). tools and gives the key elements that motivated the
Administrators of modern and large companies of- creation of ¥NEMA. Section 3 presents the architec-
ten use such software suites and architectures. Theyture and basic functionalities ofYSEEMA. Section 4
need ways to analyze such data and suspected attackgjives an overview of the expected perspectives for the
They need to confront results and analysis from mul- correlation algorithms that enable to visualize the dif-
tiple and heterogeneous sources, sometimes rejectinderent steps of an attack.
automatically generated rough alarms and even corre-
lated ones.
This paper presents a new open source tool, called
SYNEMApl (%Ysl?tem and NEtworE security tool Mon- 2 STATE OF THE ART
itoring Application), that stands for visually monitor
and analyze network and system activity on a set of |n (Marty, 2008), the author largely explains how to
hosts. deal with information security visualization, but the
There are multiple arguments for the visualization attention is focused on network information. Even
of system events. Of course, in the field of Host In- when talking about system events, it is focused on ex-
trusion Detection and Analysis, it is obvious that such p|0|t|ng them to gain IP addresses of the attackers. In
an approach can help to react on local hosts. Nowa-(Kolano, 2007; McPherson et al., 2004), the authors
days, in many cases, attacks can pass through networlgrovide approaches and research prototypes in order
protection systems, sometimes even without being de-to deal with large amounts of network data but do not

tected (e.g. using encrypted network packets). give any consideration to system logs and data. In

(Shabtai et al., 2006; Ball et al., 2004), the authors

Lhttps:/ftraclifo.univ-orleans.fr/'SYNEMA go a step further into network data analysis regarding
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their temporal relationships or using live incoming T s D
data. Nevertheless, they do not offer a real replay ca- (visualizer \
pability in order to confirm or infirm hypotheses of at- dashboard) \
tacks which is also an important feature implemented | o PRICS|generation seinve |

Visualizer Visualizer

in SYNEMA. Many papers deal with very specific but ot

deeply studied ways of visualizing network logs and Visualizer
data, such as (Ma, 2006; Ball et al., 2004). In (Tamas- ,/ — — — —|— — — —
sia et al., 2009), the author surveys more than twenty

papers about security visualization and most of them
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are focused on network aspects. Only few are related " Process alerts logs ;
to operating systems: they deal with RBAC security —Y v Y attacks
.. . : . . Snort Osiris SElinux
policies visualization but do not provide any ways to | sensor Sensor sensor |
track RBAC violation attempts, for example. Few ap-
proaches deal with system events, such as (Franciallll, Figure 1: Main application architecture.
2008) that only provides standalone gadgets or wid-
gets, and neither any centralizing or correlation ap-
proach. 3 ARCHITECTURE
2.1 Network SIEM SYNEMA offers a distributed architecture and tries to

be adaptable to new sensors, as shown in Figure 1. It
In parallel to research approaches, that often focus onis made of a main application, the visualizer, and two
visualizing very specific aspects, one can find global sets of plugins: visualizer plugins and reporter plug-
monitoring platforms, i.e. SIEM either being open ins, that are related to network and system sensors.
source, such as OSSIM, Prelude, iVIEW, Snare or  SynNEMA actually integrates a large panel of well
closed source (e.g. NEXThink, Exaprotect, AreSight known security sensors. Two families of sensors are
SIEM, TriGeo SIEM). Most of them (excepted Pre-  considered. There are network sensors (e.g. Snort,
lude, iVIEW and NEXThink) are only dealing with  ModSecurity, POf) and system sensors (e.g. SElinux,
network security management, using NIDS and net- Osiris, Syslog, Bash History).
work monitors. Moreover, they already provide real-
time monitoring, allowing administrators to instantly 3.1 Reporter Plugins
react. Some of them, such as TriGeo Network Secu-
rity SIEM, and the next version of Prelude also pro- The reporter plugins are distant programs that mon-
vide automated network defense. But most of them jtor the sensors installed on a host. In order to be
provide very limitative predefined network analysis. aple to deal with new logs as they are being written
NEXThink for example onIy allows to track success- by the sensor, reporter p|ugins need to be run as dae-
ful or failed connections, traffic and bitrate for hosts. mons. These plugins are used to determine which in-
formation has to be collected to generate the reports.
2.2 System SIEM First, they parse the sensor’s logs, selecting the re-
quired fields. Then, they produce uniform logs so that
However, some tools do provide features for monitor- graphics can be drawn by the visualizer plugins, us-
ing the security of operating systems. For instance, ing these reports. Once text reports are created by the
OSSIM has plugins for Host IDS, (e.g. Osiris HIDS, daemons, they are sent to the visualizer plugins.
OSSEC/Syslog), but they represent a very tiny part
of its 2,395 available plugins, the remaining dealing 3.2 Visualizer Plugins
with network data. Besides, developing a new plu-
gin is not that easy. iIVIEW provides some host and The visualizer plugins are integrated in the main ap-
system information, but focuses more on resource us-plication, the visualizer (or dashboard), to graphically
age than on events that occur, commands or historicalgisplay the different reports collected from the differ-
ordering of system sessions content. NEXThink sim- ent monitored hosts. Graphics are generated using
ply provides alist of (new) binaries names running on pioticus, and displayed using the Cairo API. GTK+
hosts. is used to display the main interface, and the wid-
gets containing the plots. YSBIEMA is thus a multi-
platform tool.
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Figure 2: Overview of the main application.

The dashboard allows the user to get a general view3.2.2 System Visualizers
of the alerts for all hosts or for a particular one. In
most cases, the computed graphs may be viewed asSElinux reports allow producing graphs that show the
bars, stacks, lines or even pies, according to what thedistribution of alerts by type (AVC, SYSCALL ...)),
plugin provides. Fig. 2 gives an overview of the dash- user, tclass, tcontext and scontext (policy elements).
board. This section describes the main visual results A comparison curve for the audited host allows de-
that have been implemented for each type of sensor.termining which host is the most attacked and when
Each visualizer conforms to the visual information- (cf. Fig. 2(c)). Moreover, a text mode view where
seeking mantra described above. the user can scroll down and look for logs in a given
period of time is available.

The Osiris visualizer is able to draw graphs of
modules sensitivity and their types (Kernel, ports,
Snort reports are used to generate a world map and aysers, groups), as shown in Fig(@. In addition,

map per continent. These maps show the geographicor each modification of the file system, it measures
localization of attackers based on their IP address. Forthe |ocation’s criticality (bin, sbin, var, lib), and of

3.2.1 Network Visualizers

example, Fig. Zb) displays the localization of attacks
sources on a machine and Figa) shows the seman-
tic repartition of those attacks on the same machine.

the kind of change (modification of the file, deletion,
addition).
The Bash history visualizer can draw detailed

The POf plugin is able to compute data into graphs graphs on almost any set of commands. These com-
according to the type of link (Ethernet, modem...) and mands are grouped into families (e.g. file manipula-

the kernel’s version of the distant host (cf. Figfp. tion (cp, scp, touch, rm etc...), file edition (vi, emacs,
The analysis based on syslog logs allows to filter tr..) file download) (wget, scp...).

the events linked to SSH. The visualizer can show the Finally, the ModSecurity’s plugin can compute a

number of successful and failed login attempts and pie graph of attack types, cf. Fig.(8).

also computes the curve that displays the number of

connected users per hour. A more complete graph

represents the distribution of successful and failed

connections per hour, 4 TOWARDSCORRELATION
As SYNEMA collects heterogeneous data from differ-
ent sensors, YNEMA becomes a good candidate to
implement correlation algorithms. These algorithms
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Figure 3: Correlated sequences of activities.

should be efficient in order to keep a lightweight soft-
ware. Thus, we implemented mechanisms that allow

to aggregate the captured events and to help to visual-

ize the possible correlations.
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