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Abstract: The HIGHT algorithm is a 64-bit block cipher with 128-bit key length, at CHES'06 as a lightweight crypto-
graphic algorithm. In this paper, a new related-key impossible differential attack on the full-round algorithm
is introduced. Our cryptanalysis requires time complexity 5276 HIGHT evaluations which is slightly
faster than exhaustive search attack. This is the first related-key impossible differential cryptanalysis on the
full-round HIGHT block cipher.

1 INTRODUCTION target 22-round HIGHT. Impossible differential and
related-key impossible differential attacks (Biham

Nowadays using Cryptographic primitives engaging et al.,. 2005; Biham et al., 1999) on the HIGHT are
lightweight technology is in the point of interest for covering more rounds (Hong and et al., 2006; Lu,
the sake of efficiency. The most important applica- 2007; Ozen et al., 2009). Till now with the best
tions lie in smart cards, sensors and, RFIDs where theknowledge of the authors, the only attacks which tar-
processing and memory resources are limited. By us-9€t the full-round HIGHT are related-key rectangle
ing lightweight technology, it is tried to remove the attack (Hong etal., 2011) and biclique cryptanalysis
problems which are arising from conditions imposed (Hong et al., 2012). Although their time complexity
on the available resources by using low-cost complex- (Hong et al., 2011) is almost the the same as com-
ity operations. On the other hand, when computa- Plexity of our attack, our attack is the first related-
tional efficiency is increased security issues should be kéy impossible differential attack on the full round
taken into account. So, considering a concrete secu-HIGHT so far. In this paper, we propose a related-
rity analysis is important in the design process of a key impossible differential cryptanalysis on the full-
lightweight cryptographic primitive to avoid endan- round HIGHT with the complexity less than exhaus-
gering the desired security level. tive search attack. A comparison .betwe.en the re-

The Block cipher HIGHT (high security and light ~Sult of our proposed attack and previously introduced
weight) with 64-block length and 128-key length has related-key impossible differential attacks is provided
been proposed by Hong al. for low-cost, low-  inTable 1. .
power, and, ultra-light implementation (Hong and e mount our attack on the full-round algorithm
et al., 2006). It is an iterative 32-round block cipher PY using a 24-round impossible differential character-
in the shape of generalized Feistel network which is IStic. The main advantage of our approach in compar-
used as a standard block cipher in South Korea. Sev-ISOn with attacks proposed in (Lu, 2007) and (Ozen
eral attacks on the HIGHT have shown some potential &t al., 2009) is to use different differential characteris-
weaknesses of the reduced-round algorithm. The se-tics which enables us to attack on the algorithm with
curity strength of the algorithm against linear attack ©N€ more round. The rest of this paper is organized
(Matsui, 1994) and differential cryptanalysis (Biham &S follows. In Section 2, the block cipher HIGHT is
and Shamir, 1991) has been considered by its design-described. Extracting a new 24-round impossible dif-
ers (Hong and et al., 2006). In (Ozen et al., 2009) ferential characteristic will be given in Section 3. In
the saturation attack (Lucks, 2002) on 16-round al- S€ction 4, the full-round attack scenario and the com-
gorithm using 12-round characteristic was presented Plexity discussion will be given which concludes the
which has been improved in (Zhang et al., 2009) to Paper.
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Table 1: Summarized results of previous well-known attagid our proposed attack.

Number Key Attack Data Time
of rounds | size (bit) complexity | complexity
28 128 related-key 280 212554
impossible differential [8]
31 128 related-key 264 pler2s
impossible differential [11]
full round 128 related-key 264 212728
impossible differential
(this paper)

2 SPECIFICATION OF
ALGORITHM

2.1 Notations

round function and, final transformation. The expla-
nation of decryption process is left out because of its
similarity to encryption process.

2.2.1 Key Schedule

The following notations and operations are used to de- The key schedule of the HIGHT consists of two

scribe the algorithm and its cryptanalysis.

@®: XOR
/: addition mod &
< i i—bitleft rotation
M;: i byte of master key
M/: jth bit of it" byte of master key
Xi: variable of round
Xij: thejt"byte ofX
Ki: theit"subkey
W: theit"byte of whitening key
AM;: differential in bytei of master key
&k indicating nonzero differential in
bit positionsi, j andk of a byte and
zero differential for the rest
e~:. zero differential in bit positions 0
till i — 1 and nonzero differential in
bit positioni and unknown differen-
tial for the rest
z.. zero differential in bit positions 0

till i —1 and unknown differential
for the rest
?: an arbitrary bit or byte value

2.2 TheDescription of HIGHT

Hight is a 32-round block cipher with 64-bit block

(F1(Xi0))
size and 128-bit master key which uses an unbalanced ; , , —x; 3@ (Fo(Xi.2)) BKais1
(F1(Xi.4))

Feistel network as its building blocks (Hong and
et al., 2006). An Initial Transformation (IT) together
with input whitening keys and a Final Transformation
(FT) together with output whitening keys are applied

to plaintext and output of the last round respectively.

The encryption process of the HIGHT consists of fol-
lowing steps in turn: key schedule, initial transform,

538

subroutines for generating 8 whitening key bytes
Wp, ...,\Wr, and 128 subkey bytdsy, ...,Ki27. It uses

the bytes of master key based on the Table 2. The
detail of the key schedule of the HIGHT is found in
(Hong and et al., 2006).

2.2.2 Initial Transfor mation

In initial transformation four whitening keys
Wp, ..., W5 are used to map a plainteRtto the input
of the first round function.

Initial Transformation(P, X, W5, Wo, W1, Wp)
{
Xo,0 < PoEWg; Xo,1 < P1; X2 <= P2 W ; Xg 3 +— Ps3;
Xo4 < P4EW,; Xg 5 < P5; X 6 < PsBW5; Xo7 < P7
}

2.2.3 Round Function

One round of the HIGHT is shown in Figure 1.
The equations of the round function are as follow.

Round Function(Xi, X1, Kai 13, Kai+2, Kai+1,Kai)
{
Xig1,1 < X 0: Xi41,3 < X 2: X415 < X4 X117 < Ko
Xi+1,0 =X 79 (Fo(Xi6)) BKait3
Xir12=X10(F1 B K42
Xit16=X50 (F1 B Ky
}

Round function of the HIGHT uses two building
block functiond andF;:
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Table 2: Relationships between master key and subkeys.

Master key | Whitening key Subkeys
M1s W5 Kis | Koa | Kar | Ksg | Kys | Koo | Kigg | Kize
M14 W Kig | Ka1 | Kao | Ks7 | Kya | Koi | Kiog | Kios
M3 Wy Kis | Kao | Ka7 | Ksg | Krz | Koo | Kio7 | Kizg
M1, Wo Kiz | Koo | Kag | Koz | Krz | Kgo | Kios | Kizz
M1y - Ki1 | Kog | Kas | Kez | Krg | Kgg | Kios | Kizz
Mio - Kio | Ko7 | Kag | Ker | Krg | Kos | Kios | Kizg
Mg - Ko | Ko | Kaz | Koo | K77 | Kag | Ki11 | Kizo
Mg - Ke | Kos | Ka2 | Ksg | K7 | Koz | Kio | Kio7
Mz - K7 | Kig | Kz | Kso | Ko7 | Kgsq | Kio1 | Kuis
Me - Ke | Koz | Ksp | Kag | Ko | Kez | Kioo | Ku?
Ms - Ks | Koo | Ko | Kag | Kos | Kgo | Koo | Kiss
My - Ks | Kar | Ksg | Kss | Keg | Kg1 | Kog | Kiss
M3 Wy Ks | Koo | Ka7 | Ksg | K71 | Kgo | Ko7 | Kiig
M; We Ko | Kig | Kss | Ksz | K7o | Kgz | Kos | Kuis
M, Wg Ki | Kig | Kss | Ksp | Koo | Kgs | Kioz | Kiz
Mo W Ko | Ki7 | Kag | Ks1 | Keg | Kgs | Kioz2 | Ko

Figure 1: One encryption round of the HIGHT.

Fo(X) =x << 1o XK 206X K 7,
Fi(X) =x << 3o X< 40X K 6.

2.2.4 Final Transformation

The final transformation applies four whitening key

bytesWiy, Ws, W5, W, and mixing operation on output

of the last round to produce

Final Transformation(Xaz, C, Wy, Wi, Ws, Wj)

{

ciphertext.

Co + X321 HWj; Cy +— X322;
Co < X322 D Wk, C3 < X324,
C4 < X325 HWE; Cs < X326,
Cs < X327 ®W7;,C7 + X320

}

3 CONDITIONAL ATTACK ON

THE FULL-ROUND HIGHT

In this section, an improved related-key impossible

differential attack on full-round algorithm is intro- are :
duced. The attack is mounted on a specific 24-round ferentialis occurred at the $%ound of the algorithm.

differential characteristic used for filtering the wrong
subkeys. The details of the mentioned differential
characteristic is depicted in Tables 3 to 6.

3.1 24-round Characteristic

The 24-round characteristic is derived by imposing a
condition on 3 key bits oM4: MJ = M7 = M§ = 0.
Imposing this condition causes that the differentials
in byte positions 1 and 7 in round 29 of Table 5 re-
sults byte differential at position 6 in round 28 in the
same table with probability one (using inverse char-
acteristic). Introducing this condition with the proba-
bility of 22 has no impact on the 24-round key dif-
ferential characteristic which means that the 23-round
impossible differential path in (Ozen et al., 2009)
is increased by one round. In this case 125 key bits
must be recovered and the corresponding related-key
impossible differential characteristic under key differ-
ential (0M15,0M14, ..., 0Mg = 80y, ...0Mp) is covering
rounds 6-29 of the HIGHT:

(07 07 07 07 80)(7 07 07 0) - (80)(7 07 07 07 07 07 07 el,2,7~)

Forward and backward differential characteristic
paths are shown in Tables 4 and 5 and impossible dif-
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Table 3: Forward path of plaintexts satisfying the condisiof impossible differential characteristic.

Forward filter Bs B, B: Bg Subkeys
7 6 5 | 4 3 2 1 0
IT ? | e || 80| 0 ? ? ? ? W | W | W | W
0 ? | e || 8|0 ? ? ? ? Ks | Ko | Ki | Ko
1 ? | e || 80| 0 ? ? ? ? K7 | Ke | Ks | Kg
2 80 0 o|o ? ? ? | zze || Kir | Ko | Ko | Kg
3 0 0 0o |o0 ? ? z | 80 || Kis | Kig | Kiz | Kio
4 0 0 o|o0 ? | err || 80 0 Kio | Kig | K17 | Kig
5 0 0 0 | 0] en | 80 0 0 Koz | Koo | Ko | Koo
Table 4: Forward path of impossible differential charaistéar.
Forward impossible dif- Bs B, B: Bg Subkeys
ferential characteristic
7 6 5 4 3 2 1 0
6 0 0 0 0 80 0 0 0 Ko7 | Kos | Kos | Kog
7 0 0 0 0 0 0 0 0 Ks1 | Kao | Kag | Kog
8 0 0 0 0 0 0 0 0 Kss | Kag | Kaz | Kz
9 0 0 0 0 0 0 0 0 Ksg | Kag | Ka7 | Ksg
10 0 0 0 0 0 0 0 0 Kaz | Kaz | Kax | Kao
11 0 | 80 0 0 0 0 0 0 Kaz | Kas | Kas | Kag
12 80X 0 0 0 0 0 0 € Ks1 Ksg Kag Kag
13 0 0 0 0 0 ? €~ | 80 || Kss | Kss | Ksz | Ks2
14 0 0 0 ? ? | e || 8O 0 Kso | Ksg | Ks7 | Kse
15 0 ? ? ? €. | 80 0 80 || Koz | Kez | Ks1 | Keo
16 ? ? ? | e. || 80 | & || 80 | ? Ks7 | Kes | Kes | Kea
17 ? ? €~ ? (S ? ? ? K71 Kzo Keo Kes
Table 5: Backward path of impossible differential chareste.
Backward impossible dif- Bs B, B: Bo Subkeys
ferential characteristic
7 6 5 | 4 3 2 1 0
17 ? | e || 8|0 ? ? ? ? K71 | K7o | Kgo | Kes
18 €~ | 80 0|0 ? ? ? ? Ks | Kza | Kz | Koz
19 80, 0 0|0 ? ? ? €0 Kz | Kzg | Ki7 | Kze
20 0 0 0|0 ? ? e~ | 80 Kes | Kg2 | Kg1 | Kso
21 0 0 0|0 ? | e || 80 0 Kg7 | Kgs | Kgs | Kaa
22 0 0 0 | 0] e | 80 0 0 Kor | Koo | Kgo | Kas
23 0 0 0 | 0] 80 0 0 0 Kos | Kas | Koz | Kaz
24 0 0 0|0 0 0 0 0 Koo | Kog | Ko7 | Kos
25 0 0 0|0 0 0 0 0 Koz | Kio2 | Kio1 | Kioo
26 0 0 0|0 0 0 0 0 K107 | Kios | Kios | Kioa
27 0 0 0|0 0 0 0 0 K111 | Kiio | Kioe | Kios
28 0 80 0|0 0 0 0 0 Kiis | Kiia | Kuiz | Kii2
29 80 | O 0|0 0 0 0 | e1e || Kito | Kig | Ku7 | Kise

Table 6: Backward path of ciphertexts satisfying the caod# of impossible differential characteristic.

Backward filter Bs B, B: Bg Subkeys
7161 5|4 3 2 1 0
30 0[0|]J0]O 0 | e || €16 | 80 || Kizz | Kizz | Kiz1 | Kizo
31 0|0 0| ?]| e~ | €~ 80, 0 K7 | Kizs | Kios | Kiog
FT 012 2] 2 e |80 0 | 0 W | W | W& | W,
C 0|0 ?17? ? €~ 80, 0
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Table 7: Key filtering process-in this table by imposing dtinds onMg all subkeys will be involved together.

Step| Guess | Subkeys Bytes Check No. of Remaining Time
to be used| to be extracted (bitwise) | bit conditions efforts complexity

1 | MMy | Wi, Ky 3,4 0fX; (2,0) 8 269 287

2 Mo, M12 Wp, Ko 1,2 of X; - - 269 27

3 Ms Ks 3,4 0f X%, (2,0) 8 261 2%

4 | My,Mis | Wk, Kizs 4,5 of Xa1 (2,0) 8 253 21

5 M4 W5, Ki2s 2,3 0fXa1 (Bo~,€1) 2 2°1 2%

6 Mio K121 2,3 0f Xz (&)N, O) 8 243 277

7 Ms W5, Ks 0, 7 of X, - - - 263

8 Ma Ka 1, 2 of Xo - - - 266

9 Mg Ko 3, 4 of Xs (2,0) 8 235 282

10 - W, K124 0, 1 of X31 - - - 247

11 - K120 0,1 OfX30 (80,(76031‘6) 7 228 261

12 - K116 0, 1 of Xo9 (0, %,1’5) 6 222 270

13 - Wb, K 5,6 ofX; - R - 2%

14 M- K7 0, 7 of X, - - E 248

15 Mg Ks 1,2 ofXs - - - 264

16 - Kis 3,4 0%, (2,0) 8 21 255

17 Me Kg 2,6 OfXZ - - = 290

18 M1y K11 0,7 of X3 - _ . 256

19 - Kz 1,2 of X4 . c = 280

20 - Kiz 3,4 0fXs (er., 0) 8 26 2104

21 - Kio 5,6 OfX3 - - - 28

22 - Kis 0, 7 of X4 - - - 272

23 - Kis 1,2 ofXs = - 2%

24 - Kot 3,4 0fXg (80, 0) 7 - 2101
3.2 Key Filtration encryption is evaluated as the following:
In this section, the key filtering procedure is ex- <247) 217 - 9110 1)
plained. Removing impossible keys procedure is done 2

in two steps. At first the required number of chosen

plaintexts are produced to encrypt and then the wrong 3-22  Step 2

keys are discarded by guessing the key bits based on

the texts. Encrypt all plaintexts R(P/) under key
The structure of required plaintext has been shown K(K{) to get ciphertexts G(C'i) in which

in Table 3. Required conditions are imposed on the K © K = (0,0,...,0,80,0,...,0) and C& C' =

plaintext to fulfill 24-round related-key impossible (0,0, *,*,*,€-,80,0) (see differentials in row FT

differential characteristic and the corresponding keys of Table 6). In this step 33 bits are filtered antl 2

will be eliminated from whole key space. Similarly in ~ plaintext pairs are left.

Table 6 by choosing ciphertexts we discard those keys

that will satisfy in the second portion of the impossi- 323 Step3

ble differential characteristic as well as the right keys

in this process. This procedure is operated as follows. The procedure of filtering the wrong keys is shown
step by step in Table 7. In step 24 from Table 7, a

321 Stepl guessed related key is discarded if a pair satisfies the
related-key impossible differential characteristic. As

217 plaintext structures are selected where each con-there is a condition on 7 bits in step 24, each plain-
tains 27 texts: The fourth and fifth byte and the first text pair will suggest 27 wrong keys and at the end
bit of the sixth byte of each structure are assigned to 21251 — 2-7)2° = 2124276 keys are remained. Time
constant values. The other bit positions get all pos- and memory complexities of this scenario is about
sible values to satisfy the conditions of the first row 2104177and 291 respectively and it requires data com-
of Table 3. Number of all possible plaintext pairs for plexity corresponding to block size i.e8% This can
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be derived simply by calculating the required com- Matsui, M. (1994). Linear cryptanalysis method for des
plexity for each of 24 steps. cipher. In EUROCRYPT 1993, LNCS vol. 765.
Springer, Heidelberg.
Ozen, 0., Vaici, K., Tezcan, C., and Kocair, C. (2009).
Lightweight block cipher revisited: Cryptanalysis of

4 EXTENSION OF THE ATTACK reduced round present and hight. GANS 2009,

AND CONCLUSIONS LNCS vol. 5888. Springer, Heidelberg.
Zhang, P., Sun, B., and Li, C. (2009). Saturation attack on

In 3, all of the impossible keys of the attack ;%%flg(;;i%%r:eag;ggltbeguSP 2009, LNCS, vol.

has been suggested based on the assumgtjon
(?0????00which forces 3 bits ofK4 to be zero.
Now we remove this condition and extend the at-
tack. In the new scenario, we guess a differential
a =(0,0,...,(020000/x), ...0) and we assign it to two
chosen key& andK’ with non-zero common bits (in
positions 0, 1 and, 6 oKs). By guessing 2 bits
from a the corresponding space of rejected keys is
mapped to the one of 3 so thatba = (?,2,....Ksa =
(?022?200...,7) and (K@ a d B = (22,....K) =
(?0?22200...,7). By trying all possible values of

a , the 24-step process of Section 3 is repeated to
discard 321251 — 2-7)2° = 2127276 numbper of keys.
Regarding to the discussions in Section 3, the whole
exhaustive search space of key is reduced't6%Z°
which means the reduction in the entropy by 0.724.
The computational complexity of the key filtering is
around 32104177 — 2107177 Alsg it requires data

complexity around % and memory complexity about
232101 _ 5104
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