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Abstract. Typically, a risk analysis may identify and document sensitive and
confidential information regarding threats, vulnerabilities, assets and their valua-
tion, etc. The intrusive nature of the risk analysis process makes it difficult for re-
searchers (or students) to gain access to scenarios from operational organizations
for evaluating (or training on) risk analysis methods. In order to resolve these
issues, we propose Case Study Role Play (CSRP). We elaborate the use of CSRP
in combination with the Conflicting Incentives Risk Analysis (CIRA) method to
analyze privacy risks to an end-user from using the eGovernment service. This
paper contributes by demonstrating how CSRP helps to establish a platform for
doing risk management related research and training in a ‘reasonably’ realistic
environment, where confidentiality, sensitivity issues, red tape and the need for
permissions do not create roadblocks. Furthermore, CSRP ensures that the time
and resources needed to set up the required environment is low and predictable.

1 Introduction

Risk analysis helps to identify and estimate risks, and to provide insight suitable for
deciding if risk exposure needs to be changed. That is, if a treatment action is needed,
or a high risk exposure is more cost effective. Here, we focus on risk analysis in the
context of information security and privacy management.

Typically, an information security risk analysis may identify and document sen-
sitive and confidential information regarding threats, vulnerabilities, assets and their
valuation, etc. Most of the risk analysis method evaluations are usually presented with
a toy example. In [13], Kotulic et al. state that due to the sensitivity issues, they faced
difficultly in validating their model. Their study was declined by majority of the orga-
nizations they had contacted. They write “we learned, the hard way, that developing
a research stream in an emerging, organization-sensitive area requires major personal,
financial and professional commitments far beyond what most researchers can afford
to expend”. Information Security Management (ISM) is about people rather than tech-
nology. Training students in core ISM skills requires access to a representative teaching
environment, for e.g., an operational business setting. However, in the context of in-
formation security risk management, researchers/ students (referregriacatoners
from here on, in situations where it fits both) cannot usually be cleared for access to
sensitive information and will not be permitted to perform representative vulnerability
discovery activities. These issues create a blockage for public research or training on
risk analysis methods.
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Risk analysis case study research may have multiple obgscsuch as discovering
new unknown vulnerabilities, validating a method (chegkiow well it performs, if it
is usable, scalable) and for providing a real life like tmagnplatform. In this paper, we
focus on the latter two stated objectives. We can use cadg stgearch in two settings:
non-interventive and interventive. In a non-interventhase study, the practitioner is
basing his work on information that can be obtained withoteracting with the or-
ganization in question. In most cases, the bulk of the infdrom will be from written
sources. In an interventive case study, individuals froemttganization in question will
participate in activities initiated by the practitionehi$ typically includes answering
guestions or following procedures prescribed by the prantr.

These two approaches have very different performance ctesistics. The inter-
ventive case study may give rise to increased costs for tjgn@ation in terms of lost
time. Furthermore, sensitive information regarding meraloé staff, technology, pro-
cedures, plans etc. may be disclosed to a third party (thaifioaer). For example, the
construction of psychologic profiles of a large number of rhers of staff to be used
in a risk analysis will in general be time consuming, intvesind sensitive. Kotulic et
al. [13] state that information security research is hightyusive in nature, thus it is
hard for the organizations and individuals to trust an al&tstrying to gain data about
their security strategies or practices. Unless the rebeais able to convince the orga-
nization that he is providing significant value, there is @ason for the organization to
consider offering access - not even conditioned on thersggom an NDA (Non- Disclo-
sure Agreement). When security is at stake, access will e more restricted. There
is always the possibility that the parties involved will mespect the NDA. Clearly, a
prudent organization will take this risk into account wheriding if a third party is to
be offered access.

The non-interventive case study is only suitable for redeavhere the required
information is readily available and when one is not doingeggch into the interac-
tion process itself. In a non-interventive case study, figdiwill typically be illustrated
through examples rather than through aggregated data.r@hissents an additional
challenge, since in many cases, the researcher would lipalibish the results. This
challenge manifests itself as a lack of published work répgion the use of risk anal-
ysis for non-trivial scenarios.

A resolution towards the above issues is proposed by spegiiind demonstrating
the Case Study Role Play (CSRP) method. CSRP is developadii@integration of
case study [23], persona [5] and role play [22]. In CSRP, éatollected from the
individuals playing the role of the fictitious characterthex than from an operational
setting. In our study, role play as a mechanism helps in nkimicbehavior (that would
yield sensitive output) for producing non-sensitive otitgypart from creating the per-
sona for the users (which is normally done in user centersigdl we create personas
of a wide range of stakeholders e.g. CEO, IT Manager and By&tiministrator. More-
over, in our approach, each role as described in the persamhscanario is played by a
real person. By doing this, we can extract information fréwa participant as required
by the risk analysis method.

In this paper, we investigate- ‘Can CSRP be used as a platfmrmsk analysis
research and training, resolving the inherent problemstifainalysis findings’ sensitiv-
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ity and confidentiality?’. The Conflicting Incentives Risk&lysis (CIRA) method [19]
addresses human aspects of information security. Thugh 6#8ms an ideal candidate
for demonstrating CSRP. Typically, when applying CIRA irealrlife risk analysis ac-
tivity, it will produce sensitive information as depictedfig. 1(a). Note tha€' TR A,
CIRA; andCI R A3 corresponds to the structural data collection phase, noatéata
collection phase and analysis phase of the CIRA method dexgd in Sect. 4). How-
ever, when using CSRP with CIRA, the information extracteitilve non-sensitive as
illustrated in Fig. 1(b).

Typical Real Life Risk CSRP Setting
Analysis
CSRP Preparation Phase
Context Establishment Context Establishment
CIRA,, CIRA,, CIRA; CIRA,, CIRA,, CIRA,

v \
| Non-Sensitive Output |

(a) (b)
Fig. 1. Steps and output of CIRA in (a) Typical real life risk anatyaind (b) CSRP setting.

This paper contributes by demonstrating how CSRP helpstéblesh a platform
for doing risk management related research and trainingreeaonably’ realistic envi-
ronment, where confidentiality, sensitivity issues, rgobtand the need for permissions
do not create roadblocks. CSRP can be used as a platform fpoowng/ gaining new
knowledge about risk analysis methods. Furthermore, CSRBres that the time and
resources needed to set up the required environment is |dvpradictable. However,
CSRP may not be particularly well suited for discoveringiattisks in an operational
system unless the role play closely matches a real orgamizat

The remainder of this paper is organized as follows. Relatedk is presented in
Sect. 2 followed by the explanation of CSRP approach in Sartd summary of CIRA
in Sect. 4. In Sect. 5, we provide an overview of how CSRP wiized in one of our
case studies to analyze the privacy risks. In Sect. 6, weusksthe results, limitations
and lessons learned from using CSRP, and provide sugge$icfuture work. Finally,
we conclude the paper in Sect. 7.

2 Related Work

Our study is inspired by the work on the use of case studigsppas and role play.
These, along with risk analysis and management methoddyrieefty described and
discussed below.

2.1 Risk Analysis and Management Methods

There are many classical risk analysis and managementaqipme and guidelines in
the context of information security such as the ISO/IEC &/R008 standard [12]
(its new version ISO/IEC 27005:2011), the ISO 31000 stashftbt] (that supersedes
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AS/NZS 4360:2004 [2]), NIST 800-39 [16] (that supersedeSTNEP 800-30 [21]; its
revised version NIST 800-30 Rev. 1 [17] is a supporting doenttio NIST 800-39),
CORAS [14], TVRA [6], Risk IT [10] and OCTAVE [1]. For conductg an effective
risk analysis and management, the inputs from the stakefoiteed to be considered
and the results need to be communicated.

Depending on the depth of the analysis to be conducted, the$®ds involve gath-
ering of sensitive and confidential data. For e.g., in the/IBO 27005:2008 standard
[12], when defining the scope of risk management, infornmadilbout the organization
is collected so as to determine its operational settingfenment. The information in-
cludes the organization’s strategic business objectstestegies and policies, business
processes, the organization’s functions and structufi@;imation assets, constraints af-
fecting the organization, etc. Besides these, other retawdormation necessary for
conducting risk analysis is collected throughout the psscéccording to the 1SO
31000 standard [11] risk management relies on the foundatidhe best available
information. The information sources as per the ISO 31080dsrd include historical
data, experience, stakeholder feedback, observaticegdsts and expert judgment. In
Risk IT [10], the ‘collect data’ process under risk evaloatdomain is dedicated to
gathering data on the organization’s operating envirortraed risk events in order “to
enable effective IT related risk identification, analysis aeporting”.

2.2 Case Study

According to Yin [23], a case study is “an empirical inquihat investigates a con-
temporary phenomenon in depth and within its real life cetespecially when the
boundaries between phenomenon and context are not cleddiynd’. Case study is a
method that is widely used in research but many view it asgosurbjective, lacking
rigor, requiring less effort than other research methogsexperiments. Yin [23] and
Flyvbjerg [7] have pointed out and clarified these misun@edings about case studies
by providing relevant examples and explanation. Even thahgy emphasize these in
relation to social science, we think their explanationsrakevant for our area of focus.
Flyvbjerg further states that the benefit of a case studyais‘thcan close in on real-life
situations and test views directly in relation to phenomasighey unfold in practice”

[7].

2.3 Persona

Persona [5] is typically employed in user centered designsjstem development
projects. Persona are fictitious characters that are lauilepresent the users’ needs
and goals. It was used by Cooper [5] in order to remove bialsie @rogrammers that
resulted in their own assumptions and opinions about ther*disr which the system
was being designed. He phrased this act as “designing foel#stic user”. For him,
persona should be believable with specific details and eadopa should be distinct
by their descriptions and scenarios in relation to theipeesive goals. Personas are
designed based on empirical data collected from reprebentsers. Typically, data is
collected using methods such as interviews, ethnograptmkskops and observations
to create good description of the user. However, when therarapdata might not be
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easily elicitable, e.g. in the case of an attacker, an assompersona can be used [3].
According to Atzeni et al. [3], the assumptions may be defifrem different sources
of data for the type of individuals that are known to attaak $fistems.

Nielsen [15] explains how to write a good description of tlsemi.e. how to de-
scribe the ‘user’ as a character in a way that engages thenedghe states that it is
important to consider the users’ environment, charactétstrgoals and tasks. A per-
sona is brought to life by giving it “a hame, a life, a persdtyads well as a portrait”
[9]. Pruitt et al. [18] states that persona is not a scien¢almowerful tool that helps to
engage people in an effective way. After all, one of the itives behind using persona
is to use it as a means for communication or discussion.

2.4 Role Play

Role play has been used in entertainment (theater/ movésg)arch, education, clinical
training and therapies. Role play is the way of “deliberateinstructing an approxima-
tion of aspects of a real life episode or experience” whictoistrolled (initiated and/

or defined) by the investigator [22]. According to Greenbefr@l., role play is used

in organizational research to learn about attitudes and\bets of individuals in orga-

nizations and to understand about the basic psychologioakpses [8]. Even though
role play can be conducted for various studies, they pointiat in all of the cases,

it differs in three dimensions: level of involvement, roleithg played (self/ other) and
degree of response specificity provided.

3 Case Study Role Play

CSRP is obtained from the integration of case study [23]s@ea [5] and role play
[22]. In CSRP, data is collected from the individuals playthe role of the fictitious
characters rather than from an operational setting. Intodysrole play as a mechanism
helps in mimicking behavior (that would yield sensitive put) for producing non-
sensitive output. The CSRP preparation phase consistg débllowing steps:

Determine the Objective of the Activity. We first decide the objective of the activity
e.g. whether it is to mimic an operational setting for thepmse of gaining knowledge
about the performance of a risk analysis method or to proxideal life like training
platform.

Select the Organization. We then select the organization that would be appropriate
for the above identified activity e.g. bank, software conypan

Familiarization with the Method. The practitioner needs to get familiar with the risk
analysis method to be used for the analysis. The informatiwhprocedural require-
ments of the risk analysis method need to be identified.
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Design and Build the Organization. We design an abstract form of the selected or-
ganization considering all information and proceduraluiszgments required to carry
out the risk analysis activities. The requirements mayudelidentifying the objec-
tive of the organization, stakeholders, service architectprocess flow, etc. To capture
the essential features of that context, experimentalngettith equipments may also
be set up. After the stakeholders are identified, it is foldvby persona and scenario
construction, role play selection and guidance as giveovbel

Persona and Scenario Construction. For each of the identified stakeholders, we design
the personas and develop the scenarios. The intentiondebimstructing persona is
to communicate who the stakeholders are, what they arevikef their roles/ tasks
are, what their needs are, etc. Attributes such as name naijgemder are assigned to
the personas. The possible behavioral variable types peaploy Cooper [5] are used
where applicable which includes activities, attitudedijtages, motivation and skills.
These are derived from the empirical data or assumptiontgkékolders in a certain
situation or from existing data sources.

In our case, scenarios are written to provide the backgranfodmation of the
role to the participants. The background information idelsi the goals, needs of an
individual and how one can accomplish it. Besides that,si ahcludes the details of
the company or the system a person is working.on.for whichitkeanalysis is being
conducted. While developing the scenario to be providelddgarticipant, the narrative
is written such that it helps the participant to be able togmea her/ himself in that
position as required by the persona. The narrative makegthaological knowledge
about the system and process/ flow easier to comprehend tor-axpert.

Role Play Selection and Guidance. The participants are selected to play the role of each
persona. At first, the initial approval for participationeds to be gathered. It should be
made clear that as the participants are playing a role/ ctearghe personal data of the
participant will not be collected. Moreover, the partidipa should be voluntary and
the results completely anonymous.

Each of the players are provided with a set of instructioraring how to play
the role that he has been assigned. For instance, when dangsk analysis of an
information system, the role of the user can be played by somevho is using a
similar system or has some knowledge about it and hence dheulepresentative of
general users. However, in cases where a close match isailattde, for instance, in the
case of the hacker, someone who has knowledge or has doaecteabout the hackers
can be selected. Alternatively, the data can simply be ct@tebased on research work
about hackers.

Finally, the selected risk analysis method is applied artd da required by the
method are gathered from the participants by conductiregvigws, through question-
naires, etc.

4 Summary of the Conflicting Incentives Risk Analysis Method

CIRA [19] identifies the stakeholders, their actions andcpmed expected conse-
guences that characterize the risk situation. There arel®gses of stakeholders: the
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strategy owner and the risk owner. The strategy owner istétk@bolder who is capable
of triggering an action that will influence the risk ownerpigally, each stakeholder is
associated with a collection of actions that he owns. THetdker is the stakeholder
whose perspective is taken when performing the risk arglyisat is, he is the stake-
holder at risk. Utility is the benefit as perceived by the esponding stakeholder and
it comprises of utility factors. Chulef et. al. [4] identifytility factors relevant for our
work. Each utility factor captures a specific aspect oftytifor e.g., prospect of wealth,
reputation, social relationship. The procedure in CIRAsists of context establishment
and three phases as shown in Fig. 1(b), which are explairedbe

CIRA, (Structural Data Collection). This phase consists of the identification of
stakeholders, their utility factors and actions. Basedhmndase description, the risk
taker and his key utility factors are identified. Note thaggh utility factors are in-
formally identified by the risk analyst from the case ded@ipand later finalized by
interviewing the respective stakeholders. Secondly, tt®ms that can influence the
risk taker’s utility factors are identified. Then, the rothat may have the opportunities/
capabilities to perform these actions are identified. lyntle strategy owners that can
take on these roles and their utility factors are determined

CIRA- (Numerical Data Collection). This phase consists of determining how the
utility factors can be operationalized, how the stakehdesigh the utility factors and
how the various actions result in changes to the utilitydesfor each of the stakehold-
ers.

CIRA3; (Analysis). The risks to the risk owner are determined and evaluated.

5 Using CSRP for CIRA Research and Training

In this section, we explain how CSRP is utilized for evalngtthe performance of
CIRA and to provide a real life like CIRA training platform.aMised CSRP in one of
our studies, to analyze the privacy risks facing the end-afs&n eGovernment service.
The details on the case and the overall application are gedvin [20]. Below, we
provide an overview of the procedure as depicted in Fig..1(b)

CSRP Preparation Phase. The objective of using CSRP was to mimic an opera-
tional setting for the purpose of gaining knowledge aboetgarformance of the CIRA
method. We selected A-SOLUTIONS (that manages an ldentépddement System)
as an organization to carry out the study. The process dfieficthe data from the
stakeholders involved in the actual operational settingguthe CIRA method gave rise
to sensitivity and confidentiality issues. This is becaudggn analyzing real life sce-
narios, personal information of the stakeholders sucheaisfheferences, goals, actions
and information about their wealth, reputation, status, miay need to be collected. In
our case, this data is sensitive and data collection is dersil intrusive.
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We then created an abstraction of the fictitious organimadiaticipating informa-
tion required by CIRA. We assumed A-SOLUTIONS manages amemtication system
called NorgID and a portal (ID-Portal). Their goal is to pise secure access to digital
public services. NorgID is one of the identity providers efhprovides authentication
for logging on to a federation called ‘ID-portal’. It provéd the end-user cross-domain
Single Sign-On (SS0O), i.e., the end-user needs to autlaatinly once and can gain
access to many services by using the portal for eGovernraaritss such as tax, health
care and pension. The stakeholders were identified folldwele persona and scenario
construction, participants’ selection as explained below

Persona and Scenario Construction. During the study, we created the persona “Bob”
to represent an end-user, based on the assumption that biecisrned about privacy.
The synopsis of the persona for Bob is given in Table 1.

Table 1. Personas of the stakeholders.

Role Name|Description

End-user ~ |Bob |30 years old, local school teacher, regular user of Norglth g&n-
eral IT knowledge; aware of some privacy issues mainly dugeo
media coverage of data breaches.

CEO John |50 years old, ensures the overall development and rel&ijpmsth
its stakeholders; has motivation to increase the compagrgice
delivery capacity.

System Nora |29 years old, known for her friendly behavior and highly tsuser
Admin co-workers; ensures the system is functioning properlyseuire;
manages the access permission for internal staffs to thversen
her absence to assure that co-workers get proper systeriofunc
she usually lets them access servers and even shares immvga
dentials to the server.

Instead of having someone that represents the generalgampubf users, Bob por-
trays a specific end-user. Apart from Bob, we can construstopas, for e.g., for in-
dividuals that are concerned about privacy but use theserarely or never as shown
in Fig. 2. We considered Bob as the primary persona i.e. thigidual with the main
focus in our analysis.

Regularly uses the service

Concerned Rarel h "
about Privac arely uses the service

( End Users > L
Never uses the service

Fig. 2. Categories of end-users for which the personas can be ootexdr

Similarly, for other stakeholders, the personas were eteafhe synopsis of the
personas are given in Table. 1. Due to space constraint, ave leut the description
of the hacker that was included in the study [20]. Then, faheaf the stakeholders,
the scenario was written to provide background informattmr example, the scenario
description for Bob included the brief description of theo&nment service, for what
purpose he uses it, how it works and what personal informdsiccollected by the
service. The scenario description for the other two stakkhe included the description
of the company and the functionality of the system.
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Role Play Selection and Guidance. The participants were selected for each of the per-
sona. All the participants were IT literate. At first the iaitapproval for participation
was gathered. Then, each of the participants were intrathodbe persona and the sce-
nario description was explained. The participants were gileen an explanation about
the process of data collection for the study.

Context Establishment. CIRA is implemented starting with context establishment
which includes defining the scope and boundaries of riskyaiglobjectives of the
organization, etc.

CIRA, (Structural Data Collection). In our scenario, the risk taker is the end-user
(Bob). We identified the key utility factors for Bob which veeprivacy, satisfaction
from using the service and usability. Then, the actions ¢hatinfluence Bob's utility
factors were identified. Here, we focused on the actions ¢hate privacy risks to
Bob such as secondary usge€Use) and breach of confidentiality of his information
caused by sharing credenti&@h@reCred) by the other stakeholder. We identified the
roles that may have the opportunities to perform theseetnd the stakeholders (i.e.
the strategy owners) in those particular positions. We idensd the strategy owners
as the CEO (John) and the System Administrator (Nora) of timepany operating the
eGovernment service in the position to execute the SecUdeShareCred strategies
respectively. Then, we identified the utility factors ofdargst to these strategy owners.

CIRA-» (Numerical Data Collection). In our case, the necessary data (e.g. weights
for the utility factors) as required by CIRA were collectédugh interviews and sur-
veys from the participants representing Bob, John and Northis way, data can be
collected through role play from participants rather thamt those in an operational
setting.

CIRAj; (Analysis). Finally, the risks to Bob were determined and evaluatedak w
determined that Bob faced higher risk in terms of breach ofidentiality of his infor-
mation than that of his information being used for secongampose. This is because
when John (CEO) executed tecUse strategy, it resulted in negative utility for both
himself and Bob. However, when Nora (System Administrag@gcuted th&hareCred
strategy, it resulted in positive gain for Nora and loss fobB

6 Discussion

In this section, we include (a) results that are beneficidhéopractitioners, (b) explain
limitations and lessons learned from using CSRP and (c)gesuggestions for further
work.
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Results. The application of CSRP proved beneficial as it helped toyaeathe risks
faced by an end-user when using the eGovernment servicewtitraving to worry
about the intrusive nature of the study and the hassle dhgedttcess to an operational
case study and the stakeholders in an operational settijgl{2vas easy to communi-
cate the details to the participants using CSRP because oétiative nature of persona
and scenario.

- Strategies etc.

[T~ ~==—=——= 1

| |

| |
|

: CIRA | Performance Data

| : - Risk Analyst time sheet

_> _ .

: Data Collection | Resourc':e rgquwements '
I - Determination of scenario

: - 313:15*};’?&55 I specific risks etc.

| |

| |

| |

L |

Fig. 3. Samples of data collected to assess CIRA performance uSRPC

Fig. 3 depicts data collected using CSRP to assess the permioe of CIRA. The
data collection in CIRA includes the structural data (etgksholders, their utility fac-
tors) and numerical data (e.g. values of the utility fagtassexplained above. By using
CSRP, we were able to collect CIRA performance data sucheaaghroximate time
required for the analysis, determination of scenario sjpatsks and resource require-
ments.

Limitations and Lessons Learned. CSRP is an approach with a primary focus on
method specific research with the objectives of validatimgeshod or for providing a
real life like training platform. It can also be used for digering new unknown vul-
nerabilities of a system. However, it may not be particylaréll suited for discovering
actual risks in an operational system unless the role plasety matches a real organi-
zation.

One of the issue identified was- ‘What happens if participal@viate from their
roles (e.g. provide wrong information) ?’. This issue mayray not have an impact
depending on the objective of using CSRP. If one is using ClBRiPaining the students
to use a risk analysis method or determining the performafhe@emethod (e.g. time
required running the method), the issue of not having therém’ answer from the
participant might not impact the study. However, if one itefasted in determining a
specific vulnerability of a system, then the issue of desrathight have a considerable
impact on the result of the study.

The participant should have enough information to play tie correctly. For this,
the personas and the scenario developed should be suchithatsy for the partici-
pants to engage or mimic it. Extensive research is neededie sure that the assigned
persona are good/ valid representations of the staketsotdérer than depicting the
point of view of the person writing the persona (as pointetdog9]). Thus, construct-
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ing the right persona(s) is a challenge for the practitioner

Even though it is made clear to the participants that theypaging a role, it is
likely that they feel their choices represent their persopiion. Thus, it is important
to communicate clearly about the process to the participainthe beginning and also
during the implementation phase. Getting inspiration fignocesses used to train ac-
tors may be beneficial. However, there is always a limit to @ this will be grasped
by the participants. We are also considering professionstument actors as players in
CSRP.

Performance

|
Performance !
|
|—»| Data
\ -
|
|

| ]
| |
:_, Data :
| - |
| |
| |

Risk analysis
method usage
context

Risk analysis method
selection process

Fig. 4. CSRP as part of a risk analysis method selection process.

Future Work. More work is needed to reduce the above identified limitatidve think
CSRP can be used with other approaches such as ISO/IEC 200@8512], Risk IT
[10]. However, this needs to be explored further. Furtheamone possible utilization
of CSRP can be to assess the performance of other risk anatgshods e.g. Method
A as shown in Fig. 4. Then, the collected performance datdRAGnd Method A can
be compared allowing the most appropriate risk analysis©atetor a given project to
be selected.

7 Conclusions

This paper provides an important contribution to inforratsecurity management. It
explains how CSRP can be used as a research and trainingrpldtir gaining new
knowledge about risk analysis methods while resolving ttheient problem of risk
analysis findings’ sensitivity and confidentiality. We egpthat CSRP will facilitate
an increase in the body of published knowledge on the pedoom of risk analysis
methods. It seems reasonable to expect that this platfotimesult in improved risk
analysis methods.
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