Achieving Patient-Centered Fine-Grained Access Control in Hospital

Keywords:

Abstract:

Information Systems
Using Business Process Management Systems

Nahid AlThqafi, Hessah AlSalamah and Ahmad Daraiseh
College of Computer and Information Sciences, King Saud University, Rivadh, Saudi Arabia

Access Control, Business Process Management (BPM), Electronic Medical Record (EMR), Hospital
Information System (HIS), Patient-Centric Fine-Grained Access Control (PCFGAC).

Access Control to patients’ medical information in Hospital Information Systems (HIS) is a challenge in
modern Patient-Centered (PC) healthcare. Fine—Grained Access Control (FGAC) in particular has been
identified as one of the security requirements in these systems. In FGAC, only parts of medical information
that are relevant and required by healthcare providers are accessed at the point of care. This cannot be
achieved without a holistic view of a medical condition through a Patient-Centered Fine-Grained Access
Control (PCFGAC), in which patient-centricity is considered. This research proposes using Business
Process Management (BPM) to achieve PCFGAC in order to provide a real-time access control based on a
“need-to-know” principle. Through a prototype that uses BPM, security requirements of PCFGAC were
met. These include: authority control, informed decision support, fine-grained access control, and dynamic
policies support. Thus, a contribution to the knowledge and practice has been introduced.

1 INTRODUCTION

Hospital Information System (HIS) is the key to
improving healthcare quality (Wager et al., 2013,
Hovenga and Grain, 2013, Bodhani, 2013). It
provides healthcare specialists with instant access to
real-time information about their patients. This
information is found in Electronic Medical Records
(EMRs), which include comprehensive information
about medical services that were introduced to a
patient.

EMRs are at the center of any healthcare service;
its design and management have an enormous impact
on the healthcare industry. Patients'’ EMRs reflect
their mental illness, contagious diseases, sexual
behavior, and other confidential information
(Jingquan and Michael, 2010). Due to the
confidentiality of EMRs’ content, many privacy
legislations and standard policies have been
introduced in order to govern the use of medical
information (Abbas and Khan, 2014), for example, in
the USA there is the “Health Insurance Portability
and Accountability Act” (HIPAA) and the "Health
Information Technology for Economic and Clinical
Health" (HITECH). Both HIPAA and HITECH
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introduce basic controls and safeguards to prevent
medical information attacks. These controls
addressed user and entity authentication, access
control, audit control, transmission security, and non-
repudiation. These controls are substantially needed
to handle integrity, availability, and confidentiality
issues of EMRs (Hui et al., 2014). Access controls, in
particular, are the most important safeguard against
unauthorized access since it defines the accessible
information for each user (Gajanayake et al., 2012).

Controlling access rights to different portions of data
is the key concept of Fine-Grained Access Control
(FGAC). FGAC governs the access to data by each
user of the system (Chatterjee et al., 2014, Harith and
Gabor, 2009, Jinyuan and Yuguang, 2010, Liu et al.,
2012, Yu et al., 2010, Rizvi et al., 2004) based on the
"need-to-know" principle. The lack of FGAC is an
open problem in HISs. Despite the large amount of
research dedicated for modeling the requirements of
EMR access control mechanisms, there are limited
results that focus on the development of an
implementation scheme to enforce access control in
HIS (Chen et al.,, 2010). This is because the
healthcare access control systems are naturally fine-
grained and dynamic (Chen et al., 2010). Thus, there
is a real need to enforce access control beyond the
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functional-level to consider the content of the
accessed data.

Our perspective for Patient- Centered (PC)
healthcare is: "A collaborative effort... where
patients and the health care professionals collaborate
as a team, share knowledge and work toward the
common goals of optimum healing and recovery"
(Alsalamah et al., 2013). We believe that considering
the treatment flow and its different stages in addition
to the patient’s condition will improve both the
healthcare provision (AlSalamah et al., 2012) and the
protection of the patient’s privacy. Doing so will
provide ongoing monitoring and auditing through
each step of the treatment process as it is executed.
This enables Patient-Centered Fine-Grained Access
Control (PCFGAC) that respects both dynamic and
real-time requirements of HIS.

Moving HISs from the functional model into the
process-oriented model makes them more flexible
and adaptive to changes in real-time manner. This
emphasizes the value that process-oriented models,
such as Business Process Management (BPM), can
add to such systems. This is because using BPM
enables the management of each step of the process
by controlling its input, output, performer and rules
according to the condition of each individual case.
The adaption is required to provide an appropriate
PCFGAC that respects the dynamic nature of EMR
security requirements for each patient. In addition,
BPM can deal with the information repositories (such
as HIS databases) not only for storing and retrieving
information, but also for supporting different views
according to the treatment required for each
individual (Brucker and Hang, 2013); (Reddy and
Dourish, 2002).

This research aims to create an integrated
framework for modeling, analyzing and enforcing
security and privacy requirements. It uses BPM as
an Active Enforcement (AE) (Agrawal et al., 2007)
which will be implemented as an independent
middleware solution (see figure 1), that allows the
data-owners to protect their data from disclosure by
enforcing new policies in real-time.

These real-time policies build up as the patient

passes through the treatment stages in order to adapt
to emerging privacy and security needs according to
each patient's medical condition.
The policies take place between user interface and
HIS’s databases (as shown in figure 1) to ensure that
any access to patient information happens according
to the information-owner's preferences, and
applicable access control rules.

AE will help in managing access to data in a
secure manner to protect its privacy. BPM also
manages access at the cell level in the database,
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rather than just at the row or the column level, which
facilitates the provision of PCFGAC.

CcumentHs _t _________

Figure 1: Proposed System Architecture.

So, utilizing BPM as an AE will provide the
following key strengths:

e A methodology capable of handling both system
policies and wuser's preferences (healthcare
provider or patient). These preferences are taken
according to the specific needs for each patient
separately.

e It will enforce system’s policies and user’s
preferences through BPM’s user interfaces based
on the context of the treatment.

e PCFGAC will be provided; by taking each case
condition into account in the enforcement of
FGAC.

The following section in this paper will present the
gap in the literature presenting previous studies that
address FGAC and uses of BPM. This will be
followed by the methodology used to conduct this
research. In the fourth section, the development of
proposed prototype will be introduced, and the
results will be discussed in section five. Finally,
section six discusses future work and concludes the
research.
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2 RELATED WORK

Patients require proper use of their health information
which cannot be achieved without implementing
FGAC (Jinyuan and Yuguang, 2010). Generally,
parts of the patient’s medical record are more
sensitive than others. While most access control
mechanisms look at privacy control of a record in
terms of a block of fields, patients may wish to keep
some fields more private than others in their medical
record(Samuel and Zaiane, 2012). Thus, achieving
FGAC was addressed in many studies. Most of the
studies in the literature achieve FGAC through Role-
Based Access Control (RBAC) with some
enhancements (Amato et al., 2013, Chen-Guang et
al., 2011, Steele and Kyongho, 2010). Steele and
Kyongho (Steele and Kyongho, 2010) enhanced the
traditional RBAC by identifying the sensitivity levels
that had been specified for each portion of the
accessed data. On the other hand Amato et al.
(Amato et al., 2013) coupled the traditional RBAC
mechanism with access control restrictions that are
defined as IF-then rules. Other researches enforce
FGAC on the database level instead of application
level, which provide access control on the row or
even cell level (Harith and Gabor, 2009). Chatterjee
et al. (Chatterjee et al., 2014) achieved FGAC by
defining users’ privileges based on logic expressions
for each object’s attribute. Hui et al, (2014)
introduced attribute access control by using attribute-
encryption in addition to privilege separations
mechanisms. These studies did not consider the
dynamic nature of accessed data at execution time.
Thus, these solutions provide a rigid system that deal
with all cases at active time in the same way. They
highly depend on fixed access rules constructed at
design time. A flexible access control that meets each
need of each individual is required in the healthcare
domain.

Improving the access control’s flexibility in HISs
had been addressed by many researchers. Chen-
Guang et al., (2011) enhanced RBAC by dividing the
inner structure of the user and by using the token
concept to provide an access control that meets the
dynamic access control demands. Hu (Hu and
Weaver, 2004) implemented dynamic and context-
aware access control in distributed healthcare
applications by applying the concept of “least
privilege” to ensure that any user is unable to access
more authorized rights than what he/she needs for
executing the requested service. They developed two
algorithms that can be dynamically invoked at
runtime to evaluate the context by using six
parameters (time, location, IP address, user ID, object

type, and object ID). Leyla and McCall (Leyla and
MacCaull, 2012) enhanced a Personal Access
Control (PAC) model, which allows patients to
control the access rights to their health records. They
used a workflow mechanism to build a prototypical
framework that captures patient permissions and
enforces PAC policies. Three aspects have been
addressed in their proposal: incorporation of a patient
permission with access control mechanism, “need-to-
know” principle, and delegations. Russello et al.
(2008) also introduced a workflow based access
control framework to produce a flexible access
control mechanism in e-health applications to adapt
access rights of the actual task. Their framework
integrated authorization model (policy language)
with a workflow management system (WFMS) to
provide fine-grained control. In our proposal, we
suggest the use of a Business Process Management
System (BPMS) instead as it can deal with loosely
structured processes in a dynamic environment such
as healthcare (Van Der Aalst et al., 2003).

BPMS enables flexibility to build dynamic access
controls since it manages and controls each case
separately. Some research focused on the feasibility
of BPMS to handle security issues. Long et al.,
(1999) addressed the dynamic access control
requirements by considering the workflow system
that enables the development of high-level policies
executed through system workflow. Liu et al., (2012)
considered the access context differently to reach a
mechanism that achieved context-aware FGAC.
Levina et al., (2010), exploited BPM as a tool to help
an information system’s analysts identify the
potential business rules. Ayoub et al, (2012)
proposed semantic means to model access control
explicitly in business process models. Brucker and
Hang (Brucker and Hang, 2013) proposed a business
process-driven system that created an integrated
framework for modeling, analyzing and enforcing
security, privacy and trust requirements. The
workflow technology benefits will be achieved since
"BPM is a subset of Workflow with more control
over processes, integration and optimization" (Al-
Salamah, 2011).

Although addressing security requirement using
BPMS has been presented in the literature, it is still
an open research area in the healthcare sector in
particular. However, the use of BPM has been
investigated in the healthcare domain for other
usages. Matic and Andrej (Matic and Andrej, 2010)
discussed the increasing adoption of BPM in the
healthcare domain and its challenges. They found
that the healthcare process is similar to the
manufacturing process, which encouraged the
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adoption of BPM. Nevertheless, they concluded that
there is a clear increase in the use of BPM in the
healthcare domain, especially for disease control and
clinical pathways processes. However, BPM
adoption in the healthcare domain is slower than
other domains because of its complexity and parallel
and high variation in healthcare processes. Based on
the thorough study of the literature, we believe that
utilizing BPM to achieve PCFGAC in HISs is still in
its infancy. BPMS can enforce access control at
runtime, which adopts the dynamic requirements of
each patient according to his/her specific condition.
Thus, BPMS facilitates monitoring and controlling
each stage of the treatment process during
implementation. This helps meet the privacy
requirements through controlling access rights of
each step based on the “need- to-know” principle.
That provides the needed PCFGAC in HIS.

3 METHODOLOGY

Design Science Research Methodology (DSRM) has
been followed to provide incorporate principles,
practices, and procedures required to carry out this
research. It also obtains a nominal process model and
a mental model for presenting and evaluating the
research. The DS process followed involved ‘“six
steps: problem identification and motivation,
definition of the objectives for a solution, design and
development, demonstration, evaluation, and
communication” (Peffers et al., 2007).

After identifying the problem and motivation,
defining the objective and suggesting the solution in
the previous sections, the following sections will
cover the proceeding DS stages.

4 DESIGN & DEVELOPMENT

A proof-of-concept prototype was implemented to
show how different access controls could be enforced
by BPMS based on the medical condition. The heart
failure treatment pathway was mapped as an
exemplar with different possibilities of HIV test
results, representing patients with comorbidity. The
developed prototype was then evaluated, and results
were communicated.

Bizagi BPM (Bizagi, 2014) was used to build the
prototype. It required Microsoft SQL server to create
an internal database and Internet Information Service
(IIS Express) to provide a work portal used for both
users' interfaces interactions and administrator’s
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maintenance. Both the Heart failure treatment
process and HIV test process were designed,
modeled and automated on Bizagi BPM. The
prototype provided a framework to manage patients'
medical information in a way that protects their
privacy while ensuring its availability to support
informed decisions by health providers involved
along the treatment journey. Each treatment stage on
the processes was controlled by limiting its access to
the involved user who retrieves only the relevant
information to act according to his assigned role in
the treatment process (“need to know” principle).

Different cases were handled differently,
representing unique medical conditions. This was
achieved in the process through numbers of business
rules that had been defined showing how the system
adapts to the needs of each condition.

4.1 Heart Failure Treatment Process

The heart failure treatment process modeled is based
on the treatment guidelines published by the UK,
Map of Medicine health-guides (MoM) (Map of
medicine, 2014).

These guidelines represent best practices and are
used as an up-to-date, quality standard and related
information that could be used as a recommendation
on any health matter. The prototype model includes
all activities that heart failure patients may pass
through during their visit to a hospital as a walk-in or
an outpatient. The model considered a hospital that is
large enough to hold Laboratory, Radiology, and
Pharmacy departments. Activities are shown in
Figure 2.

The process has two start points: either by the
receptionist as a default or by a cardiologist after
consultations. The receptionist retrieves all booked
appointments for the heart failure patients on a
specific date.

Then he/she submits the arrived patient to the
examination room where a nurse examines the
patient and inserts the examination data into the
system. Then, the patient’s case is submitted to the
cardiologist who can view a comprehensive medical
record about the patient (examination data, tests,
visits, medications), in addition to his/her
demographic data. Following this, according to the
patient’s history and his/her symptoms, the
cardiologist decides whether a BNP test is required
or not; also, he may request an Echocardiogram.

Four cases are taken into account as shown in
Figure 3.
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Figure 2: Heart Failure Pathway Process Executional Model.

No heart failure suspected, or Valid BNP Test is included within patient medical history

Case 1: Patient’s records show there is a valid BNP-test,
and an Echocardiogram is available (no need to
re-take the test). Also, the result of the valid BNP-
test that exists < 100 or no heart failure is
diagnosed.

Case 2: Patient’s record shows that a valid BNP-test is
available, but its result is greater or equal to >=
100. In this case, an Echocardiogram is required.

Heart failure is suspected; BNP test is needed, and no valid one exists

Case 3: Patient’s records show BNP or Echocardiogram
are not valid or available. In this case, both are
requested from a cardiologist. Or only a BNP and
its result is > 100, and an echocardiogram will be
requested.

Case 4: Only BNP is needed and its result <100

Figure 3: Path

s of HF’s cases.
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4.2 HIV Test Process

HIV test process represents the pathway activities as
suggested by Map of Medicine (MoM) (Map of
medicine, 2014).

Three parties are involved in this process: the lab
specialist who performs the test and insert its result,
the HIV clinic assessor who assesses the patient’s
condition and provides therapy, and the Psychologist
who monitors and supports the psychological aspects
for the HIV patients. HIV test process activates are
shown in Figure 4.

HIV test process starts when the Lab specialist
receives an HIV test request, performs the test and

inserts its result into the system.

Two cases are taken into account in this process:
in cases where there is a positive HIV-test result, the
case will be transferred to the HIV clinical assessor
where more tests and psychological referral are
required. The psychologist’s role is to support the
patients psychologically to improve their quality of
life. Based on the output of performed tests and
psychologist assessment, the HIV clinic will start the
suitable Highly Active Antiretroviral Therapy
(HAART).

However, in cases where the result is negative,
the system will terminate the process. Figure 5 shows
different paths for the HIV test pathway.
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-
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=
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i | —L
2 @
£ E Request more tests
= E Y
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3 medical histroy ‘ 2 therapy
E ~
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-
i
g
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Figure 4: HIV-test Pathway Process Executional Model.

HIV-test is requested

Case 1: Positive-HIV Patient.

Case 2: Negative-HIV Patient

pr—

ir
i

Figure 5: Paths of HIV-test cases.
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4.3 The Effect of HI'V-test Process on
Heart Failure Treatment Process

When patients are suffering from multiple diseases
(with comorbidity), the system adapts to the needs
considering all relevant issues.

In the model, when a patient goes through both
Heart Failure and HIV processes at the same time,
the information appearance in the Heart Failure
process will be affected by the result of the HIV-Test

process.

All of the patient’s personal information will be
hidden in the user's interfaces when a positive-HIV
result is found. Figures 6 and 7 show the different
views that the cardiologist and lab-specialist can
obtain when a BNP-test is needed for a Heart Failure
patient. Figure 7 shows the medical record has been
anonymized and the relevant warning message has
been displayed.

Patient Medical History
‘Search Patients of DR Abeer Kareem 9
Patient Name: AmesranDarweesh Fleto: 513
Mot 0547215471 Paten . 6565
Date of Birth: 10111983 Age 2
Blood Type: ® Gender: Femdd
ExaminatonHistory | Healt History | LabTests | Images | Medications
TestRecorcs
((LABORATORY ))
Required Test's Information

Patient ile No: 543
L est requie Y Ot Patient Name: Amectah Danweesn
InageRequstat Y& Ot e E

- i |

Gender- Femal

Blood_Type: AB

Required Test Brain Nartruretc Peptide (BNP) test - TestResuft 1o X

Patient’s Tests.
4/21/2015 1157 am Brain Nartruretic Feptide (BNP) test 50 500 10
t s

Figure 6: Cardiologist/Lab-specialist view for Negative-HIV patient.

Patient Medical History
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Daneor . anunen Fleo: s
Boot Type: o S s
Gencer: Fama
Examination History ~ Health History (JLBDTeSES § Images = Medications
TestRecords
Test e TestHame TestResutt.
3182015 Human Inmunodeficency Vi (1) 1
L testrequies: Ve N
((LABORATORY ))
ImageRequsied Y
Required Test's Information
HIV PATIENT
Patient Fiie No: 391
A s
Gender: Femal
Blood Type: 0
Required Test Brain Natruretic Peptide (BNP) test ~ | TestResut s X
Patient's Tests
3/19/2015 1207 pm 'Human Immunodeficiency Virus (HIV) 1 [] ¥
+ W
Save Next

Figure 7: Cardiologist/Lab-specialist view for Postive-HIV patient.
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5 RESULTS AND DISCUSSION

The prototype showed that, the provision of
PCFGAC in HISs can be achieved using BPMS.
PCFGAC was achieved through the facilitated
features of BPMS, and these include:

5.1 Authority Control
Authority control facilitates through:
5.1.1 Role-based Access Control

Unauthorized access prevention is achieved by using
a classification scheme for both users and patients’
information. Users are classified into eight
domains/roles: Receptionist, Nurse, Doctor, Lab
specialist, Radiologist, Psychologist, HIV assessor
and Pharmacist. The permission granted to each user
is limited to his role to view, add or delete the related
information that is needed to perform their role in the
treatment process.

Data Structure is built based on the data’s nature.
It was divided into eight main tables: Demographic
Data, Appointments, Examination Data, Patient’s
Tests, Patient’s Images, Patient’s Medications,
Psychological date and Patient History (visits
details). The model maps each of its users to the
related table(s) that are necessary as a resource(s) to
perform his/her role in the treatment process.
Moreover, users with the same role have different
views according to the sensitivity of the process itself
(for example, HIV test process) or the contained
information (for example, patient with positive HIV).

Furthermore, accessing patient records is limited
only by an engaged cardiologist, which means other
cardiologists with the same role cannot view the
medical record.

5.1.2 One-time Access Control

Access is granted at execution time. Authorization is
permitted at the level of an exact action, and only to
the active task when a task representing a treatment
stage is reached. When a task is active, authorization
is allowed to the relevant user and only for a
specified duration. When the treatment stage is
accomplished, following this temporary period, the
task in the user inbox disappears.

5.2 Informed Decisions Support
Using BPMS supports the informed decisions that

should be taken by healthcare providers through
providing them with the following:
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5.2.1 Real-time Information

The health information model supports health
providers to make informed decisions by providing
up-to-date real-time information. This is as
information is fetched from the original resources at
the treatment stage. E.g. a lab test result, when
needed, is accessed from the laboratory database
without waiting for these reports to be sent to
physicians.

5.2.2 Historical Information

Retrieving the medical history of a patient helps
make an informed decision based on a holistic view
of the condition. An example of a straightforward
benefit would be avoiding potential drug interactions
or contraindications. Other benefits include all
complications associated with comorbidity and
demographic details which make each patient’s
condition unique.

5.2.3 Relevant Information

A filter process is applied according to the guidelines
to ensure that relevant real-time and historical
information that supports the treatment stage is
represented.

5.3 Fine-Grained Access Control

Access rules in the model shaped Fine-Grained
access control by deciding who can access which
data and when. This done for each step of the
processed case individually.

5.3.1 Patient-specific Access Control

Different paths are available in the model; each path
directs the case to the different user according to its
condition. Different views according to the accessed
data are also considered during user’s interfaces’
design.

5.3.2 BPMS Features

BPMS tool provides a wide range of features: the
information visibility, filters, mandatory and editable.
These add-on features help control the views and
accesses of the data fields in the user interface based
on the defined business rules.

5.3.3 Dynamic Security Policies Support

The context of each case leads to different access
decisions according to the access rules that respect
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both case condition and accessed data. For example,
an Echocardiogram request is based on three factors:
the value of BNP test’s result, unavailability of a
valid Echocardiogram in the patient’s images history,
and the cardiologist request to perform that test.

Moreover, BPMS provides a monitoring feature
in which users can track the process progression at
any stage. Furthermore, they may determine the
bottlenecks that may hinder or affect a successful
execution of the process, which can be used to
improve the whole process.

To sum up, BPMS grants that only the correct
user accesses the required information to make the
correct task/decision at the right time in a case-
specific matter.

6 FUTURE WORK &
CONCLUSION

The aim behind this study was to satisfy security
requirements in the healthcare domain. The focus
was on the PCFGAC and the advantages that could
be achieved using BPMS. The work here could be
extended to include an information privacy
classification scheme and information security
awareness support.

Inclusion of technology to enhance the outcome
could also be studied through a thorough study of the
benefits that could be achieved if we had the
PCFGAC model on the cloud. Other benefits that do
not directly feed the security needs could also extend
this work. This includes the independency of the AE
layer and the possibility to maintain and evolve the
model as the treatment guidelines or delivery are
updated.

In conclusion, PCFGAC model is a prototype that
proves that BPMS can represent a treatment pathway
with an acceptable degree of efficiency and
effectiveness. FGAC was achieved through the
classification of users’ and patient information in the
model. Also, PC requirements were met by using the
features that BPMS facilitated. These include:
authority control, informed decision support, fine-
grained access control, and dynamic security policies
support. Thus, a contribution to the knowledge and
practice has been introduced.
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