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We tackle the analysis problem of multi-threaded parallel programs that contain self modifying code, i.e.,

code that have the ability to reconstruct itself during the execution time. This kind of code is usually used
to hide malicious portions of codes so that they cannot be detected by anti-viruses. In (Messahel and Touili,
2024), we introduced a new model called Self Modifying Dynamic Pushdown Network (SM-DPN) to model
such programs. A SM-DPN is a network of Self-Modifying Pushdown Systems, i.e., Pushdown Systems
that can modify their instructions on the fly during execution. We proposed an algorithm to perform the
backward reachability analysis of SM-DPNs. However, in (Messahel and Touili, 2024), no concrete example
was provided. In this paper, we go one step further. We consider a case study and show concretely how this
approach and this model can be applied to represent and analyse an example of a multi-threaded self modifying

code infected with a malware.

1 INTRODUCTION

Self-modifying code is a programming philosophy
that allows computer programs to change their behav-
ior during execution time, without any external inter-
vention. This technique is used for different purposes,
some software engineers use it to protect their prod-
ucts from being reverse engineered (code obfusca-
tion), others, use it to evade detection by anti-malware
systems.

On the other hand concurrent programming is an-
other technique of software engineering that allows to
perform multiple tasks simultaneously to leverage up
the use of the hardware resources seeking for more
efficiency and performance improvement. Analyzing
concurrent programs can be challenging due to the
complex interactions and the inter-dependencies be-
tween concurrent threads and processes.

In this work, we consider the analysis problem of
programs that present these two sources of difficul-
ties: (1) concurrency and thread creation, and (2) self-
modifying code. Analyzing this kind of code is chal-
lenging due to the complex features that it involves.
Multiple techniques were introduced to analyse this
kind of programs such as:

1. Reverse engineering: This technique involves
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analyzing the binary source code and manually
understand and anticipate its behavior by using
disassembling and decompiling tools, this ap-
proach can deliver certain results but it is hard and
time consuming.

2. Emulation techniques which simulate the pro-
gram’s execution in a virtual environment using
emulators. This can be used to observe the code’s
behaviour and detect malfunctioning.

However, these techniques have serious limita-
tions. Indeed, reverse engineering is not automatic
and necessitates human interaction, which can be very
tedious. As for emulation techniques, they can anal-
yse the program only in a limited time interval. To
sidestep these difficulties, we introduced in (Messahel
and Touili, 2024), a completely automatic and static
approach to analyse concurrent, self-modifying code:
we introduced a new model called Self Modifying
Dynamic Pushdown Network (SM-DPN) to model
such programs. A SM-DPN is a network of Self-
Modifying Pushdown Systems, i.e., Pushdown Sys-
tems that can modify their instructions on the fly dur-
ing execution. We proposed in (Messahel and Touili,
2024) an algorithm to perform the backward reacha-
bility analysis of SM-DPNs. Our algorithm is based
on (1) representing infinite sets of configurations of
SMDPN using finite state automata, and (2) applying
a kind of saturation procedure on these automata in
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order to apply in a backward way the different transi-
tions of the SMDPN (these transitions correspond to
the different instrcutions of the program).

However, the work of (Messahel and Touili, 2024)
is too theoretic, and no running example was given to
explain how this SMDPN model and this automata-
based algorithm can be concretely applied to the anal-
ysis of real concurrent self-modifying code.

In this paper, we go one step further and consider a
case study. We show concretely how the approach and
the SMDPN model of (Messahel and Touili, 2024)
can be applied to represent and analyse an example
of a multi-threaded self modifying code infected with
a malware.

2 RELATED WORK

Analyzing binary code has always been an interest-
ing field of study by a variety of computer scientists
especially for security purposes either to disclose vul-
nerabilities or to detect hidden malwares. A part of
the community has used static techniques to analyze
binary code, where they usually pre-process the bi-
nary code before conducting analysis (Schwartz et al.,
2018; Chen et al., 2017; Zhang et al., 2018; Arztet al.,
2014; Biondo et al., 2018; Wu et al., 2019; Wang
et al., 2017; Chen et al., 2017).

Analyzing self modifying code can be challenging
due to the changing nature of the code. Some works
use dynamic analysis approaches like (Dawei et al.,
2018; Ugarte-Pedrero et al., 2015; Guizani et al.,
2009; Bruschi et al., 2006; Anckaert et al., 2007;
Blazy et al., 2016; Touili and Ye, 2019). However,
none of these techniques can handle in a completely
automatic way concurrent self-modifying code.

On the other hand, the ability to analyze concur-
rent and parallel programs is essential for understand-
ing and improving the performance of these concur-
rent systems. Several works were proposed such as
(Nethercote et al., 2007; Maisuradze et al., 2010; Liu
et al., 2022; Alglave et al., 2010). However, none of
these techniques consider concurrent self-modifying
code.

The only work that we are aware of and that
can handle self-modifying and concurrent programs
is (Messahel and Touili, 2024). In this paper, we go
one step further and show how the approach of (Mes-
sahel and Touili, 2024) can be applied in a concrete
manner for the analysis of a self-modifying concur-
rent program infected with a malware.

3 MOTIVATING EXAMPLE

Executable instructions are stored in memory as byte
code. Thus, changing the byte code will change the
instruction itself. There are several kinds of self-
modifying code. In this work, we consider self-
modifying code caused by self-modifying instruc-
tions, which are often mov instructions that can ac-
cess and modify the byte code stored in memory lo-
cations.

Consider the assembly code fragment shown
in Listing 1. The program contains several self-
modifying instructions that change its execution flow.
It also contains a thread creation instruction intro-
duced by the self-modifying instructions. You can
see that the mov instruction was able to modify the
instructions of the program successfully via its abil-
ity to read and write the memory. Let us explain step
by step how this code contains thread creation and is
self-modifying:

e Instruction mov [0xb80201],0x2 will replace
the content in the address 0xb80201 with 0x2.
Thus, the instruction Mov eax,74e2h at address
0xb80200 is replaced by mov eax,0x2.

¢ Instruction mov [0xb80206],0xcd will replace the
content in the address 0xb80206 with Oxed, and
instruction mov [0xb80207],0x80 will replace the
content in the address 0xb80207 with 0x80. Thus,
these two instructions will replace the instruction
Mov eax,eax at address 0xb80206 with the in-
struction Int 0x80. This instruction will call the
kernal with the parameter 0x2 in the eax register.
This is a process creation function that will create
a new child process that begins its execution right
after the instruction int 0x80.

| Address Bytecode Assembly

30xb80200 b8e2740000 Mov eax ,74e2h

4 0xb80206 89¢0 Mov eax ,eax
50xb80208 831800 Cmp eax ,0x0

6 0xb8020b 7420 Jz child

70xb8020d e¢821000000 Call funcl

8§ 0xb80212 831802 Cmp eax ,0x2
90xb80215 €82a000000 Jz Exit

100xb8021a ¢605010002b802 Mov [0xb80201],0x2
11 0xb80222 c605f7910408cd Mov [0xb80206],0xcd
120xb80229 c605070002b880 Mov [0xb80207],0x80
130xb80230 e9ec6bdfdaf Jmp 0xb80200

Listing 1: Assembly code that contains self modifying
instructions.
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4 THE FORMAL MODEL:
SELF-MODIFYING DYNAMIC
PUSHDOWN NETWORK

We recall in this section the Self-Modifying Dynamic
Pushdown Network model definition introduced in
(Messahel and Touili, 2024).

A SM-PDS (Touili and Ye, 2017) is a push-down
system that can modify its own set of rules during the
execution. A Self modifying dynamic pushdown net-
work (SM-DPN) consists of a network of SM-PDS
(self modifying pushdown systems) that can model a
network of pushdown processes running in parallel,
where each of these pushdown systems can change its
current set of rules and create new processes during
its execution.

Formally, a SM-DPN (Messahel and Touili, 2024)
is a tuple R = (P,I,A,A.), where P is a finite set
of control points, I is a finite set of stack symbols,
AC(PxT)x (PxT*)U(PxT) x (PxI™)x ((Px
28UA) % T), Ac TP x (AUA.) X (AUA.) x P is a
finite set of modifying transitions rules. A DPN is a
SM-DPN with A, = 0.

Each process in the network has its current set of
transition rules 0 called the phase, such as ® C AUA,,
rules in A, can change a process phase. There are
three different types of transition rules used by the
SM-DPN:

* ((p,Y); (po,wo)) € A where p,po € P,YET, wo €
I'*. This rule can also be written as py < powg €
A. This rule expresses that if a process of the net-
work is in control point p with ¥ as its top element
of the stack then it can move to control point po,
pop Y and push wy.

* ((p/Y),(p1,W1),((p(),e),W0)) € A where
D,po,p1 € P, Y€ F7W07Wl S F*v 6 CAUA..
This rule can also be written as py —
piwi > (po,0)wo € A. This rule expresses
that if a process of the network is in control point
p with 7y as its topmost stack element, then it can
move to control point pj, pop 7Y, push w; and
create a new process in the network having pg
as its initial control point, wy as its initial stack
content and © as its initial current set of rules
(phase).

* (p,r1,r2,p0) € Ac Where p,po € P, 11,1 € AUA,.

. . (r1,r2)
This rule can also be written as p ——— pg € A..

This rule expresses that if a process of the network
is in control point p and r is in its current set of
rules, then it can move to control point py and up-
date its current set of transition rules by replacing
the rule r; with the rule r;.
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A local configuration of a process of the network
can be represented by (p,0)w, where p € P is the con-
trol point of the process, 6 C AUA, is its current set of
rules (phase), w € I'* is its stack content. As in (Mes-
sahel and Touili, 2024), to simplify the presentation,
we will sometimes write p® instead of (p,0).

A global SM-DPN configuration is a word of the
form

8 9 3
Po’WoP W1 ... Py W
where po,p1,...,pn € P, wo,w1,...,w, € I'* and

00,01,...,8, C AUA,. This word expresses that there
are n running processes in the network and for every i
such as 0 < i < n, the process i is in control point p;,
with w; as its stack content and have 6; as its current
set of rules.

Let Confg be the set of all global configurations
of the SM-DPN R. We define the transition relation
=g to be the smallest relation between two configu-
rations in Con fg x Confg as follows:

e Let ¢ = upbwy, ¢ = up@wv with u,v €

Confg, w € T, ifr:pMp/eAcme,

rir€0and = (0\ {r1})U{r} then ¢ is a
predecessor of ¢’ (also written as ¢ = ¢’). The
rule » moves the process from the control point
p to the control point p’ and changes the current
phase (current set of transition rules) by removing
r1 and replacing it with r, without altering the
content of the stack.

o Letc = up®ywv,c/ = up®w'wy withye T, w,w' €
I, u,v € Confg, and r = py— p'w’ € ANO, then
¢ = ¢’. The rule r moves the SM-DPN pro-
cess from the control point p to the control point
P’, pops Y from the stack and pushes w’ into the
stack. This rule maintains the current phase (0)
untouched.

s Let ¢ = updywy, ¢/ = up?'wlp’ew’wv with v €
I,weTl* uve Confg, if r=py— pwop
p?lwl € AN O, then ¢ =g ¢’. Here the rule r will
move the SM-DPN process from the control point
p to the control point p’, pops Y from the stack,
pushes w' into the stack and creates a new process
on the control point py, with w; as stack content,
0, as the initial phase and maintains the current
phase (0) untouched.

We define =g as the transitive reflexive closure
of =g. If a configuration ¢’ is reachable from ¢y in i
steps by applying =« i times, we write cg :>£K c.

We denote the set of immediate predecessors
(resp. successors) of a configuration ¢ as Preg(c) =
{c1 € Confg : c; =4 ¢} (resp. Postg(c) = {c| €
Confy : ¢ =% c1}). Let Prej(resp. Posty,) denote
the reflexive transitive closure of Preg (resp. Postsy).
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These notations can be generalized to sets of configu-
rations in the obvious ways. We omit the subscript R
if clear from the context.

S MODELING SELF MODIFYING
CONCURRENT CODE WITH
SM-DPN

To perform binary code analysis, we need a proper in-
termediate representation that can be easily converted
to SM-DPN. For this purpose, we use CFGs (Control
Flow Graphs) automatically extracted from the binary
code. Then, extracting a SM-DPN from a binary pro-
gram is segmented to three main steps:

1. Generating the Assembly Code: Firstly, we dis-
assemble the binary code with a proper tool that
reverses engineer the executed binary code to as-
sembly instructions. For example, 83 8 00 will
be converted to Cmp eax,0x0.

2. Converting the Extracted Assembly Code to a
CFG: Secondly, the previous step will provide us
with a list of assembly instructions alongside their
memory addresses, from here we can easily ex-
tract an abstracted version of the code in the form
of a control flow graph.

3. Parsing the CFG to SM-DPN rules: Lastly, we
will convert the extracted CFG to a SM-DPN that
models dynamic process creation and self modi-
fying instructions. We suppose we are given an
oracle that computes the values (or their approxi-
mations) of the different registers at different con-
trol points of the program. Let I" be the set of all
memory adresses and register values of the pro-
gram. There are four possible cases depending on
the CFG instructions:

¢ If the CFG instruction is of the form

push
ni —B> ny

it will be converted to SM-DPN rules of the
form

nyy — mfy
forevery yin T
e If the CFG instruction is of the form

ni LPB) ny
it will be converted to SM-DPN rules of the
form

n P < me

* If the CFG instruction is of the form

call f

np ——ny
it will be converted to SM-DPN rules of the
form

nyY — ngnyy
for every vy in I', where ny is the entry point of
the procedure f.

* If the CFG instruction is of the form

call CreateProcess

where CreateProcess is a function that creates
a new process, then it will be converted to SM-
DPN rules of the form

noY — n1 yY> powo

for every y in I', where py is the entry point
of the created process and wy is its initial stack
content.

« If the CFG instruction is of the form

movm,l
ng———np
where m is an executable code address, then
this is a self modifying code instruction. This
instruction will be converted to SM-DPN rules
of the form

1,72
ny ——np

where r is the rule that corresponds to the in-

. . . 1)
struction being modified by n; LN ny, and

ry is the rule corresponding to the new instruc-
tion that replaces the first one.

6 SM-DPN BACKWARD
REACHABILITY ANALYSIS

It has been shown in (Messahel and Touili, 2024) that
if a regular set of global configurations can be rep-
resented by a special kind of finite automata, then it
is possible to effectively compute a finite automaton
that represents the set of all backward reachable con-
figurations. We recall in this section the results of
(Messahel and Touili, 2024) concerning the backward
reachability analysis of SM-DPNs.

Let R = (P,T',A,A.) be a SM-DPN. To finitely
represent a regular infinite set of SM-DPN config-
urations, we use a special kind of automata: a R-
automaton (Messahel and Touili, 2024) is a tuple
A= (S8,Q,T,s°, F) with the following conditions :

1. Q= (P x24YA)UT, is the automaton alphabet.

179



ICISSP 2025 - 11th International Conference on Information Systems Security and Privacy

2. S is a finite set containing the automaton states
partitioned into two subsets S, and S s.t S =
S.US;, S NS =0 and for every s € S, and every
p? such that p € P, ® C AUA,, there is a unique
state called s o € Ss.

3. There is a relation 7" C S x I x (S5\{s,0 : 5 €
Se, P EP,O CAUA})US; x {e} x S, such that
T=T'U{(s,p%s,0):5€S, peP, 0 CAUA}.

4. 0 € S, is the initial state.

5. F C S is the set of final states .

Note that condition (3) implies the following
properties:
* Foreach pe PO C AUA., s €S, s is the only
predecessor of s,0.
e States s in S, do not have I'-transitions.
* Only e-moves from states in S; lead to states in S,.
* States s in Sy do not have p-successors, for p € P
For yeTU{e} and s,s' € S, if (s,7,5) € T we
write § —Y—>T s’. This notation can be extended in the
obvious manner to sequences of symbols as follows :
VseS, s —srsand Vs,s €S, VyeTU{e}, Yw e

I* s Y—W>T s" iff Is” € S such that s L>T s r s,

We will remove the subscript 7 if it is understood in

the context.

Intuitively, the conditions above make sure

that every path in the R-automaton is the con-
60
P
LU
Po

catenation of paths of the form s°

61 )
Py 1 wi 128 W
— Sy — q1-..8" = 5"y —
P P
0 .1 n 0 1
such that s°,s'...s" € S, speo,s o, ---Se, €

€
qO—>Sl

S5y 40,91 ---qn € S5, Po,P1---Pn € P, 00,01...0, C
AUA:, wo,wy...w, €T,

A configuration pgowo p?‘ Wi... pg" wy, is accepted
by an automaton A if there exists a path of the form

80 91 )
Py wo € P wi i
50 —>s090 =2 g0 —> 5! —>slel —q...5" =
Py Py

"6, 25 g such that g, € F. We denote by L(A) the
i : .

set of configurations accepted by A.
It was shown in (Messahel and Touili, 2024) that :

Theorem 6.1. Let R = (P,I',A,A.) be a SM-DPN and
A=(8,Q,T,s°,F) be an R-automaton. We can build
a finite automaton A, = (8,2, T',s°,F) such that
L(Aprer) = pre*(L(A)).
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7 CASE OF STUDY: A REAL
EXAMPLE

In order to observe the workflow of a binary analysis
using SM-DPN modeling and reachability analysis,
let us consider an assembly code extracted from a bi-
nary file infected by a concurrent self modifying vari-
ation of the BadRabbit ransomware, which is a notori-
ous malware that performs a drive-by attack to install
itself through fake adobe flash installer or updates,
encrypts all data and uses EternalRomance exploit
to spread within the corporate network (Perekalin,
2017). The binary is obtained from MalwareCollec-
tion github repo (Enderman, 2022). We explain step
by step the process of reverse engineering the binary
”BadRabbit.exe”, then modeling it with a SM-DPN,
to finally apply the Pre* algorithm of (Messahel and
Touili, 2024) to perform a reachability analysis where
the malicious part starts from the address n_7.

7.1 Reverse Engineering

We use radare2 (Studer et al., 2023) to decompile the
binary and retrieve its assembly code showed in List-

ing 2, where n_0, n_1, ..., n_i are memory addresses.

| Address Assembly

2

3n_-0 Push 0x10

4n-1 Mov ebp, OxIff

5n-2 Mov [n_-12], O0xffd6 ; change
instruction stored in n_12

6n-3 Nop

7n-4 Push eax

gn_5 Mov [var_1250h], O

9n_6 jmp n_2

10n-7 LEA EDX,[0 xfffff9e4 ]

11n_8 PUSH EDX

12n.9 MOV [local_12b01],0x44

13n-10 CALL CreateProcessW; create new

process

Listing 2: BadRabbit snippet ASM code.

7.2 Translating the Binary Code to an
SM-DPN

To model the assembly code of the BadRabbit mal-
ware with a SM-DPN, we loop over the instructions
and convert each instruction to a SM-DPN rule as de-
scribed below. In order to convert some instructions,
we need to resolve its registers values. To this end,
we set up three levels of precision:

1. using Radare2 (Studer et al., 2023) built-in. This
is the fastest method but it can only resolve the IP
register.

2. using Angr (Shoshitaishvili et al., 2016) Sym-
bolic execution. This performs a symbolic exe-
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cution without actually running the program and
can track register values in most of the cases, but
it is costly in terms of time and memory consump-
tion because it is based on exploring all possible
logical branches.

3. by running the program in an isolated mode with a
debugger. This is the best method in terms of time
and memory consumption, but it is tricky if the
program depends on a variety of external inputs.

Following the rules that translate an assembly
code to a SM-DPN described in section 5, we trans-
late each instruction to SM-DPN rules as follows,
where po,p1,...,p; represent the SM-DPN control
points according to the addresses n_0, n_1, ..., n_i, re-
spectively, such that pg is the program control point
at the address n.0. Let I' be the set of all memory
adresses and register values of the program. The in-
structions of the program are translated to SM-DPN
rules as follows:

* push 0x10 : since this is a push instruction, we
move from control point pg to control point p; and
we push 0x10 to the stack. Thus, this instruction
can be modelled by these SM-DPN rules: pgy —
p1 0x10y for every ye T

* mov ebp, Ox1ff : a non self modifying mov in-
struction does not change the content of the stack
and moves the SM-DPN from control point p; to
control point p; resulting in rules p;y < p2 7V,
forevery yeI'.

* mov [n_12], 0xffd6 : a self modifying mov in-
struction does not change the content of the stack,
moves the SM-DPN from control point p; to con-
trol point p3 and replaces an instruction repre-
sented by a rule, say #/, by another instruction
represented by a rule, say r”, resulting in the SM-

] 30
DPN rule: p; M p3.

* Nop : this instruction moves the SM-DPN from
control point p3 to control point p4 resulting in
rules p3 Y < ps 7, forevery yeI.

* push eax : a push instruction moves from con-
trol point p4 to control point ps and pushes the
value of eax to the stack. Thus, this instruc-
tion is translated to the following SM-DPN rules:
pa Y — pseaxy, forevery ye I

* mov [var_1250h], O : a non self modifying mov in-
struction does not change the content of the stack
and moves the SM-DPN from control point ps to
control point pg, resulting in the SM-DPN rules
psY — peY, forevery ye I

e jmp n_2 : The jmp instruction does not change
the stack content and moves the SM-DPN from

control point pg to control point p, resulting in
the SM-DPN rules: pgy — p2Y, forevery ye I

e push edx : a push instruction moves the SM-
DPN from control point pg to control point pg
and pushes edx to the stack. Thus, this instruc-
tion can be translated to the following SM-DPN
rules: pgYy— poedxy, for every yeI.

* mov [local_12b0],0x44 : a non self modifying
mov instruction does not change the stack content
and moves the SM-DPN from the control point
P9 to control point pyg resulting in the SM-DPN
rules: pgy— pio Y, forevery yeT.

* call CreateProcessW : a thread creation instruc-
tion moves the SM-DPN from control point p1g to
control point p;1, while launching a new thread.
Suppose, the function CreateProcessW creates a
new process having sg as entry control point and
wo as stack content, then, this instruction is trans-
lated to the following SM-DPN rules: pjp Yy —
P11 Y>so wo, forevery ye I

7.3 The BadRabbit Reachability
Analysis

Once we get the above SM-DPN model, we are ready
to apply the backward reachability results of Theo-
rem 6.1 to analyse the above program. These tech-
niques, that were implemented in a tool to analyze
SM-DPNs, have found that the program entry point
(n_0) is in the pre* of the malicious entry point (n_7),
which means that the program is infected.

8 CONCLUSION

In this paper, we tackle the analysis problem of multi-
threaded parallel programs that contain self modify-
ing code, i.e., code that can modify itself during the
execution time. Malware use heavily this kind of self-
modifying code in order to get obfuscated so that they
cannot be detected by anti-viruses. To model such
programs, we use a new model called Self Modify-
ing Dynamic Pushdown Network (SM-DPN). A SM-
DPN is a network of Self-Modifying Pushdown Sys-
tems, i.e., Pushdown Systems that can modify their
instructions on the fly during execution. To anal-
yse self modifying concurrent programs, we perform
reachability analysis of SM-DPNs. We successfully
apply our approach to represent and analyse a multi-
threaded self modifying code infected with a mal-
ware.
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