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Abstract: Context: Cybersecurity is increasingly critical for public institutions, particularly as digital transformations
expose them to a wide range of cybersecurity risks. Managing these risks effectively requires a structured
approach that aligns with recognized standards and frameworks. Methods: This study presents the process of
cybersecurity risk management within a Brazilian public agency, utilizing the cybersecurity incident detection
controls proposed by the NIST Cybersecurity Framework (NIST-CSF). To assess and prioritize these controls,
the Analytic Hierarchy Process (AHP) was applied as a multicriteria decision-making method. Expert judg-
ments were collected and integrated into the AHP model to determine the relative importance of each control.
Results: The application of the AHP method resulted in a prioritized list of cybersecurity controls. This list
outlines the sequence in which controls should be implemented, enabling decision-makers to direct resources
effectively and make informed choices in mitigating cybersecurity risks. Conclusion: The findings underscore
the value of adopting multicriteria methods like AHP in cybersecurity risk management. This paper con-
tributes to the literature by encouraging the use of such methods as best practices for improving cybersecurity
risk assessment and management in public sector organizations.

1 INTRODUCTION

Technology has played a critical role in the daily lives
of citizens and public services. It has facilitated and
provided increasingly efficient services to the pop-
ulation. Moreover, technological evolution assumes
great importance in achieving the strategic objectives
of public agencies (Alves et al., 2023). However,
along with the benefits brought by the use of tech-
nology, new risk factors also emerge (Canedo et al.,
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2021), among them, cybersecurity risk (Moreira et al.,
2021).

Brazil has faced growing cyberattacks, with ap-
proximately 357,422 attacks reported in the second
half of 2023 (CNN Brasil, 2023). A significant exam-
ple of a cyberattack and data breach in the public sec-
tor occurred with the ConecteSUS Platform, the offi-
cial application of the Ministry of Health. The plat-
form was targeted in an invasion and hacked, result-
ing in its temporary shutdown. Approximately 50 ter-
abytes of personal data were compromised, with some
data being withheld and others altered in the system
(Divino and Campos, 2024).

To improve the efficiency and effectiveness of
public agencies, the Brazilian government created
the Privacy and Information Security Program (PPSI)
(BRASIL, 2023). The PPSI establishes privacy and
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information security controls to support best prac-
tices in mitigating cyberattacks and managing risks
(BRASIL, 2023).

However, managing cybersecurity risks is no triv-
ial task. Good risk management involves a well-
defined process for assessing an institution’s cyber-
security controls. Available security frameworks in-
volve many controls that need to be assessed and
prioritized (Moreira et al., 2021). For example, the
Cybersecurity Framework (CSF) from the National
Institute of Standards and Technology includes 108
subcategories of cybersecurity, while ISO 27.001 in-
cludes 93 controls to be assessed and prioritized
(NIST, 2018), (ISO/IEC, 2022).

Given this situation, information security man-
agers face the problem of prioritizing security con-
trols for risk management. ISO 31010 (ISO/IEC,
2018) presents several risk assessment and prioritiza-
tion tools, which can help managers deal with the pri-
oritization of security controls and risk management
in their daily activities (ISO/IEC, 2018).

Among the tools proposed by ISO 31010
(ISO/IEC, 2018) are MCDM – Multi-Criteria De-
cision Methods. These methods are known to as-
sist in decision-making processes and can produce a
ranking of alternatives based on the selected criteria
(ISO/IEC, 2019). One of the most widely used meth-
ods in the literature is the Analytic Hierarchy Process
(AHP), which uses mathematical calculations to gen-
erate the final result (Saaty, 1980).

In this research, we applied the AHP multicriteria
method within a federal public administration agency
(APF), utilizing the Cybersecurity Framework (CSF)
as a guide to prioritize the controls to be adopted. Due
to confidentiality concerns surrounding the agency,
we created a hypothetical scenario as the focus for the
practical case study.

The study produced several findings, two of which
we highlight here: 1) We evaluated the application of
the AHP in the risk management process, ensuring
that all its principles were addressed. 2) We analyzed
and discussed the decisions made by managers and
cybersecurity risk specialists, emphasizing the major
concerns faced by professionals in this field today.

This study contributes to the existing literature by
demonstrating the practical application of AHP in the
context of cybersecurity risk management within pub-
lic institutions, providing valuable insights into the
decision-making process of risk prioritization. The
study also discusses the main cybersecurity detection
controls that should be prioritized by information se-
curity managers in the Brazilian public sector.

This paper is divided as follows: Section 2 con-
tains the Related Work and the Background of the re-

search, in which the similarities and differences in re-
lation to the work in question will be presented and
the concepts used to solve the problem in question
are discussed; Section 3 will present the Study Set-
tings; Section 4 will present the results obtained from
solving this problem; Finally, section 5 discusses the
conclusions of this study.

2 BACKGROUND AND RELATED
WORK

2.1 Risk Management

The risk management process should be an interac-
tive activity that supports organizations in developing
strategies to achieve their objectives and in decision-
making (ISO/IEC, 2018). This process is part of gov-
ernance and leadership and should involve all organi-
zational activities, including all stakeholders (Moreira
et al., 2021). Furthermore, one of the objectives of a
well-implemented Risk Management is the creation
and protection of value, improved performance, en-
couragement of innovation, and support in achieving
organizational goals (Canedo et al., 2021).

When it comes to cybersecurity risks, it is no dif-
ferent. This category of risks is crucial for the orga-
nization’s objectives, considering that the impact of
such failures on the business can lead to severe conse-
quences, especially for organizations with high strate-
gic dependence on ICT (Canedo et al., 2021).

To efficiently manage risks, it is essential to first
establish the context and then proceed with the risk
assessment process. The result of this process is then
evaluated to verify whether the obtained information
is adequate to define the necessary actions to reduce
the risk to an acceptable level (ISO/IEC, 2018). A
well-designed risk management process should in-
volve eight principles (ISO/IEC, 2018):

• Integrated. Risk management should involve all
parts of the organization.

• Structured and Comprehensive. The risk man-
agement process should be approached in a struc-
tured manner, contributing to consistent and com-
parable results.

• Customized. Risk management should be tai-
lored to adjust to external and internal contexts
and the organization’s objectives.

• Inclusive. The risk management process should
involve all stakeholders, ensuring that different
viewpoints and perceptions are considered.
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• Dynamic. New risks may arise, change, or dis-
appear as the organization’s external and internal
contexts evolve; therefore, the risk management
process must be dynamic.

• Best Available Information. The data entry pro-
cess should be clear, based on both past and future
considerations, and should account for limitations
and uncertainties. All information should be clear
and available to stakeholders.

• Human and Cultural Factors. This principle
must be considered, as it directly influences all
risks at every strategic level.

• Continuous Improvement. The risk manage-
ment process should be continuously improved
and reviewed based on the learning and experi-
ences gained.

2.2 Analytic Hierarchy Process

One way to support the risk management process and
decision-making is to use a Multi-Criteria Decision
Making (MCDM). These methods aim to generate a
preference ranking among the available options (Mor-
eira et al., 2021). They use a matrix of options and
criteria, rated based on a score for each option, ide-
ally aligning with the risk management process rec-
ommended by ISO 31.000 (ISO/IEC, 2018).

The main objective is to establish a preference or-
der among the available options. This involves an
analysis that consists of constructing a matrix com-
posed of options and criteria. These criteria are evalu-
ated and ranked, and subsequently aggregated to gen-
erate a final score for each option (ISO/IEC, 2019).

(ISO/IEC, 2019) states that when applying an
MCDA, the risk management process is followed,
considering the steps: Risk Identification, Risk Anal-
ysis, and Risk Evaluation. It is classified as ”Appli-
cable” for the Risk Identification and Risk Evaluation
phases. Regarding the Risk Evaluation phase, from
the perspective of Consequences and Risk Levels,
MCDA is considered ”Strongly Applicable,” while
from the perspective of ”Probability,” it is deemed
”Applicable.”

The Analytic Hierarchy Process (AHP) is a multi-
criteria decision-making method derived from the
American school, where the main objective is the pre-
cision of calculations and the result, producing a pri-
ority list of the alternatives being evaluated (Saaty,
1980). This method fits perfectly into the risk man-
agement process. The AHP has seven phases, as pre-
sented in Figure. 1 :

1. Problem Identification. In this phase, it is neces-
sary to identify the problem, understand it, as well

Analytic Hierarchy Process - Steps

1 Problem Identification

2 Hierarchical Structure

3 Pairwise Matrix

4 Eigenvector normalization

5 Repeat step 3 and 4 for subcriteria

6 Consistency Ratio

7 Rank

Figure 1: Steps of the Analytic Hierarchy Process (AHP).

as identify the real needs for its solution.

2. Hierarchical Structure. In this phase, the prob-
lem must be understood and transformed into a
hierarchical tree. This tree should contain the cri-
teria and alternatives to be judged, as indicated by
the method’s creator (Saaty, 1980).

3. Pairwise Matrix. This phase involves the evalu-
ation and judgment of specialists involved in the
decision-making process. The evaluation is con-
ducted in a paired manner, where one alternative
is evaluated against another concerning a specific
criterion, using a scale proposed by the author
(Saaty, 1980). Table 1 illustrates Saaty’s scale.

4. Eigenvector Normalization. In this phase, the
method normalizes the calculation vectors to en-
able the calculation of the consistency index,
which will be done in phase 6.

5. Repeat Step 3 and 4 for Subcriteria. In this
phase, steps 3 and 4 should be repeated for all al-
ternatives and subcriteria concerning the criteria
until all possible judgments within the hierarchi-
cal structure are completed (Siregar et al., 2024).

6. Consistency Ratio. In this phase, the consis-
tency index is calculated. This index can indicate
whether the judgments provided by the experts
are meaningful and consistent. This is possible
thanks to the pairwise comparison system using
Saaty’s scale. The index is calculated after the ex-
perts complete their evaluation of the alternatives
against a criterion. If the consistency index ex-
ceeds 10
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Table 1: Saaty’s Scale. (Saaty, 1980).

Numerical
Scale

Conceptual
Scale

Description

1 Equal The two elements con-
tribute equally to the
criterion

3 Moderate The compared element
is slightly more impor-
tant than the other

5 Strong Experience and judg-
ment strongly favor the
element over the other

7 Very
Strong

The compared element
is much stronger than
the other, and such im-
portance can be ob-
served in practice

9 Absolute The compared element
presents the highest
possible level of evi-
dence in its favor

2,4,6,8 Intermediate
values

When the evaluator has
difficulty choosing be-
tween two levels of un-
derlying importance

7. Rank. Finally, the method globally calculates the
priority list, providing the contribution each ele-
ment has concerning the objective. The AHP uses
matrix calculations to obtain this result (Saaty,
1980).

Some software tools implement this process and
facilitate the application of AHP. To address this prob-
lem, the Super Decision software was used to imple-
ment the project. This software, which implements
the AHP method, was developed by the team of the
method’s creator, Thomas Saaty. Its development and
maintenance are sponsored by the Creative Decisions
Foundation. (Creative Decision Foundation, 2012).

2.3 NIST Cybersecurity Framework

The Cybersecurity Framework (CSF) is a cybersecu-
rity framework that contains 108 controls called se-
curity subcategories, which companies and organiza-
tions can adopt for their internal cybersecurity risk
management process. This guide was created in 2013
in the United States under Executive Order 13636,
titled “Improving Critical Infrastructure Cybersecu-
rity” (NIST, 2018).

Subsequently, the Cybersecurity Enhancement
Act was created in 2014, assigning NIST the role of
identifying and developing cybersecurity risk guide-
lines, encouraging critical infrastructure operators to
voluntarily adopt the guide (NIST, 2018).

This guide was designed to combat and manage
cybersecurity risks aimed at the economy, and it is

also based on the business and organizational needs
of companies. It has no regulatory nature for orga-
nizations. It provides guidance for organizations to
incorporate cybersecurity risk management processes
as part of the organization’s overall risk management
process (NIST, 2018).

The framework assists critical infrastructure man-
agers in developing cybersecurity risk guidelines for
their companies. Critical infrastructure refers to es-
sential systems and assets whose disruption could
cause severe impacts on economic security, health,
and public safety. The CSF follows a tree structure,
where the first level consists of functions, the second
contains categories, the third includes subcategories
representing cybersecurity controls, and the fourth
comprises the references from which these controls
were derived (NIST, 2018). The figure 2 illustrates
the tree structure of the CSF for the Detect function.

The Detect function was utilized in this study. Its
controls aim to develop and implement guidelines to
identify the occurrence of cybersecurity events. This
function includes the following categories: Anoma-
lies and Events (DE.AE), Security Continuous Mon-
itoring (DE.CM), and Detection Processes (DE.DP).
Each category comprises specific activities relevant to
cybersecurity detection.

In addition to the Detect function, the CSF in-
cludes other important functions that were not utilized
in this paper. The controls of the Identify function are
associated with the organizational understanding re-
quired to manage security risks. This function focuses
on identifying systems, people, assets, and resources.
The Protect function is responsible for developing and
implementing the necessary protections to ensure the
continued operation of services, aiming to limit cyber-
security incidents. The Respond function implements
activities to take appropriate actions when a cyberse-
curity incident is detected. Finally, the Recover func-
tion aims to carry out activities and maintain plans to
restore services that became inoperative due to a cy-
bersecurity incident.

2.4 Related Work

There are some works in the literature that have used
multicriteria methods to support risk management.
(Brigido et al., 2022) used the AHP multicriteria
method together with the Technique for Order of Pref-
erence by Similarity to Ideal Solution (TOPSIS) to
create a risk mitigation model for the allocation of
human resources in a law firm. The authors argued
that AHP can validate human criteria judgments while
TOPSIS prioritizes alternatives through risk similarity
(Brigido et al., 2022).
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DETECT

Anomalies and
Events (DE.AE)

Security Contin-
uous Monitoring
(DE.CM)

Detection Pro-
cesses (DE.DP)

DE.AE-1: A base-
line of network
operations and ex-
pected data flows
for users and sys-
tems is established
and managed

DE.AE-2: De-
tected events are
analyzed to under-
stand attack targets
and methods

DE.AE-3: Event
data are collected
and correlated
from multiple
sources and sen-
sors

DE.AE-4: Impact
of events is deter-
mined

DE.AE-5: Incident
alert thresholds are
established

DE.CM-1: The
network is mon-
itored to detect
potential cyberse-
curity events

DE.CM-2: The
physical environ-
ment is monitored
to detect poten-
tial cybersecurity
events

DE.CM-3: Per-
sonnel activity is
monitored to de-
tect potential cy-
bersecurity events

DE.CM-4: Mali-
cious code is de-
tected

DE.CM-5: Unau-
thorized mobile
code is detected

DE.CM-6: Ex-
ternal service
provider activity
is monitored to
detect potential cy-
bersecurity events

DE.CM-7: Mon-
itoring for unau-
thorized personnel,
connections, de-
vices, and software
is performed

DE.CM-8: Vulner-
ability scans are
performed

DE.DP-1: Roles
and responsibilities
for detection are
well defined to en-
sure accountability

DE.DP-2: De-
tection activities
comply with all
applicable require-
ments

DE.DP-3: Detec-
tion processes are
tested

DE.DP-4: Event
detection informa-
tion is communi-
cated

DE.DP-5: Detec-
tion processes are
continuously im-
proved

Figure 2: Hierarchical structure of the DETECT framework
showing the three main categories.

(Ru et al., 2016) evaluated the influence of cy-
berattacks on the Electric Cyber-Physical System
(ECPS). The authors created a model to perform a
quantitative risk assessment, using AHP to model the
problem as well as to quantify the impact of the attack
on the ECPS. The authors conducted a practical case
study, and the results indicated that applying the pro-
posed method can support organizations in assessing
risks in ECPS systems.

(Bitton et al., 2021) conducted an analysis of the
threats to a Machine Learning (ML) system using
AHP. As a reference, the authors used the NIST threat
ontological model. Thus, the NIST model was used
to assess the security risks of enterprise networks and

ML-based systems. AHP was used to classify var-
ious attributes of cyberattacks through the judgment
of security experts. As a result, the authors supported
practitioners in the field of information security with a
methodological and practical tool to assist in the exe-
cution of the cybersecurity risk quantification process
in production systems using ML (Bitton et al., 2021).

(Moreira et al., 2021) used the Constructivist Mul-
ticriteria Decision Support Methodology (MCDA-C)
to develop a cybersecurity risk assessment plan for
a financial bank. The authors used the cybersecu-
rity controls from the CSF as a reference. The con-
trols were assessed, and unlike AHP, which produces
a list of priorities, MCDA-C demonstrated the perfor-
mance point of each cybersecurity control when com-
pared to the points of maximization and minimization
of each one. Through this approach, the authors con-
tributed to a better understanding of risk management,
using MCDA-C as a good practice in risk manage-
ment (Moreira et al., 2021).

Multicriteria methods have been used to manage
risks in various fields of knowledge, such as in the
management of human resource allocation risks and
in cybersecurity risk management. Unlike previous
works, this study uses AHP with the CSF controls,
aiming to support organizational managers in creating
the risk management plan and developing a priority
list of controls to be implemented to help risk man-
agers mitigate cybersecurity risks. Thus, this work
proposes a practical approach, using AHP based on
the structure of the controls proposed by the CSF to
improve the process of cybersecurity risk manage-
ment.

This paper stands out for its innovative applica-
tion of multicriteria methods in cybersecurity risk
management, using CSF controls combined with the
AHP method. Unlike previous studies that focused
on areas such as human resource allocation multicri-
teria methods to support risk management. (Brigido
et al., 2022), electric cyber-physical systems (Ru
et al., 2016), and machine learning-based systems
(Bitton et al., 2021), this work adopts a broad and
practical approach, applicable to various organiza-
tions. Furthermore, in contrast to the MCDA-C-based
approach used by (Moreira et al., 2021), which as-
sessed the performance of cybersecurity controls in a
financial bank, this study employs AHP to generate a
prioritized list of CSF controls, facilitating decision-
making and resource allocation. This unique integra-
tion of AHP with CSF controls provides a practical
and structured tool for organizational managers, en-
abling efficient risk mitigation aligned with the cur-
rent needs of cybersecurity.
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3 STUDY SETTINGS

This research has an applied nature as it evaluates and
prioritizes cybersecurity controls for an organization,
a bank of the Brazilian Government. Based on this
evaluation, the bank will identify gaps in its infor-
mation security management process and will define
measures to mitigate them.

Regarding data collection, it can be characterized
as primary and secondary. The primary is justified as
data was collected, raised, and analyzed through the
judgment of decision-makers concerning the evalua-
tion of cybersecurity controls. The secondary is jus-
tified as the cybersecurity controls were derived from
the CSF along with its structure to be evaluated by the
judges (NIST, 2018).

The work has a dual approach in terms of its
methodology. It has quantitative characteristics con-
sidering the mathematical model with matrix calcu-
lations and consistency index used by AHP (Saaty,
1980). It also has a qualitative approach by utilizing
the structure of Detection from the CSF being evalu-
ated under the light of Saaty’s scale, which has quali-
tative degrees of assessment.

The research presents itself in a mixed manner due
to the phases of AHP application. The first phase
is considered inductive because it adopted the struc-
ture and controls of the Detect function from the CSF
(NIST, 2018). As the main concern of decision-
makers is the processes for detecting cybersecurity in-
cidents, the subcategories of the Detect function from
the CSF were used. The second phase has a deductive
character due to the paired judgments of each con-
trol concerning a criterion using Saaty’s scale (Saaty,
1980). Finally, the phase of evaluating the cyberse-
curity controls presented itself inductively as it was
based on the priority list of controls generated by
AHP (Saaty, 1980).

In this paper, the structure of the Detect function
from the CSF was used so that it could later be judged
by decision-makers. As a result, a prioritized list of
cybersecurity controls was generated, assisting in the
creation of a cybersecurity risk assessment plan that
complies with all risk management principles.

As the final priorities of the alternatives demon-
strate a strong dependence on the weights assigned
to the main criteria, small variations in the relative
weights can result in significant changes in the final
ranking, given that these weights are often derived
from subjective judgments (Chang et al., 2007). Thus,
it was essential to test the robustness of the priority list
and the choices of experts by performing a sensitivity
analysis against different weight assignments to the
categories.

4 RESULTS

In this section, the results obtained through the
evaluation of the cybersecurity controls contained
in the CSF using AHP will be described. First,
three research participants were selected, who are the
decision-makers. These individuals hold representa-
tive positions in their respective areas within the orga-
nization, whose roles can be cited as shown in Table
2 :

The selection of a diverse profile among the
judges was intentional, addressing human and cul-
tural factors, integration, and inclusion, principles ad-
dressed by risk management. These specialists were
chosen because they hold power and influence in the
company’s decision-making process.

Next, the controls from the Detect function of the
CSF were selected, which, as required by the AHP ap-
plication, already has a predefined tree structure. This
structure is important because it addresses the prin-
ciples of a comprehensive, customized, and dynamic
framework outlined in the risk management process
contained in ISO 31.000. In Figure 2, the structure
is characterized such that the first level represents the
main node, which is the Detect function of the CSF.
The second level contains the categories that will be
evaluated by AHP. The third level consists of the ac-
tual cybersecurity controls, which will be evaluated,
prioritized, and where decision-makers or specialists
should focus their efforts to implement risk mitigation
solutions.

In the next phase, a brainstorming session was
conducted with the specialists where the cybersecu-
rity controls of the CSF were evaluated. For the eval-
uation, the Saaty scale, proposed by the method it-
self, was used. During this evaluation, each cate-
gory/subcategory was subjected to a pairwise compar-
ison with another category/subcategory. The question
asked for the evaluation was as follows: In terms of
importance criteria, how much could subcategory X
contribute to the institution compared to category Y?

Table 3 presents the evaluation performed by spe-
cialists using the Saaty scale for the categories of the
Detect function. For example, the category DE.CM
- Security Continuous Monitoring received a score of
5, indicating strong importance compared to DE.AE -
Anomalies and Events, predominantly shown in red.
Scores of 1, in black, indicate categories considered
”Equal” by specialists. The consistency index was
5%, below the 10% recommended by the method.
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Table 2: Demographics Information of the Participants.

ID Age group Highest Degree Experience Current Occupation Team Size

(in years old) (in years) (people number)

P1 41-50 Postgraduate 15-20 Senior IT Development Analyst <= 10

P2 31-40 Postgraduate 8-15 Senior IT Infrastructure Analyst <= 10

P3 31-40 Postgraduate 8-15 IT Integration Manager <= 10

Table 3: Judgment of the Categories of the Detect Function.

Controls DE.AE DE.CM DE.DP
DE.AE X 5 2
DE.CM X X 5
DE.DP X X X

The results of the judgment of the categories, with
DE.CM receiving 71%, DE.AE 18%, and DE.DP
11%, indicate that DE.CM (Security Continuous
Monitoring) was considered the most critical priority
for detecting cybersecurity threats. This focus on con-
tinuous monitoring reflects the importance of quickly
detecting anomalous behaviors and malicious activi-
ties, ensuring a swift response to threats.

The DE.AE (Anomalies and Events) category,
with a lower weight, is still relevant, highlighting the
need to detect and respond to cybersecurity events.
Meanwhile, DE.DP (Detection Processes), with 11%,
although less prioritized, suggests that detection pro-
cesses are in place and considered important but less
critical than continuous monitoring and anomaly de-
tection. When comparing the results obtained in this
study with (Moreira et al., 2021) paper a similarity in
findings is observed.

The Figure 3 illustrates the results of the experts
evaluation of the categories using the AHP method.

0 20 40 60 80 100

DE.DP

DE.AE

DE.CM

11

18

71

Figure 3: Detection - Categories.

Table 4 shows the evaluation performed by the
specialists regarding the controls of Category 1:
Anomalies and Incidents. The evaluation achieved a
consistency index of 7.38%, which remained below
the 10% threshold as indicated by Saaty.

Table 4: Table showing the judgment of specialists regard-
ing the Anomalies and Events Subcategory (DE.AE).

Subcategories DE.AE-
1

DE.AE-
2

DE.AE-
3

DE.AE-
4

DE.AE-
5

DE.AE-1 X 1 2 2 3

DE.AE-2 X X 1 4 7

DE.AE-3 X X X 2 5

DE.AE-4 X X X X 4

DE.AE-5 X X X X X

The results presented under the Anomalies and
Events criterion highlight DE.AE-2 as the highest
priority, with 34 points, followed by DE.AE-3 with
28 points, DE.AE-4 with 17 points, DE.AE-1 with
16 points, and DE.AE-5 with 5 points. These val-
ues demonstrate a clear emphasis on the detection of
anomalous behaviors and critical incidents.

These results suggest that proactive anomaly de-
tection and event correlation are essential components
of the organization’s cybersecurity strategy, as shown
in the Figure 4.

0 20 40 60 80 100

DE.AE-5

DE.AE-1

DE.AE-4

DE.AE-3

DE.AE-2

5

16

17

28

34

Figure 4: DE.AE - Anomalies and Events - Subcategories.

When comparing the results obtained in this study
with those of other papers, a similarity in findings is
observed. (Moreira et al., 2021) study presents the
following order for the categories: DE.AE-2, DE.AE-
1, DE.AE-3, DE.AE-4, and DE.AE-5. The common
result highlights the concern for the DE.AE-2 subcat-
egory, reinforcing the necessity and priority of detect-
ing events to understand attack methods. However, it
is evident that the DE.AE-5 subcategory is not con-
sidered significant by managers.
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Table 5: Table containing the experts’ evaluation regarding the Subcategory of Security Continuous Monitoring (DE.CM).

Controles DE.CM-
1

DE.CM-
2

DE.CM-
3

DE.CM-
4

DE.CM-
5

DE.CM-
6

DE.CM-
7

DE.CM-
8

DE.CM-1 X 5 2 3 3 3 5 1
DE.CM-2 X X 3 5 5 2 2 6
DE.CM-3 X X X 4 4 1 1 5
DE.CM-4 X X X X 1 5 5 1
DE.CM-5 X X X X X 5 5 1
DE.CM-6 X X X X X X 1 5
DE.CM-7 X X X X X X X 5
DE.CM-8 X X X X X X X X

Regarding the evaluation of the other subcate-
gories, differences are observed in the obtained prior-
ity order and their relative importance. These differ-
ences can be attributed to variations in judgments dur-
ing the application process and the application pro-
tocols of MCDA-C compared to AHP. In MCDA-C,
weights are determined through percentages agreed
upon during a brainstorming session with decision-
makers (Moreira et al., 2021), while in AHP, weights
are derived using the Saaty scale, which, after appli-
cation, generates percentage weights while ensuring
a consistency index for the judgments (Saaty, 1980).
Regarding the subcategories of the DE.CM - Security
Continuous Monitoring category, the specialists per-
formed the evaluation, as shown in Table 5. The eval-
uation achieved a consistency index of 2.738%, also
below the 10% threshold as indicated by the method.

The evaluation result of the DE.CM - Security
Continuous Monitoring category highlighted the sub-
categories DE.CM-4: Malicious code is detected and
DE.CM-5: Unauthorized mobile code is detected as
the most important and critical within this category.
Figure 5 illustrates this scenario.
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Figure 5: DE.CM - Security Continuous Monitoring - Sub-
categories.

When comparing the results obtained with those
of other studies, a strong similarity is observed. (Mor-
eira et al., 2021) presents the following priority order
for the subcategories: DE.CM-5, DE.CM-4, DE.CM-
8, DE.CM-1, DE.CM-3, DE.CM-6, DE.CM-7, and

DE.CM-2. This order is almost identical to the results
obtained in this paper, as there was a tie in priorities
between DE.CM-5 and DE.CM-4. This indicates the
concern of managers regarding the detection of mali-
cious mobile code that can compromise an organiza-
tion’s outcomes.

In this scenario, it is possible to observe that in
the category with the highest weight, the order of im-
portance of the controls remained unchanged, unlike
what occurred in the previous category. This indicates
that, despite different methods of application, the re-
sults were consistent.

Table 6 illustrates the evaluation performed re-
garding the controls of the DE.DP - Detection Pro-
cesses category. The evaluation achieved a consis-
tency index of 3.096%, also below 10%.

Table 6: Table containing the experts’ judgment regarding
the Detection Processes Subcategory (DE.DP).

Controls DE.DP-1 DE.DP-2 DE.DP-3 DE.DP-4 DE.DP-5
DE.DP-1 X 4 5 2 6
DE.DP-2 X X 1 3 2
DE.DP-3 X X X 5 1
DE.DP-4 X X X X 3
DE.DP-5 X X X X X

The judgments of the controls in the DE.DP -
Detection Processes category highlighted DE.DP-1:
DE.DP-1: Roles and responsibilities for detection are
well defined to ensure accountability is communi-
cated as the most important control in this category.
Figure 6 shows this scenario.
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Figure 6: DE.DP - Detection Processes - Subcategories.

When comparing the evaluation of this study with
other works on the DE.DP category, both similarities
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and differences are observed. (Moreira et al., 2021)
presents the following order of priorities: DE.DP-1,
DE.DP-2, DE.DP-4, DE.DP-5, DE.DP-3.

This demonstrates that both the most priori-
tized subcategory, DE.DP-1, and the least important,
DE.DP-3, held similar positions. However, the re-
maining subcategories appeared in different orders.
This same phenomenon was also observed in the eval-
uation of the DE.AE category.

After completing all alternative evaluations by the
experts, the global result was obtained through the
AHP calculation, reflecting the prioritization of sub-
categories based on the assigned weights and evalu-
ated criteria. This result was then analyzed in detail,
enabling the identification of the most relevant sub-
categories within the Detect function of the CSF. The
global analysis, calculated using the AHP method,
consolidated the decisions made during the prioriti-
zation process, highlighting the critical controls that
should be implemented to strengthen the organiza-
tion’s cybersecurity.

The global scale result provided a list prioritiz-
ing the cybersecurity controls for the organization.
The list indicates which controls should be priori-
tized. Highlighted are controls DE.CM-4: Malicious
code is detected and DE.CM-5: Unauthorized mo-
bile code is detected. This suggests that the ability to
detect threats involving malicious code and unautho-
rized mobile code is a critical priority for ensuring the
early identification of potential attacks. This empha-
sis is crucial, as failures in these areas may compro-
mise system security, allowing attacks to occur with-
out timely detection.

Subsequently, the DE.CM-8 subcategory, ”Vul-
nerability scans are performed,” achieved a score of
15%. This result highlights that the detection of
known vulnerabilities and potential system flaws is
considered a critical area. The prioritization of ac-
tions aimed at conducting vulnerability scans under-
scores the importance of identifying and mitigating
weaknesses before they can be exploited, reinforcing
a proactive approach to cybersecurity.

Specifically for the categories DE.CM-1 (10%)
and DE.AE-2 (6%), which ranked fourth and fifth re-
spectively, provide important insights into their rela-
tive priorities in the context of threat detection. The
10% weight of DE.CM-1 indicates that continuous
network monitoring to detect cybersecurity events is
highly relevant, though not the top priority. This
suggests that while network monitoring is crucial for
identifying incidents, other controls, such as mali-
cious code and vulnerability detection, are considered
more critical for providing immediate defense against
specific threats.

Conversely, the fifth position of DE.AE-2, ac-
counting for 6%, highlights the importance of ana-
lyzing detected events not only to understand their
potential impacts but also to identify the specific tar-
gets and methods employed in the attack. Such in-
depth analysis is essential for the development of ef-
fective response and mitigation strategies. However,
despite its critical role, this aspect is assigned a com-
paratively lower priority within the broader detection
framework, relative to other mechanisms.

These rankings highlight that organizations may
focus more on direct defensive actions against known
or high-risk threats, while practices like network
monitoring and behavioral analysis provide crucial
support but are not the frontline of defense.

Among the controls with intermediate scores,
DE.DP-1 (5%) and DE.AE-3 (5%) stand out. The
control DE.DP-1, which addresses the definition of
roles and responsibilities to ensure accountability in
detection, indicates that the organization considers it
essential to clearly establish responsibilities, although
this is not a primary focus of action.

Similarly, DE.AE-3, related to the collection and
correlation of event data from multiple sources and
sensors, also scored 5%, reflecting the importance of
consolidating information for security event analysis.
Both controls are crucial for effective incident man-
agement, but their intermediate score suggests that the
organization has prioritized other, more critical areas,
such as the detection of malicious code.

Controls with slightly lower scores, such as
DE.CM-3 (4%), DE.CM-6 (3%), DE.CM-7 (3%),
DE.DP-4 (3%), DE.AE-4 (3%), and DE.AE-1 (3%),
also represent relevant areas. DE.CM-3, which in-
volves monitoring personnel activity, and DE.CM-
6, which concerns monitoring external service
providers’ activity, indicate that the organization ac-
knowledges the importance of overseeing human and
third-party activities, though these areas received
lower priority.

The control DE.CM-7, which relates to monitor-
ing unauthorized connections, devices, and software,
along with DE.AE-4, which determines the impact of
events, were also rated at 3%. This reflects that while
these activities are recognized, the organization may
be focusing on actions more directly related to threat
detection, such as those concerning malicious code
and vulnerabilities. Figure 7 illustrates the prioritiza-
tion of controls and provides a visual representation
of the scenario previously described.

Sensitivity analysis is essential for verifying the
robustness of the results obtained after applying the
AHP method, ensuring that security control decisions
are consistent and reliable. After obtaining the results,
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Figure 7: Scores obtained and preference order calculated
by AHP at the global level of the subcategories within the
Detect function of the NIST CSF, based on the previous
weights and judgments provided by the decision-makers.

the researchers conducted a sensitivity analysis to as-
sess how variations in the weightings of criteria could
affect the prioritization of controls. This procedure
is critical for identifying whether small changes in
decision-makers’ preferences could cause significant
impacts on the order of control prioritization, which
would indicate an excessive sensitivity in the model.

Figure 8 shows that the DE.CM subcategories be-
gin to lose relevance when their weight is reduced to
50% of the total ”Detect” function. For the DE.AE
subcategories to become predominantly prioritized,
their weight would need to reach 84%, as indicated
by the dashed line in Figure. This contrasts with the
18% obtained in the assessment, demonstrating the
consistency and reliability of the weights assigned by
the experts. This result highlights the robustness of
the analysis and the confidence in the decisions made
during the prioritization process.

Figure 9 performs the sensitivity analysis of the
weight of DE.CM - Security Continuous Monitoring
against DE.DP - Detection Processes. The analy-
sis shows a similar scenario, with a sharp decline in
the DE.CM subcategories when the weight reaches

Figure 8: Sensitivity Analysis of the Subcategories of
DE.AE - Anomalies and Events.

around 50%. For the DE.DP categories to gain promi-
nence, their weight would need to reach around 88%,
as indicated by the dashed line, compared to the 11%
obtained. These values also demonstrate the certainty
of the specialists’ choices, as the weight would need
to increase significantly for the subcategories to gain
prominence.

Figure 9: Sensitivity Analysis of the Subcategories of
DE.DP - Detection Processes.

The sensitivity analyses of DE.CM against the
other two categories, DE.AE and DE.DP, confirm the
robustness and certainty of the experts’ choices. Both
analyses show a clear and consistent pattern, with
DE.CM subcategories losing relevance only when
their weight is significantly reduced, while DE.AE
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and DE.DP would need a substantial increase in
their weights—84% and 88%, respectively—to gain
prominence. This demonstrates that the data and eval-
uations were consistent, providing a solid foundation
for the prioritization process and reinforcing the re-
liability of the experts’ judgments in the decision-
making process.

All stages of the AHP methodology were success-
fully completed, from defining the problem and struc-
turing the hierarchy of criteria to conducting the pair-
wise comparisons and synthesizing the results. The
successful execution of each phase, supported by con-
sistent and robust outcomes from the sensitivity anal-
yses, confirms that the AHP approach was effectively
implemented. This ensures a reliable framework for
prioritizing cybersecurity controls, providing valu-
able guidance for decision-making in the manage-
ment of cybersecurity risks.

The prioritized list of controls for the ”Protect”
function of the NIST Cybersecurity Framework, pre-
viously applied using the AHP method, adheres to the
principle of Best Available Information in risk man-
agement. By employing AHP, the decisions regarding
control prioritization are based on a thorough and sys-
tematic analysis of the most relevant and up-to-date
information available concerning the organization’s
security environment.

It is essential to regularly perform the AHP ap-
plication procedure to ensure effective management
of cybersecurity risks and maintain adherence to the
principle of Continuous Improvement. Cybersecu-
rity threats, both internal and external, are constantly
evolving, requiring ongoing adjustments to defense
strategies. By periodically reapplying AHP, the orga-
nization can reassess and update its control priorities,
ensuring they remain aligned with the current threat
landscape. This process enables a swift and efficient
response to emerging risks, optimizes resource alloca-
tion, and strengthens the organization’s cybersecurity
resilience in the face of evolving security challenges.

Through the information gathered and the created
list, a new principle of risk management was also ad-
dressed, which is the principle of the best available
information. It is important to emphasize that, for an-
other principle to be addressed—the principle of Con-
tinuous Improvement—this process must always be
repeated as the internal and external factors of the or-
ganization influence the company’s objectives.

5 CONCLUSIONS

The proposed model effectively developed a risk as-
sessment based on the cybersecurity controls outlined

in the CSF. By applying the AHP method, a prior-
itized list was generated based on expert judgment,
with the goal of supporting public managers in their
decision-making processes. This list is crucial in de-
termining the order in which cybersecurity controls
should be implemented, optimizing resource alloca-
tion and ensuring that critical risks are addressed first.

The simulation using the AHP method revealed
that the five most critical CSF subcategories for the
organization are those related to the detection and
monitoring of malicious codes and vulnerabilities.
This highlights the major concerns of both experts and
managers, indicating a clear focus on proactive threat
detection and vulnerability management. These re-
sults demonstrate the alignment of the experts’ prior-
ities with the current cybersecurity landscape, where
early threat detection and mitigation are essential for
organizational resilience.

Moreover, the AHP method proved to be a power-
ful decision-making tool, allowing managers to confi-
dently allocate resources and prioritize cybersecurity
actions based on a structured, data-driven approach.
The ability of AHP to reduce biases and provide a
consistent framework for evaluating expert judgments
reinforces its value in ensuring that decisions are
made transparently and systematically. The applica-
tion of AHP, as recommended by ISO 31000, adhered
to the eight principles of risk management—ensuring
a balanced, thorough, and reliable risk assessment
process. These principles include context establish-
ment, structured decision-making, stakeholder en-
gagement, and continuous improvement, all of which
were successfully addressed by the AHP model.

Additionally, AHP demonstrated that it is partic-
ularly valuable for public sector information security
managers in Brazil. In conjunction with other security
frameworks, such as PPSI, AHP can assist public ad-
ministrators in prioritizing cybersecurity controls that
are most relevant to their specific context. This ca-
pability makes AHP a versatile tool that can be tai-
lored to fit various risk management frameworks, pro-
viding a strong foundation for effective cybersecurity
risk management in government institutions. Thus,
the continuous use of this approach can contribute to
the development of more robust and dynamic security
policies, capable of keeping up with the rapid changes
in the technological and threat landscape. In this way,
AHP can establish itself as an essential tool for the ef-
ficient management of cybersecurity risks in the pub-
lic sector.
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