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Abstract: Distributed Ledger Technologies (DLTs) are advancing various fields such as the financial sector, supply 
chain management, Internet of Things (IoTs), etc. Through its characteristics, DLTs have the potential to 
solve some of the challenges encountered by IoT devices as the number of connected devices continues to 
grow tremendously. These characteristics includes but not limited to decentralisation, traceability, security, 
transparency, immutability, non-repudiation, etc. There has been an increase in the body of knowledge in 
relation to the convergence of DLTs and IoTs. This paper examines how DLTs can enhance the security of 
resource-constrained IoT devices, which have limitations that prevent the implementation of traditional 
security measures like encryption due to size and computational power. This paper consolidates existing 
research by comparing techniques, technologies used, and results achieved over the years. Finally, the 
research identifies knowledge gaps for future exploration. 

1 INTRODUCTION 

The Internet of Things (IoT) is a rapidly growing 
technology, with the capability of revolutionising a 
wide range of industries such as agriculture, health 
care, oil and gas, utilities, etc. This technology 
development is centered around Operational 
Technology (OT) and other cyber-physical digital 
devices such as Internet-enabled sensors that can now 
interact and exchange data with other sensors, 
computational services, end users, and digital objects. 
Therefore, the continual increase in the usage and 
connection of OT Internet-enabled sensors or devices 
to the world-wide Internet, demands for more robust 
cybersecurity controls to protect these devices and the 
data they collect or transmit.  

Typically, OT Internet-enabled sensors or devices 
have limited resources to compute, process and store 
data (Jin et al., 2022). For example, limited 
processing power essentially impacts the sensors’ 
ability to provide immediate or real-time responses on 
complex computations. Low memory limits data 
storage, negatively impacts managing firmware 
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updates, and implementing computationally intensive 
cybersecurity protocols like encryption, 
authentication etc. These devices are very 
conservative with regards to energy consumption. 
This is because they are often reliant on batteries or 
low-power sources. Therefore, frequent data 
transmissions, computationally intensive processing 
tasks, and maintaining operational longevity presents 
a huge challenge. Though there are workarounds for 
certain issues like encryption; whereby lightweight 
encryption may be adopted, this challenge persists 
with other devices (Jin et al., 2022). Therefore, OT 
Internet-enabled devices running without 
computationally intensive cybersecurity controls are 
usually more susceptible to cyber-attacks than other 
endpoint devices with more computing power.      

The integration of emerging technologies, such as 
Distributed Ledger Technologies (DLTs), quantum 
computing, Artificial Intelligence (AI) and Machine 
Learning (ML) to IoT, has the potential (when 
integrated correctly) to enhance the security of OT 
Internet-enabled sensors or devices. Presently, cloud-
based information systems have become the norm for 
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managing IoT data. IoT data is often untrusted, of 
questionable integrity and has unverified origin or 
lack provenance. This is mainly due to OT sensors or 
devices’ limited resources and lack of a centralised 
administrative control. Current IoT services often 
lack data integrity and traceability. Therefore, 
adopting DLTs could address these cybersecurity 
challenges, by leveraging DLT features (Jin et al., 
2022); the cybersecurity aspect of IoT sensors or 
devices can be managed and cyber threats targeting 
them can be detected and mitigated.  

Several researchers (Jin et al., 2022; Farahani et 
al., 2021; Pescetelli et al., 2022) have already started 
looking at the role of DLTs in securing IoT sensors 
and/or devices and the data they create, collect or 
exchange. For example, (Farahani et al., 2021) 
proposes a DLT framework for ensuring the security 
and privacy of IoT infrastructure in the context of 
smart communities. Authors of (Pescetelli et al., 
2022) proposes a framework for IoT based on DLT 
and decentralised identifiers. Although IoT and DLT 
are distinct technologies that have evolved 
independently over the years, they are somehow 
complimentary (Jin et al., 2022). The convergence of 
IoT and DLTs offers new opportunities to address 
some of the major challenges of IoT, such as the lack 
of data integrity or provenance failures, non-
auditability, lack of transparency, and insecure data 
sharing (Jin et al., 2022). There is a significantly 
growing body of knowledge and research community 
that are now focusing on this convergence.    

While much research has focused on the adoption 
of DLTs for IoT applications in various sectors; 
minimal research work has been focused on using 
DLTs to enhance OT Internet-enabled sensors or 
devices security. This paper aims to consolidate 
existing research on this topic, through comparing the 
different techniques or approaches, technologies 
used, and results achieved over the years. This is 
meant to gain a comprehensive understanding of the 
current-state-of-the-art in this area and identify some 
of the research gaps that exists.  

The paper is structured as follows. Section 2 
provides a background that lays out the foundation of 
the study. It examines security challenges of IoT and  
presents an overview of the key DLT features. 
Section 3 focusses on the current state-of-the-art with 
respect to the convergence of IoT and DLTs. Section 
4 identifies and unpack the existing research gaps in 
the common body of knowledge. Finally, Section 5 
concludes the study and provides pointers for future 
research that will address some of the identified 
research gaps and move IoT technology beyond the 
current state-of-the-art. 

2 BACKGROUND 

IoT has transformed how we interact with the world, 
creating opportunities to build powerful, ubiquitous 
computing platforms by integrating sensing and 
connectivity into everyday objects (di Vimercati et 
al., 2016). IoT systems consist of small, smart devices 
with sensors and actuators, applied across various 
sectors like healthcare, energy, industry, agriculture, 
OT, and smart homes. The IoT penetration in many 
aspects of our lives brings together data to improve 
infrastructure, public utilities, and services, as well as 
giving rise to smart cities' development. 

The use of IoT devices has seen exponential 
growth over the years. According to Statista, the 
number of IoT devices worldwide is forecast to be 
close to 30 billion in 2030 which is portrayed in 
Figure 1 (Vailshery, 2024). The rapid growth of IoT 
is also proliferated by the development of 
communication technologies such as 5G and data 
analytics using AI and ML. IoT brings a greater 
prevalence of such smart objects with higher 
connectivity and the ability to collect data in real-time 
(Vailshery, 2024; Vailshery, 2024). 

 
Figure 1: The number of connected IoT and non-IoT 
Devices (Vailshery, 2024; Vailshery, 2024). 

However, the innovative nature brought by IoT 
devices has allowed manufactures to solely focus on 
that plus the ease of use introduced by these devices 
to capture their audience in the market. This means 
that less efforts are invested towards ensuring the 
security aspect of these devices (Ebad, 2023). 
Security concerns for IoT devices are due to resource-
constraints in terms of energy consumption, storage 
capacity, computational power, battery lifetime etc. 
This means that conventional security measures like 
antivirus, encryption, etc cannot be directly applied to 
IoT devices due to resource constraints. Therefore, 
OT Internet-enabled devices are usually more 
vulnerable to cyber-attacks than other endpoint 
devices with more computing power. 
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It is anticipated that Industrial applications may see a 
rise in IoT integration with the convergence of AI, 
augmented reality, and massive deployment of 
private 5G networks to seamlessly integrate digital 
twins to existing processes within an industry. With 
this integration, emerging technologies, (DLTs, and 
Digital Identity) have the potential (when integrated 
correctly) to enhance the security of OT Internet-
enabled sensors or devices. Presently, cloud-based 
information systems have become the norm for 
managing IoT data, which is untrusted due to the 
centralised administrative control. Hence, it fails to 
guarantee the integrity of IoT data and traceability of 
operations to achieve transparency within 
organisations. Therefore, the adoption of DLTs can  
be a key enabler to solve many IoT device security 
challenges, by tapping into some of the features 
offered by both DLTs and Digital Identities. 

2.1 IoT: State-of-the-Art 

According to (Perscheid et al., 2023), IoT is a 
network of connected devices, sensors and control 
entities that enable communication among various 
objects. IoT connects previously unconnected objects 
to the Internet, offering diverse services and 
providing IoT devices with advantages like higher 
manageability and reachability (Na & Park, 2021). 
This allows for IoT devices to collect, process, and 
transmit large amounts of real-time data about 
patients, property, traffic, electricity, etc. As the 
number of devices increases, data produced by the 
devices will continuously increase requiring the 
network to have greater capacity to administer and 
manage the data (Perscheid et al., 2023). IoT enables 
the interconnectivity of several heterogeneous 
(diversity and variety of devices, communication 
protocols, and data) devices and networks using 
different communication technologies. The 
connectivity nature of IoT network allows for device 
communication which may occur between machine-
to-machine (M2M) or thing-to-thing (T2T), human-
to-thing (H2T) or human-to-human (H2H) (Khanam 
et al., 2020).  

Despite IoT benefits, security, legal and 
regulatory issues remain. Key challenges and 
vulnerabilities include the following:  

• Privacy concerns: IoT devices constantly 
collects and shares large amounts of 
sensitive personal data which can result in 
regulatory penalties if compromised or 
stolen. 

• Centralisation: concentrating control and 
decision making to a single entity, resulting 

to issues of single point of failure due to a 
compromise and may lead to privacy issues 
as one entity has full access to sensitive data.  

• Security vulnerabilities: this is a key 
challenge for legacy IoT systems and 
devices – especially those that can no longer 
be supported. Most IoT devices are 
resource-constrained that often lack the 
necessary computing power to take 
updates/upgrades to firmware/software and 
can hardly integrate traditional security 
features making them susceptible to attacks. 
This creates multiple attack vectors for IoT 
networks. For example, communication 
channels can be compromised via 
eavesdropping (Ebad, 2023). In addition, 
user authentication is an underlying security 
mechanism to verify the users’ validity 
between the entities connected in the 
network (Rao & Deebak, 2023). Data 
authentication: “is also crucial to store 
sensitive information on cloud services that 
must be securely transferred to networks” 
(Dhar et al., 2024). 

Other issues exist like interoperability, identity 
management, and lack of standardisation (Mthethwa, 
2023). This paper focuses on the security aspect for 
resource constrained IoT devices. Figure 2 illustrates 
several IoT security breaches over the past years. A 
common denominator of these breaches are the 
existing vulnerabilities and zero-day flaws that may 
be exploited by cyber threat actors to access 
confidential information. These incidences highlight 
IoT devices as vulnerable targets and remains a low 
hanging-fruit for threat actors to exploit. Therefore, 
as organisations rely heavily on IoT devices, it is 
important to evaluate the safety of information 
systems, and the data they process to ensure cyber 
resilience against cyber-attacks. 

 
Figure 2: Recent notable IoT security breaches and IoT 
hacks. 

To address these challenges, the security of 
resource-constrained devices and networks is studied 
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from various perspectives where various solutions are 
explored. These solutions incorporate elements such 
as device authentication, secure communication 
protocols, and robust encryption algorithms 
specifically tailored for resource-constrained IoT 
devices (Dhar et al., 2024). Recent advancements in 
IoT devices and sensors have led to more efficient 
sensors with extended battery life, smart capabilities, 
equipped with onboard processing power, promoting 
edge computing, and reducing reliance on centralised 
processing. These advancements integrated with AI 
and ML enable decision making, predictive analytics 
and automated anomaly detection (Karma, 2024). 

A countermeasure for addressing IoT issues is the 
introduction of lightweight solutions for resource-
constrained devices. There is a need for plausible 
solutions to manage vulnerabilities in the IoT devices. 
Unlike IT environments, vulnerability management 
in OT/IoT requires distinct approaches. This research 
explores the use of DLTs as a countermeasure to 
secure resource-constrained IoT devices.  

2.2 Overview of DLTs 

DLT is an emerging technology that eliminates the 
need for a central entity and allows for the recording 
of data or transactions of assets and stores it in 
multiple places simultaneously thus fulfilling the 
distributed nature of a ledger (Jnr et al., 2023). The 
DLT network consists of various nodes responsible for 
the authentication and validation of transactions 
through a consensus mechanism i.e., Proof of Stake 
(PoS), Proof of Work (PoW), etc. The nature of DLT 
makes it immutable, decentralised, fault-tolerant, 
transparent, verifiable, auditable, and trustworthy 
(Gugueoth et al., 2023). These key characteristics are 
the fundamentals of the uniqueness of DLTs. There are 
different types of DLTs, namely Blockchain, 
Hashgraph, Holochain, Directed Acyclic Graph 
(DAG), and Tempo (Radix) (Chowdhury et al., 2019). 

DLTs can be classified as public or permissionless 
(accessible to everyone), private or permissioned 
(accessible only to verified parties or nodes), and 
consortium or hybrid (a combination of public and 
private) (Chowdhury et al., 2019). Originally used for 
cryptocurrencies, DLTs have evolved to offer 
solutions beyond this scope. Key features of DLTs 
includes decentralisation, distributed, anonymity, 
security, immutability, traceability, transparency, 
consensus, and auditability. Thus, making them 
useful for addressing information security challenges 
and enabling secure communication and interaction 
among IoT devices.  

3 DLT FOR IOT SECURITY: 
RELATED WORKS 

The nature of DLT has made it possible for it to be 
applied to various sectors to solve different 
challenges and this has also been the case for IoT. 
This is evident through the recent studies towards the 
implementation of DLTs in IoT. Several security 
frameworks have been proposed in the IoT space ( 
Eghmazi et al., 2024; Raj & Ghosh, 2023; Gowda et 
al., 2023; Wu et al., 2023; Qi et al., 2023; Chen et al., 
2022; Yin et al., 2022; Wickström et al., 2020; Le & 
Mutka, 2019). In (Dhar et al., 2024), the authors focus 
on securing multimedia data (audio, video, and 
images) from IoT devices using blockchain and 
quantum cryptography. However, issues like scala-
bility, privacy, interoperability, and energy efficiency 
remain. Moreover, real-world implementation and 
validation have yet to be conducted. These aspects 
must still be addressed to strengthen the framework’s 
security (Dhar et al., 2024). 

Authors (Patruni & Saraswathi, 2022) proposed a 
framework for securing and monitoring IoT devices 
using blockchain, focusing on access control and 
strong authentication mechanisms to enhance privacy 
and security. Several studies (Papageorgiou et al., 
2020; Tegane et al., 2023; Kaven & Skwarek, 2023) 
also explore access control with DLTs to secure IoT 
devices and data. The work of (Patruni & Saraswathi, 
2022) could be extended by using the quantum 
cryptography approach from (Dhar et al., 2024). 

Integrating DLTs with IoTs is challenging due to 
complexities like consensus mechanism, throughput 
delays, high computational costs, etc. These 
challenges are even more pronounced for resource-
constrained IoT devices. To address this, researchers 
have proposed lightweight DLT solutions tailored for 
resource-constrained IoT networks and devices. A 
study conducted by (Mershad & Cheikhrouhou, 
2023) present a taxonomy of lightweight blockchain 
solutions, identifying five key areas: architecture, 
device authentication, cryptography model, 
consensus algorithm, and storage method. The 
authors explore various methods used in each area, 
highlighting gaps and identifying areas for 
improvement, to effectively address these challenges.  

Researchers have focused on DLT-based 
authentication for IoT devices across various use 
cases like smart grids, vehicles, group key agreements 
etc (Wu et al., 2023; Abubakar, 2023; Wang et al., 
2023; Yao et al., 2019; Naresh et al., 2022; Wang et 
al., 2020). While these studies present promising 
approaches, further work is still required to develop 
highly   secure   systems   that   satisfies   anonymity, 
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Table 1: Summary of related works. 

Ref. Purpose Technologies Used Findings 

(Eghmazi et 
al., 2024) 

Presents a Blockchain as a Service (BaaS) 
application to address IoT security and privacy 
challenges. It introduces a new data structure 
with encryption based on public/private keys. 

Hyperledger Fabric, Kafka, & 
InterPlanetary File System 
(IPFS) 

The platform links numerous IoT devices with 
blockchain, using a scalable data structure ensuring 
strong security and effective device management, 
advancing secure, scalable IoT blockchain 
networks. 

(Dhar et al., 
2024) 

Focuses on fortifying the security of 
multimedia data, encompassing audio, video, 
and images, obtained from IoT devices. 

Blockchain, cloud 
technology, quantum 
cryptography, Zero-
Knowledge Proofs (ZKPs), 
lightweight ring signatures 

The framework ensures secure data handling in IoT 
systems, protecting against eavesdropping, man-in-
the-middle, data tampering, and Sybil attacks, 
while ensuring communication authenticity and 
integrity. 

(Sharma & 
Goveas, 2023) 

Provides secure and flexible access control to 
prevent unauthorised access and ensure only 
authorised users can interact with IoT device.  

Non-Fungible Tokens (NFTs) 
& Solana Blockchain  

Requires minimal computational power and 
milliseconds of delay, making it ideal for resource-
constrained devices. NFTs offers a secure and 
flexible solution for IoT systems. 

(Raj & Ghosh, 
2023) 

Proposes Fusion Chain-S, designed to create a 
lightweight and secure framework for IoT 
networks irrespective of their limitations. 

IPFS, Constrained 
Application Protocol (CoAP), 
Blockchain  

 

Provides enhanced storage and access policies for 
every data element and considered fault-tolerant, 
lightweight, and secure compared to other peer 
models. 

(Kyriakidou et 
al., 2023) 

Explores the SSI benefits in IoT, while 
addressing associated challenges and reviews 
existing SSI-based systems for managing 
authentication, authorisation, and access 
control in resource-constrained IoT devices.  

SSI, DIDs, VCs, DLT A comprehensive analysis regarding the 
contributions of DIDs and VCs, the two main 
pillars of SSI, to enhance privacy and security for 
IoT. 

(Gowda et al., 
2023) 

Proposes a Blockchain-based Secured Key 
Management in a Fog Computing 
Environment (BSKM-FC), a decentralised 
system, utilises a one-way hash chain for key 
generation and Elliptic Curve Cryptography 
(ECC) for secure key sharing.  

Private blockchain 
technology  

 
 

The performance analysis using MIRACL shows 
the proposed scheme meets security requirements 
and improves efficiency. It reduces computation, 
communication, and storage overhead by 7-14%, 9-
18%, and 7-17%, respectively, while decreasing 
block preparation time by 14-28%. 

(Wu et al., 
2023) 

Proposes a lightweight anonymous 
authentication scheme for patients and medical 
servers in Internet of Medical Things (IoMT), 
ensuring mutual authentication and privacy 
protecting. 

Consortium Blockchain, 
biometric technology and 
fuzzy extraction technology  

 

Results shows that the scheme achieved the 
designed security goals and better performance in 
computation and communication overhead. It is an 
efficient mutual authentication protocol. 

(Karthika & 
Jaganathan, 
2023) 

Presents the Winner of Guess (WoG) 
consensus and the iLEDGER framework for 
resource-constrained IoT applications, 
enabling data sharing. 

Blockchain, Smart contract It provides lightweight architecture based on 
Validate-Execute with minimal communication 
overhead. 

 
(Qi et al., 
2023) 

Introduces a lightweight PoW for IoT, with a 
trust evaluation mechanism, 

Proof of Work, blockchain Results show that the method has a lower energy 
consumption and higher security. 

(Chen et al., 
2022) 

Proposes a Lightweight Blockchain with Low 
Communication Overhead (LBLCO) and a 
new consensus algorithm, Proof of Repute 
Score based on Hidden Block (HBPORS). 

Blockchain Experimental tests show that LBLCO can meet the 
requirements of large number of nodes and fast 
response speed in IoT. 

(Yin et al., 
2022) 

Proposes SmartDID, a blockchain-based 
distributed identity for establishing SSI with 
strong privacy preservation.  

Digital Identity, SSI, DIDs, 
Blockchain, Smart contract, 
ZKPs 

Presents a distributed identity management system 
for IoT consisting of an identity system.  

(Patruni & 
Saraswathi, 
2022) 

Designed a new framework application for 
securing and monitoring IoT devices 
through Blockchain technology  

Ethereum Blockchain, Radio 
Frequency Identification 
(RFID), Smart contracts  

Achieved an efficient access control mechanism 
and secure data sharing through different IoT 
devices. 

(Al Oliwi et 
al., 2021) 

Addresses security and data privacy in smart 
homes by integrating IoT, blockchain, and 
smart contracts for access control. 

Lightweight Scalable 
Blockchain (LSB). Ethereum 
Smart Contract 

The framework effectively addresses security and 
data privacy issues in smart homes, prevent 
unauthorised access to IoT devices. 

(Wickströ et 
al., 2020) 

Securing IoT device deployments and means 
for communicating securely with devices. 

Ethereum, Smart contracts & 
Oracles 

The protocol enhances security for IoT devices by 
using smart contracts to enforce security policies. 

(Le & Mutka, 
2019) 

Enables IoT devices to validate blockchain 
data without a central server by randomly 
selecting network witnesses for access control 
validation.  

Ethereum, Smart contracts, 
consensus & Bloom filters 

A lightweight method enabling resource-
constrained IoT devices to validate blocks using 
Bloom filters and network witnesses, bypassing 
complex computation. 
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traceability, and non-repudiation properties, while 
producing acceptable processing, communication, 
and delay overhead. 

In (Panda et al., 2020), the authors classify how 
IoT systems can leverage DLT attributes to address 
privacy and security challenges. The five 
classifications are: privacy preservation, trust, 
authentication and access control, integrity, and 
availability. They note the current DLT-based 
solutions are still in early stages, requiring further 
research. Table 1 provides a critical and systematic 
analysis of the related work on using DLT to enhance 
security of IoT devices and networks, focusing on 
their purposes, technologies and key findings. 

From the technologies or approaches in Table 1, 
most works utilise smart contracts which are a 
program that consists of a set of Scenario-Response 
procedural rules and logic, deployed on a DLT. It 
allows for certain tasks to be executed automatically 
once the predefined conditions are met (Wang et al., 
2018). By inheriting DLT properties, smart contracts 
enable flexible and customisable rules for IoT device 
authentication. 

With the shift towards decentralised identity and 
Self-Sovereign Identity (SSI), Table 1 shows papers 
incorporating these approaches alongside DLTs. The 
fundamental premise of SSI is that individuals have 
sovereignty over their digital identities and thus, have 
control over their data.  

In this model, users are granted full control over 
their identities, enabling them to decide when, if, and 
how they wish to disclose or modify their data. SSI is 
enabled by emerging technologies such as DLTs (to 
effectively eliminate the need for central authorities 
and foster a trustless environment), Decentralised 
Identifiers (DIDs) (ensuring every IoT device is 
uniquely identified by DID, linked to a key pair that 
is under the direct management of the IoT device 
owner and can assist in improving privacy 
(Kortesniemi et al., 2019)), and Verifiable 
Credentials (VCs) (which promotes interoperability 
thus supports accountability) (Mazzocca et al., 2024; 
Schardong & Custódio, 2022). 

4 EXISTING RESEARCH GAPS 

This paper analyses existing DLT-based solutions for 
enhancing IoT security. Based on the systematic 
literature review conducted, the authors have 
identified the following research gaps (and give a 
brief narrative) that should be addressed in future 
research work.  

• Research Gap 1 – Insufficient Research 
Work that Moves Beyond the Current State of 
The Art: There is a need for research beyond 
the proof-of-concept solutions that are 
proposed in current literature. Researchers 
must implement, test, and pilot these 
solutions and others in real-life scenarios. 
Future research must focus on transforming 
the proposed proof-of-concepts into actual 
products for testbed deployment, whilst 
evaluating their efficiency and effectiveness. 
Additionally, there is a lack of research that 
examines progress beyond the current state-
of-the-art in DTL for securing IoT.    

• Research Gap 2 – Lack of Use and Misuse 
Cases: A research gap exists in the lack of 
use and misuse cases for leveraging DLTs to 
enhance IoT devices security and cyber 
resilience. While some use cases exist, there 
is no focus on malicious use or misuse cases 
of DLTs on IoT devices. Therefore, 
researchers must employ misuse cases that 
will test such systems for cyber resilience. 

• Research Gap 3 – Lack of Performance 
Benchmarks: Research is needed to compare  
the performance of different approaches, 
particularly those with similar approaches. 

• Research Gap 4 – Lack of Reviews that 
Unpack Key Features: A research gap exists 
for studies to review and analyse the features 
of each proposed solution in detail. 

• Research Gap 5 – Lack of Testing and 
Evaluation: Rigorous testing is crucial for 
optimisating IoT devices. Thus, there is a 
need to test and evaluat the proposed 
approaches for their appropriateness and 
performance. 

• Research Gap 6 – Lack of Comprehensive 
Solutions: There is a need for solutions that 
integrate some of the existing proposals to 
create more comprehensive solutions 
applicable across different contexts. 

The above points highlight just a few of the 
knowledge gaps identified by the authors, and this list 
is not exhaustive. These gaps indicate areas that 
require further research to advance the field. Thus, 
using DLT to enhance IoT device security remains an 
emerging field with several unanswered questions. 
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5 CONCLUSIONS 

This paper presents a critical and systematic review 
of using DLT to enhance the security of resource-
constrained IoT devices with limited storage and 
processing power. It examines how DLT features, 
such as decentralisation, can secure IoT devices and 
networks. Several challenges including 
interoperability, processing capabilities, scalability, 
availability, and security, hinder successful 
deployment of applications in IoT devices. It was 
observed that smart contracts are mostly used and 
now the rise of SSI has introduced the use of 
decentralised identities in IoT. However, SSI 
adoption is still in its early stages, requiring further 
investigation into integration challenges, such as 
scalability, reliability, performance concerns, etc. 
Most reviewed works do not explicitly address these 
challenges in their analysis. 
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