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Many aspects of life are now conducted online, and many services requiring a secure account, usually
password protected. Creating and tracking many online accounts and passwords is difficult for everyone. For
older people it may be particularly problematic but vitally important as online accounts now give access to
many healthcare, financial and support services. This study used an online questionnaire to investigate the
behaviours, problems, and strategies in relation creating and using password-protected online accounts with
a sample of 75 older UK participants (aged 65 to 89) and compare them with a similar sample of young UK
participants (aged 18 to 30). The results were surprising, with unexpected differences between the groups, but
many similarities. For example, older participants had no difficulties creating passwords of the right length,
whereas young participants had difficulties in that task. Older participants had many more complex strategies
for creating and remembering passwords, while young participants relied more on re-using old passwords
with small changes which then probably caused difficulties remembering them. These results suggest we need
to rethink the approach to better supporting older people in password creation and use, taking a more universal
design approach, supporting all users with a range of options.

1 INTRODUCTION

Increasingly more and more aspects of life are
conducted online, from making an appointment with
one’s doctor to paying an electricity bill to booking a
cinema ticket to paying for groceries (and arranging
to have them delivered). Many of these services
require having a secure online account, most often
password protected. Creating and keeping track of
many online accounts and passwords is difficult for
everyone, but for older people it may be particularly
problematic. Using online systems may be something
they are not familiar and comfortable with, and they
may have more issues with creating and remembering
passwords than younger people. However, much of
the research in this area is based on a rather superficial
reading of the research literature on aging. But using
online systems is becoming increasingly important
for older people, particularly those living in the
community, to be able to access important services
such as health care, thus it is particularly important to
design password systems that meet their needs.
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Therefore, this study set out to investigate the
problems and password behaviours of older people
and whether they differ from those of younger people
by reviewing previous research and conducting a
study which compares people’s reports of their
behaviours, problems, and strategies with passwords
in two UK samples, one aged 18 to 30 years and the
other 65 years and older. The sample of older people
are those living independently in the community who
need to manage their own online accounts.

2 RELATED WORK

There is a considerable body of research on the needs
of people with different disabilities in relation to
authentication and passwords (for overviews see
Andrew et al.,, 2020; Furnell, Helkala & Woods,
2021; Petrie & Schmeelk, 2024). In addition, there
has been considerable work on solutions to address
the problems people with disabilities encounter,
particularly the development of auditory alternatives
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to CAPTCHAs (Completely Automated
Public Turing testto tell Computers and Humans
Apart) for people with visual disabilities (e.g. Alnfiai,
2020; Fanelle et al., 2020; Holman et al., 2007, 2008;
Lazar et al., 2012; Sauer et al., 2010). Some of the
problems highlighted for disabled people may also be
experienced by older people. For example,
approximately 80% of those with visual disabilities
are 65 and older (RNIB, 2024), so some of the
problems experienced by visually disabled people
may well be experienced by older people. In addition,
some of the solutions developed for disabled groups
(e.g. alternatives to visual CAPTCHASs) may assist
older people.

However, there is only a small body of research
directly investigating the needs and problems of older
people in this area. Indeed, numerous papers
proposing solutions for older people in relation to
passwords and authentication do so only on the basis
of received knowledge about their problems or a
rather superficial reading of the research literature on
aging, and emphasise physical and cognitive decline.
But the research often fails to consider either the
timeline of these declines (which are typically not
substantial until after the age of 75) or the lived
experience of older people. For example, they may
have more time than young people to consider issues
such as how to create passwords, they may have
developed strategies for remembering information in
other areas that they can apply to remembering their
passwords and they may be more concerned about
online security and prepared to put more effort into
creating and managing passwords.

The earliest research which could be identified
which investigated older people’s use of and memory
for passwords appears to a study by Pilar et al. (2012)
in Brazil. 263 participants in three ages groups (18 —
39 years: 91 participants; 40 — 64 years: 100
participants; and 65 — 93 years: 72 participants) were
interviewed about their passwords, using a protocol
developed by Brown et al. (2004). Participants were
asked to provide the length and composition of all
their passwords, but not to reveal their actual
passwords in order to protect their security, and they
were also asked whether they ever forgot or confused
any of these passwords. Pilar et al. found that it was
the number of different circumstances in which
passwords were used rather than participants’ age
which predicted forgetting and confusing passwords.

Carter (2015, see also Carter et al, 2017)
interviewed 20 people over the age of 60 in the USA
as a preliminary to developing a graphical password
system suitable for older people, with 15 of the
participants interviewed in greater depth. The results

of both types of interviews are only briefly described,
although the researchers state that participants were
asked about password creation, management and
recall. Eleven of the 15 interviewed in depth reported
that they used a password creation strategy based on
familiar components such as a child’s name, previous
phone number, pet name, or spouse’s birthdate. It was
reported that none of the participants used strong
passwords which included upper- and lower-case
letters, numbers, and symbols, but no explanation is
given of how this was determined. Thirteen of the 15
participants reported that they normally wrote down
their passwords.

Ahmed et al. (2017) interviewed 25 people aged
between 50 and 90 (50 is a very young starting age
for older people) in the USA, again with a very brief
description of results. The questions appear to have
been oriented to a biometric authentication system for
older people which the authors were testing. They
reported that 72.2% of the participants felt that typing
in passwords took a rather long time, but only 61.1%
of older adults preferred the idea of biometric
authentication (it is not stated whether any of the
participants had used biometric authentication before
the study or whether this attitude was a reaction to the
system in the study).

Renaud et al. (2018) present three personas of
older people (i.e. fictional descriptions which should
be based on a body of evidence and research, Nielsen,
2024) with the kinds of issues they might have with
authentication. It is good that they are all considerably
old individuals (75, 81 and 90), and the problems
presented may be those encountered by some older
people, but no evidence or research is presented to
substantiate them.

Mentis et al. (2019) conducted interviews with six
older people in the USA with mild cognitive
disabilities, for example the early stages of
neurodegenerative diseases such as Alzheimer’s
disease and other forms of dementia. Each person was
interviewed with a family member who was caring
for them, as the carers often helped with online issues
such as authentication This study provides very good
insight into the needs of this particular group of older
people, but it only represents one segment of the older
population. Interestingly, the participants were all
still undertaking online activities such as gaming,
video conferencing with family members, using
social media to keep in touch with grandchildren,
purchasing products online, and viewing their online
banking statements. However, they did encounter
problems related to their developing cognitive
disabilities, such as reacting to obviously spam email,
making inappropriate online purchases (buying five
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pairs of shoes when they only intended to buy one
pair), or reacting to or sharing something on social
media in an out-of-character manner. The only
problem related specifically to password use was the
need to share passwords with a trusted carer while
still able to do so, something which older people may
need to plan for.

Morrison et al. (2021) conducted another
interesting and in-depth study with older people, but
like the Mentis et al. (2019) study, one which
provides only tangentially useful information. They
used a card sort and interview process with 19 older
people in the UK, aged 62 to 78 years, about their
protective cyber-security actions and identified the
factors that impact their confidence in carrying out
those actions. They found that the participants were
keen to protect themselves in relation to online
security, but they lacked the appropriate support to do
so. The findings remain at a rather general level in
terms of cyber-security actions, although there is a
brief discussion of the older people’s concerns about
making passwords strong enough.

Ray et al. (2021) tackled the specific issue of
password managers (also discussed in Morrison et al.,
2021) and why older people use these systems or not
to help remember and manage passwords, although
the results also include some interesting observations
about their general password use. They interviewed
26 people over the age of 60 in the USA, a mixture of
those who use stand-alone password managers, those
who use features in the browser or operating system
to manage their passwords and those who use none of
these options, so no digital password memory
support. They based their work on a study by Pearson
et al. (2019) which studied the same issues with the
same groups of participants, but with participants
aged under 60. The three groups of participants
reported using different strategies to create
passwords. Non-password manager users tended to
use phrases and words of personal significance.
Participants  using  browser/operating  system
password features tended to follow a specific pattern,
consisting of a set of characters or numbers which
they would move around to generate passwords.
Stand-alone password manager users generally used
a completely random set of numbers and letters, often
created by their password managers. Most non-
password manager users reported creating distinct
passwords, and they rarely reused passwords. The
exception was for accounts termed "casual," where
there were instances of “repurposing” or generating a
password with roots in an older password. Some
participants in both of the password manager using
groups shared this behaviour, admitting that
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passwords for less important accounts shared
similarities but more important accounts passwords
were always distinct.

Juozapavicius et al. (2022) took a very different
approach to understanding older people’s problems
with passwords, not working directly with older
people, but studying a leaked database of 102,120
online accounts in Lithuania, which included
encrypted passwords and some demographic
information about the account owners. These were
accounts for an online car sharing scheme, so one
would assume that users would want at least moderate
protection of the information in their accounts. The
leaked information allowed the researchers to analyse
the passwords for gender and age differences in their
composition. Password complexity decreased
significantly with age for both genders. Overall, very
weak passwords were used, 72% of users based their
password on a word or used a simple sequence of
digits, and passwords of over 39% of users were
found in word lists of previous leaked databases.

Petrie et al. (2022) conducted an online survey of
older people in the UK and China to compare the
problems encountered by older people in two very
different cultures. There were differences between the
two countries in older people’s problems in creating
passwords, but few differences between the two
countries in problems of managing passwords. Both
Chinese and UK participants used poor strategies for
creating passwords. Over half the Chinese
participants reported using familiar dates or numbers,
although only about a third reused passwords exactly
and fewer re-used passwords with small changes.
Whereas over half the UK participants reused
passwords with small changes but were less likely to
use other poor strategies. These results suggested that
older people need more support in creating strong
passwords. On the other hand, participants in neither
country reported major problems in remembering
their passwords.

Several studies have specifically investigated
whether people of different ages share their
passwords with others, potentially an unsafe practice,
but important for older people in some circumstances.
Both Whitty et al. (2015) in the UK and Yuan et al.
(2024) in the USA found that younger people were
more likely to share their passwords with others than
older people. However, when presented with a
hypothetical emergency situation, Yuan et al. found
that older people were more likely to be willing to
share their password than younger people.

Several studies have also taken a more
experimental approach to older people’s use of
passwords. Nicholson et al. (2013a & b) investigated
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whether two different forms of graphical password
(either based on images or on faces) were more
effective for older people in the UK when compared
with a PIN (personal identification number). It is not
clear why they did not compare with the much more
widely used text/number/special symbol passwords,
but this may have been due to experimental control
issues. They found that older participants were most
effective, as measured by accuracy, with a graphical
password based on faces, particularly if age
appropriate faces were used. Vu & Hill (2013) found
similar results with older people in the USA.

As can be seen from this brief review, the research
on what problems older people have with creating and
managing passwords is rather scant, with studies
often having small numbers of participants and results
which are often tangential to the key issues.

A number of solutions have also been proposed to
make password use easier for older people. These
include using graphical passwords to reduce the
cognitive load of remembering passwords including
adapting them with age-appropriate faces, as
mentioned above. Solutions have also been proposed
involving using password based on users’ own
doodles or their handwriting (Renaud & Ramsay,
2007) and musical motifs (Gibson et al., 2015), which
may be easier for older people to remember.
However, we believe that the work on developing
solutions for older people needs to be better grounded
in more extensive research on the needs and problems
which older people actually encounter, hence the
rationale for the current study.

3 METHOD

An online questionnaire was distributed to a sample
of younger (18 — 30) and older (65 and over) people
in the UK to develop an understanding of their current
habits and challenges with password creation and
management.

3.1 Participants

150 participants were recruited via the Prolific
research participant website (prolific.com), a service
known for the quality of screening its participants and
paying them ethically (Albert & Smilek, 2023;
Douglas et al.,, 2023) and which allows for the
specification of an age range and other demographic
characteristics. Participants were compensated with
GBP 1.50 (approximately EUR 1.80) for completing
the survey. Inclusion criteria were for half the sample
(N =75) to be 65 or older and half to be 18 to 30, all

living in the UK and fluent in English. It was not
thought necessary to ask for a particular level of
technological expertise, as the participants were all
enrolled in the Prolific online system which required
a password and a moderate level of such expertise to
use.

The demographics of the two groups of
participants are summarised in Table 1. Older
participants were asked if they had any physical or
sensory problems affecting their password use, but
only one participant responded in the affirmative to
this question. However, this may reflect a reluctance
on the part of older people to admit to a disability (the
term disability was deliberately not used in the
question for this reason). Participants were also asked
to rate their level of knowledge of computer and
online security issues (on a 7-point Likert item). Both
groups of participants rated themselves as
significantly above the midpoint of the scale and there
was no significant difference in the ratings of the two
groups (Z =-0.18, n.s.).

Table 1: Demographic characteristics of the participants.

Young Older
Gender
Women 36 (48.0%) 42 (56.0%)
Men 37 (49.3) 33 (44.0)
PNS 2 (2.7) 0
Age
Range 18-30 65 -89
Median 25.0 68.0
In their 60s 52 (69.3%)
In their 70s 19 (25.4%)
In their 80s 4 (5.3%)
Status
Student 16 (21.3) 0
Working (f/time) 44 (58.7) 7(9.3)
Working (p/time) 5(6.7) 79.3)
Seeking work 7(6.7) 0
Not working 1(1.3) 0
Retired 0 60 (80.0)
PNS 3 (4.0 1(1.3)
Online computer/
security knowledge
Median (SIQR) 5.0 (0.5) 5.0 (0.5)
Z score (p) 2.58,p=.01 3.37,p<.01

Note. PNS = Prefer not to say
3.2 Online Questionnaire

The online questionnaire comprised 41 questions,
divided into five parts. The first part asked about
general use of passwords, such as what kinds of
accounts the participants have passwords for, and
what devices they access these accounts from. The
second part asked about password creation processes
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and strategies, including what aspects of password
creation participant have problems with, what kinds
of components they use in creating passwords and
what strategies if any they have for creating them.
The third part asked about password management,
including the difficulty of remembering passwords,
whether passwords are written down, shared with
others. The fourth part asked about participants
concerns about the security of their passwords and
password-protected online accounts. The final section
asked the demographic questions (see Appendix for
full text).

Questions consisted of a mixture of 7-point rating
items, usually with a follow-up open-ended question,
and some multiple-choice questions. The rating
questions and multiple-choice questions were
mandatory, but open-ended questions were optional.

The rating items were scored from 1 = least
positive to 7 = most positive, for example on
frequency of encountering problems in creating
passwords from “never” (scored as 1) to “very often”
(scored as 7). Data on the rating items was often
skewed, so non-parametric statistics were used in the
quantitative analysis. As sample sizes were greater
than 30, the Z approximation was used for the
Wilcoxon Signed Ranks Test (to test whether ratings
from an individual group differed significantly from
the midpoint of the scale) and the Wilcoxon-Mann-
Whitney Test (to test whether ratings differed
significantly between the two groups) (Siegel &
Castellan, 2000). Differences between the groups in
responses to multiple choice items were analysed
using the chi-square statistic. The open-ended
questions were analysed with simple content
analyses, checked by both authors.

4 RESULTS

4.1 Level of Use of Online Accounts
with Passwords

To understand participants’ level of needing
passwords, they were asked what kinds of online
accounts they needed passwords for (Table 2) and
which devices they used to access these accounts
(Table 3). Both groups of participants use a wide
range of online accounts requiring passwords, with
over 90% of both groups having password protected
accounts for email, banking and online shopping.
There were also some differences between the
groups: perhaps not surprisingly more young
participants having social media accounts, music,
entertainment and games accounts, but fewer having
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mass media accounts in comparison to older
participants. In addition to the other account types
listed, older participants included nine further account
types in “other” responses, including gambling (3
participants), wildlife, family history and medical
accounts, while young participants did not mention
any other account types.

Both groups used their mobile/smart phones and
laptops to access their accounts, although more
younger participants used both these devices more
frequently, with slightly more older participants using
tablets.

We decided not to ask participants how many
accounts they have which need passwords or how
many passwords they have, as people now have so
many that answers can be very approximate.

Table 2: Different types of online accounts requiring
passwords used by participants, % (number).

Account type Older Young
Email 97.3% (73) | 96.0% (72)
Bank 94.7 (71) | 100.0 (75)
Shopping 94.7 (71) 90.7 (68)
Social media 78.7 (59) 93.3 (70)
Mass media (e.g. 45.3 (34) 30.7 (23)
newspapers)

Tourism  (e.g. hotel 44.0 (33) 52.0 (39)
booking, airlines)

Music, video streaming 40.0 (30) 85.3 (64)
Entertainment (e.g. 33.3 (25) 56.0 (42)
cinema, theatre bookings)

Games 14.7 (11) 64.0 (48)
Other 13.3 (10) 0.0

Table 3: Devices used to access online accounts requiring
passwords by participants % (number).

Device Older Young

Laptop computer 64.0% (48) 85.3% (64)
Mobile/smart phone 62.7 (47) 100.0 (75)
Tablet computer 46.7 (35) 37.3 (28)
Desktop computer 41.3 (31) 45.3 (34)
Public terminal 4.0(3) 8.0 (6)

4.2 Password Creation

Participants were asked to rate how often they
encountered three possible problems with creating
passwords (“never” =1 to “very often” =7) (Table 4).
The results were unexpected. Both groups had little
problem in understanding the steps in password
creation processes, both groups’ ratings were
significantly below the midpoint and there was no
significant difference between the ratings of the two
groups (Z = 1.06, n.s.). Both groups had some
difficulties choosing the right character combinations
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for passwords, although older participants had ratings
significantly below the midpoint of the scale, whereas
younger participants had ratings not significantly
different from the midpoint. However, there was no
significant difference between the groups (Z = 1.76,
n.s.). Older participants also had no particular
difficulty with creating passwords of the right length,
with ratings significantly below the midpoint,
whereas young participants did have difficulties with
this, with ratings significantly above the midpoint. In
this case there was a significant difference between
the groups (Z =2.21, p=0.027).

Table 4: Median (semi-interquartile range) of ratings of
password creation problems with Wilcoxon Signed Ranks
Tests on whether the ratings differed significantly from the
midpoint of the scale.

Problem Older Young
Understanding steps in 2.0 (1.0) 2.0 (1.0)
password creation Z=-1.26 Z=-6.04
processes p <.001 p <.001
Choosing the right 3.0 (1.5) 4.0 (1.5)
character combinations Z=-3.08 Z=-196
for passwords p <.005 n.s.
Creating passwords of 2.0 (1.5) 4.0 (1.5)
the right length Z=-553 Z=-3.29
p <.001 p <.001

When participants were asked a follow up open-
ended question about any other problems they
encountered when creating passwords (Table 5),
more than a third (26, 34.7%) of the older participants
responded, more than twice as many as the young
participants (12, 16.0%). There was considerable
overlap in the problems mentioned, with both groups
concerned about creating memorable passwords. But
young participants were most concerned about re-use
of passwords, either exactly the same password or
with small changes (e.g. “Sometimes I cannot reuse
the same password when it needs updating” PY7!;
“Making passwords different for different
websites/accounts” PY46) whereas older participants
were most concerned with the use of special, non-
alphanumeric symbols (e.g. “Being told to include a
symbol, but the symbol I choose is not accepted.
VERY annoying!” PO6), which was only mentioned
by one young participant.

Participants were asked what strategies they use
in creating passwords, first from a list of options
(Table 6) and then to describe any other strategies in
a follow-up open-ended question (Table 7).

More than half the participants in each age group
reported re-using passwords with only small changes,

' Quotes from participants use PY to indicate a young

participant and PO to indicate an older participant.

and nearly half the young participants reported re-
using passwords exactly, significantly more than
older participants (chi-square = 6.46, p = .011). In
addition, significantly more young participants used
familiar dates and numbers (chi-square = 4.51, p =
.034) and familiar names (chi-square =5.51, p=.019)
in their passwords in comparison to older
participants.

Table 5: Percentage (and number) of participants reporting
other problems in password creation.

Older Young
N =26 N=12
Use of special symbols 30.8 (8) 8.3 (1)
Problems creating 23.1 (6) 25.0 (3)
memorable passwords
Different accounts have 15.4 (4) 83 (1)
different password
requirements
Creating strong enough 11.5(3) 0
passwords
Overly complex 11.53) 0
requirements
Password re-use issues 0 41.7 (5)
Lack of requirements in 0 16.7 (2)
advance
Other 26.9 (7) 8.3 (1)

Table 6: Percentage (and number) of participants using
selected password creation strategies.

Strategy Older Young
Re-using passwords 65.3 (49) 63.5 (49)
with small changes

Familiar dates or 41.3 (31) 58.7 (44)
numbers

Using cryptic sequences 38.7 (29) 37.3 (28)
Familiar names 29.3 (22) 48.0 (36)
Re-using passwords 26.7 (20) 46.7 (35)
exactly

Using common words 20.0 (15) 26.7 (20)

In the follow-up question 68.0% (51) of older
participants but only 32.0% (24) of young
participants provided further strategies (although
some repeated strategies from the list in the previous
question), significantly more older participants than
young ones (chi square = 19.44, p <.001). Strategies
were very varied and providing detailed information
about them could compromise participants
anonymity (although participants did often describe
them in a general way for that reason). Instead, a set
of abstract categories was defined. Strategies which
involved multiple components were defined as
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complex, for example combining an event in the
participant’s past and the location of that event which
part of the date of the event (not an actual strategy
reported but indicative). These would be likely to lead
to strong but memorable passwords. Strategies which
involved only one component were defined as simple,
for example a single word associated with an event in
the participant’s past. In addition, if the strategy
systematically included both characters and numbers,
and sometimes special symbols, it was defined as a
combination strategy. In some instances, this
included substituting numbers in words, for example
“sassy” becomes “$a55y” (this is known as a munged
password?). Strategies could be both complex or
simple and combination, depending on whether this
type of strategy was mentioned. Some passwords
were based on the online account, which may make
them insecure. Finally, participants also mentioned
using system or browser generated passwords. The
frequencies of these different strategies are
summarized in Table 7.

Complex strategies were reported by half the older
participants but fewer young participants (although this
difference was not significant, due to small number of
young participants reporting additional strategies, chi
square = 3.15, n.s.). I particular, some of the simple
strategies reported did not appear to be very secure, as
did strategies related to the online account, although
this was an infrequently mentioned strategy. The
numbers of participants using system generated
strategies was also small.

Participants were asked whether they had any
particular concerns about creating passwords in an
open-ended question. Interestingly, on this topic, more
younger participants answered (57.3% of the sample,
43 participants) this question than older participants
(44.0%, 33 participants), although this difference was
not significant (chi square = 2.16, n.s.). Participants
also often raised more than one concern, but again
more instances of concerns were raised by young
participants (53) than older participants (46). Table 8
summarizes the concerns raised. There was some
overlap with the answers given to the question about
problems with creating passwords, but some
interesting different issues emerged.

The top four concerns were the same for both age
groups: remembering passwords, the security of their
passwords and the password systems in general,
making strong passwords and password requirements
being too complex. However, twice the percentage of
young participants were concerned about password
re-use issues (e.g. not making their passwords too
similar with only minor changes) as older

2 https://en.wikipedia.org/wiki/Munged_password
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Table 7: Percentage (and number) of participants using
additional password creation strategies.

Older Young

N=51 N=24
Complex 50.1 (26) 29.2 (7)
Combination 43.1(22) 37.5(9)
Simple 25.5(13) 20.8 (5)
System generated 15.7 (8) 25.0 (6)
Related to account 7.8 (4) 4.2 (1)

Note. Number total more than 51, as strategies could be
both complex/simple and combination.

Table 8: Percentage (and number) of participants reporting
concerns about password creation.

Older Young
N=33 N=43
Remembering passwords 39.4(13) | 44.2(19)
Security 242 (8) | 23.3(10)
Password strength 21.2(7) 16.3 (7)
Password requirements too 12.1 (4) 9.3 (4)
complex
Too many passwords required 12.1 (4) 4.7 (2
Password re-use issues 9.1 (3) 8 (18.6)
Being locked out of online 9.1 (3) 0
accounts
Different accounts /different 0 4.7 (2)
password requirements
Other 6.1(2) 23 (D)

participants, while older participants were more
concerned about being locked out of their online
accounts, often as a consequence of forgetting the
password, or as P22 noted: “I have to write them
down in various places and then remembering where
I have placed them!”.

4.3 Password Management

The equal level of concern by the two age groups
about remembering passwords was also indicated in
the next section of the questionnaire which asked
about password management issues. Participants
were asked to rate how easy or difficult they found it
to remember their passwords (“very easy” = 1 to
“very difficult” = 7), to which both groups responded
with a median of 4.0, slightly, but not significantly
above the midpoint (young: Z = 0.28, n.s.; older: Z =
1.47, n.s.) and with no significant difference between
the groups (Z = -1.74, n.s.). However, when asked in
a follow-up open ended question about their strategies
for remembering passwords, older participants were
significantly more likely to report having strategies
than young participants (young: 31, 41.3%; older:
60.0%; chi-square = 5.23, p = .02).
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In fact, the range and frequency of different
strategies did not greatly between groups. The most
common strategy for remembering passwords for both
age groups was to write them down, but participants in
both groups had additional strategies for protecting the
information such as encrypting a computer file. About
20% of each group re-used passwords with small
changes, but again there were often additional strate-
gies in their implementation, for example “the pass-
words are similar with different endings e.g .numbers
or characters - so the main part of the password is often
the same” (PO35). A small number of participants did
not write down the actual password, but a hint which
would prompt them to remember the password.

Table 9: Percentage (and number) of participants reporting
particular strategies for remembering passwords.

Older Young

N =45 N=31
Writing down 40.0 (18) 32.3 (10)
Re-use/small changes 17.8 (8) 22.6 (7)
Memorable events/dates 15.6 (7) 12.9 (4)
Account related 8.9 (4) 12.9 (4)
Password manager/browser 8.9 (4) 9.7 (3)
Hint noted 44 (3) 9.7 (3)
Re-use/same 44 (3) 6.5(2)
Mnemonic 44 (3) 0
Other/unclear 0 22.6 (7)

About 10% of each age group used a strategy
based on creating passwords which related to the
account, as mentioned above, which does not seem
very secure. Another 10% used password managers,
either stand-alone products or the browser or
operating system facility to store passwords. Two of
the older participants used mnemonics to create and
then remember passwords, for example the password
EGBDF might be remembered from the phrase
“every good boy deserves favour” (which is actually
a mnemonic for remembering the notes on the treble
clef). It is interesting that none of the young
participants mentioned mnemonics.

Participants were also asked whether they ever
share their passwords (from “never” = 1 to “always”
= 7). Both groups reported never or rarely sharing
passwords with medians of 1.0, significantly below
the midpoint (young: Z =-7.47, p <.001.; older: Z =
-7.66, p <.001). However, due to the distribution of
ratings, there was a significant difference between the
groups (Z = 2.46, p = 0.01), with young participants
more likely to share their passwords. 73.3% of older
participants said they never share their passwords,
compared to 54.7% of older participants. Young
participants were also willing to share with a wider
range of people (Table 10).

Table 10: Percentage (and number) of participants sharing
passwords with particular groups of people.

Older Young
Spouse/partner 20.0 (15) 24.0 (18)
Other family members 17.3 (13) 28.0 (21)
Friends 0 12.0 (9)
Colleagues 0 534

4.4 Concerns About Password and
Online Account Security

Finally, participants were asked how worried they are
about their passwords being stolen or compromised in
some way (“not at all” =1 to “a great deal” = 7). Both
groups gave median ratings of 4.0, not significantly
different from the midpoint of the scale (young: Z = -
0.76, n.s.; older: Z = -1.52, n.s.), indicating that they
have moderate levels of worry. Unfortunately, we
failed to include a general follow-up question about
what their worries were (a missed opportunity).
However, we did ask whether they had had any bad
experiences with their password protected online
accounts. 17.3% (13) of older participants and 24.0%
(18) young participants reported they had, not a
significant difference between the groups (chi-square
= 1.02, n.s.). Although the numbers are small, there
were interesting differences in a follow-up question
in which participants were invited to describe any
recent bad experiences. All participants who reported
having had bad experiences provided an example
(Table 11). Older participants were much more likely
to have been locked out of an online account, whereas
young participants were more likely to have been
hacked or been involved in a data breach (Gmail and
Instagram data breaches were mentioned).

Table 11: Percentage (and number) of participants who had
had a bad experience with a password protected account.

Older Young

N=13 N=18
Locked out 53.8(7) 22.2 (4)
Hacked 30.8 (7) 61.1(11)
Phished 154 (2) 5.6 (1)
Data breach 0 16.7 (3)

S DISCUSSION AND
CONCLUSIONS

This study investigated the behaviours, problems, and
strategies and behaviours used with passwords for
online accounts of a sample of older people in the UK
and compared them with a similar sample of young
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people. The results were surprising, showing that
there were differences between the two age groups,
but not necessarily the ones which would have been
expected, nor those predicted from a reading of the
research literature on the physical and cognitive
effects of aging.

However, before discussing the findings and their
implications, it is important to note the major
limitation of this study, the nature of the sample of
older participants. Firstly, the majority of the older
participants would be classified as “young old”, as
nearly 70% were in their late 60s (see Table 1). Only
25% of the older participants were in their 70s and
5% in their 80s. Thus, most participants are probably
not yet experiencing the major effects of aging.
However, this age group is a substantial segment of
the older population, and are the most active online,
so may need more support with passwords and
authentication than they are currently receiving. It is
also important to realise that people who are currently
part of the young old age group or soon entering it
likely have very different attitudes to and experience
of digital technologies and the online world compared
to people in the “old” (75 — 84 years) and “oldest old”
(85 and over) groups, given the major changes in
technology we have seen in the last 40 years (Petrie,
2023). But the results of this study do not address the
needs of these groups of population adequately.
Further research is needed about the password and
authentication experiences and needs of those age
groups.

Secondly, participants in both age groups were
recruited from Prolific, an online research participant
recruitment platform. That means that participants
will be familiar, and probably quite confident, in
using online accounts. This will probably affect the
sample of older participants most, meaning they are
not necessarily representative of the older population
of the UK in general. However, it is interesting that
the information they provided about their use of
devices is in agreement with current statistics for the
older population (see Table 3). The most frequently
mentioned device for accessing online accounts
mentioned by the older participants was a laptop
computer, closely followed by a mobile phone, with
other devices mentioned by less than have the
participants. These figures align well with data from
AgeUK (2024) about the devices that people 65 and
over in the UK use to access the internet (albeit a
slightly different question from those devices which
report 75% of older people using a mobile phone,
61% a laptop or desktop computer and 49% a tablet
computer.
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In addition, both age groups were recruited
through  Prolific and rated their online
computer/security knowledge very similarly. So one
can argue that the groups are similar to each other and
therefore the differences are valid, even if not
representative of the whole population. Certainly,
differences between the groups are unlikely to be due
to differences in familiarity with the online world or
knowledge of online security issues. One could even
argue that if this group of older participants are
having difficulties with certain aspects of password
creation and management, the wider population are
likely to have more severe problems. The open
question is would they be the same problems.

Turning to the results of the study, the key
findings on password creation were that both groups
rated the difficulty of understanding the password
creation process as low, but had moderate difficulty
with choosing the right combination of characters,
numbers, and special symbols for a password. Later
questions showed older people had particular
problems with difficulty making strong passwords
which was rarely mentioned by young participants.

The first surprising result was that on password
length, older participants reported having little
difficulty with this aspect of password creation, while
young participants had considerable difficulty.
However, on a follow-up opened ended question,
many more older people elaborated on their
difficulties, which included the use of special
symbols and difficult making strong passwords. On
the other hand, young participants most often
expressed difficulty in re-using previous passwords.
It is hard to find information in previous studies with
older people with which to compare these findings,
but they are generally in line with results from Carter
(2015) and Ray et al. (2021) that older people were
using familiar words and phrases for passwords, thus
perhaps avoiding the complexity of combinations of
characters, numbers and symbols.

However, in relation to strategies for creating
passwords, older participants provided many more
explanations and more complex strategies. These
strategies often included very smart ways of
combining at least letters or words and numbers,
although special symbols were mentioned very
infrequently (the specific strategies are not discussed
in detail to protect participants’ anonymity).
Worryingly, nearly half the young participants who
replied reported re-using passwords exactly across
online accounts, far more than young participants.

The main concerns about password creation were
the same for both groups: remembering passwords,
password and system security, password strength and



Password Authentication for Older People: Problems, Behaviours and Strategies

password requirements being too complex. Indeed,
when specifically asked about difficulty of
remembering passwords, both groups gave moderate
ratings of difficulty. These two results indicate that
the older participants were not experiencing any more
difficulty than young participants with remembering
their passwords, which is not what would be predicted
from the literature. The reason for this might lie in the
greater number and complexity of the strategies
reported by the older participants for creating
passwords which they also reiterated as memory
strategies.

In addition to those four main concerns, it is
noteworthy that some older participants were
concerned about being locked out of their accounts,
often as a result of forgetting their password (but also
because of complexities of the authentication
process), a concern never raised by young
participants. Whereas young participants tended to be
concerned with password re-use issues, such as the
poor security of re-using old passwords (which they
did as they could not remember so many). It is also
interesting that the range and frequency of strategies
for remembering passwords, such as writing them
down in a (hopefully) secure location, did not differ
markedly between young and older participants. We
could not identify any previous studies with older
participants which discussed what strategies they use
to create and remember passwords, so we believe this
is new information.

All these results showing that there are more
similarities than differences between young and older
people on memory issues in relation to passwords.
These findings agree with the early work by Pilar et
al. (2012) which found that age was not a significant
predictor of forgetting or confusing passwords. None
of the subsequent studies which actually involved
older and young participants identified remembering
passwords as a problem, and Petrie et al (2022) found
that neither UK nor Chinese older participants
highlighted this as a problem. Yet numerous
researchers cite this as a major problem for older
password users that needs addressing.

Indeed, the current results suggest that systems
specifically designed to support older people in
remembering their passwords are somewhat
misguided. All participants, regardless of age, have
concerns about remembering the wide variety of
passwords that are now needed to manage online
accounts. Therefore, everyone needs more support in
this area. Providing systems specifically for older
people risks placing them in a “digital ghetto”,
making them feel inferior in capacity as users in
comparison to young people, when this is not the

case. What is needed is further research to establish
whether young and older password users need
different types of support to help them in the memory
task. But this could be offered as a range of options
for all users, rather than a special aid for all users,
following universal design (Ostroff, 2011) principles.
For example, Al-Ameen et al. (2015) proposed cued-
recognition authentication systems that provides
users with multiple cues in different modalities
(visual, verbal, and spatial) and lets them choose the
cues that best fit their preferences and needs. Such a
system would accommodate many different people,
with different cognitive styles, different disabilities,
including older people, without making them feel
peculiar. It is also the kind of system that’s more
likely to be implemented and maintained by
developers, as only one system is needed for all users,
rather than needing particular additions or variations
to accommodate the needs of particular groups, as is
currently the case with audio CAPTCHAs for visually
disabled users.

A final argument which needs addressing is
whether passwords will soon become obsolete and
replaced by more effective and secure authentication
methods such as biometrics. Commentators having
been discussing the “death” of passwords for at least
20 years (e.g. Potter, 2005), and yet currently we
seem to have more and more passwords to deal with.
Biometrics are certainly becoming more common
with some personal devices using fingerprint and face
recognition for authentication, but these methods are
not without their problems for disabled and older
users (e.g. Petrie & Wakefield, 2020). We believe
passwords are going to be around for some
considerable time yet, so the issues of creating and
using them need to be addressed.

In conclusion, this study has thrown some new
light on the needs and problems of older people in
relation to password creation and use. The results
were surprising and interesting and may lead to some
rethinking of how best to support older people in their
use of password-protected online accounts.
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APPENDIX: QUESTIONNAIRE

QO. Please enter your Prolific ID:
Q1. Which types of online accounts do you have
passwords for? (please select as many that apply to
you):
e Online bank accounts
e Online shopping sites
e Social media accounts (e.g. Facebook, WeChat,
Instagram, Twitter)
¢ Online newspapers, magazines, mass media (e.g.
BBC, CNN)
e Entertainment booking sites (e.g. theatres,
cinemas etc.)
e Game sites (e.g. Steam)
e Music and video streaming sites (e.g. YouTube,
Spotify)
e Tourism sites (e.g. hotel, airline booking sites,
TripAdvisor)
e Email accounts
e Work related accounts
e Other types of accounts, please describe briefly

Q2. From which devices do you log into these

accounts? (please select as many that apply to you):
e Mobile phone

Tablet device (e.g. iPad)

Laptop computer

Desktop computer

Public terminals (e.g. shared computers at

libraries)

e Other, please describe briefly

Q4. How often or not do you encounter these
problems when creating passwords?

(presented as a grid with options from Never to Very
often on 7-point items)

e Problems with choosing the right character
combinations (e.g. letters, numbers, special
characters)

e Understanding the steps in the password creation
process

e Problems with making the password of the
required length

Q5. Are there any other problems you would like to
mention that you have encountered when creating
passwords? If so, please describe briefly. (open-
ended)
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Q6. In creating new passwords, do you use any of the
following? (Please select as many that apply to you)
e Use familiar names (e.g. family members,
famous people)
e Use familiar dates or numbers (e.g. birthdays)
e Use common words
e Use cryptic sequences (e.g. nonsense words,
random sequences of letters)
e Re-use older passwords exactly
e Re-use older passwords with small changes
e None of these

Q7. Please briefly describe any other strategies you
use to create passwords (open-ended)

Q8. Do you have any particular concerns about the
process of creating passwords? (open-ended)

Q9. How easy or difficult is it for you to remember
your passwords?

(presented as a 7-point rating item with options from
“Very easy” to “Very difficult”)

Q10. Do you have any particular strategies for
remembering your passwords?
(Yes/No)

If Yes to Q10:
QIl1. What strategies do you use to remember
passwords? Please describe briefly (open-ended)

Q12. How often do you write down your passwords?
(presented as a 7-point rating item with options from
“Never to “Always”, skip to Q14 is answer is
“Never”)

Q13. Where do you write your passwords down?
(multiple-choice)

e On paper, kept somewhere at home

¢ On paper, in my wallet or purse

e In a computer file

e Other (please explain briefly)

Q14. How often do you share your passwords with
others?

(presented as a 7-point rating item with options from
“Never to “Always”, skip to Q16 if answer is
“Never”)
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Q15. Who do you share your passwords with? (select
all that apply to you)

¢ Family members

e Spouse/partner

e Friends

¢ Colleagues

e Others (Please specify)

Q19. Do you have any particular concerns or fears
about remembering and using your passwords? If so,
please describe briefly. (open-ended)

Q20. How much do you worry about your passwords
being stolen, guessed or compromised in some way?
(presented as a 7-point rating item with options from
“Not at all” to “A great deal”)

Q21. Have you had any bad experiences with
passwords on your online accounts?
(Yes/No, Skip to D1 if answer is No).

Q22. Please describe any recent bad experiences you
have had with passwords on your online accounts
(open-ended)

D1. What gender do you identify as?
e Male
e Female
e Non-binary / third gender
e Prefer not to say

e Prefer to self-identify (Please explain if you
wish)

D2. How old are you (to nearest year)?

D3. What is your nationality?
e British
e Other (Please specify)

D2 and D3 were included as although Prolific should
only invite participants who meet the requested
criteria, this sometimes seems to fail.
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D4. Are you ...
e A Student
e Working Full-Time (including self-employed)
e Working Part-Time (including self-employed)
e Looking for work
e Retired
e Prefer not to say
e Other

If Working to D4:
D5. What is your occupation? (open-ended)

If Retired to D4:
D6. What was your occupation when you worked?
(open-ended)

If Student to D4
D7. What are you studying for?
e A-levels or equivalents
e Bachelor's degree
e Higher degree (e.g. Master's, PhD)
e Professional qualification, please explain
e Other, please explain
¢ Not studying for a qualification at the moment

If Student to D4
DS8. What is your main area of study? (open-ended)

D9. How knowledgeable or not do you feel about
computer/online security issues?

(presented as a 7-point rating item with options from
“Not at all knowledgeable to “Very Knowledgeable™)

D10. Do you work or have you ever worked in a job
related to computer/online security?
(Yes/No)

If Yesto D10

DI11. Could you briefly describe your work in
computer/online security and when you worked in
this area?
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