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Abstract: Information security is a critical issue for small and medium-sized enterprises (SMEs) around the world.
These organisations face an increasing number of security incidents and the sophistication of attacks. In order
to remain competitive and protect their and their customers’ critical information, it is essential that SMEs
can manage their cybersecurity risks appropriately. Accordingly, it is important that these SMEs can rely
on tailored information security assessments and frameworks. However, there is a scarcity of knowledge
regarding their specific needs and the practical implementation of cybersecurity within these organisations. To
address this knowledge gap, an exploratory study was conducted on the SME cybersecurity situation, with a
particular focus on the implementation level of cybersecurity controls within SMEs in Austria and Germany.
We surveyed 30 SMEs regarding their cybersecurity implementation situation in 2023. Our findings show,
among other things, a very heterogeneous picture regarding the implementation level of cybersecurity controls
and outline areas for action.

1 INTRODUCTION

Information security is a much-discussed topic in
today’s world, where the number and sophistica-
tion of security incidents and breaches are con-
stantly increasing (Markakis et al., 2019; World Eco-
nomic Forum, 2024; European Union Agency for
Cybersecurity, ENISA, 2023). Small and medium-
sized enterprises in particular are vulnerable due to
their often limited resources and knowledge in this
area (Markakis et al., 2019; Pawar and Palivela,
2022). SMEs can suffer serious consequences, in-
cluding complete bankruptcy, following a success-
ful information security attack (National Institute of
Standards and Technology, U.S. Department of Com-
merce, 2016; Rodrı́guez-Corzo et al., 2018a). Their
vulnerability and often low level of information secu-
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rity can make them a tempting target (Sukumar et al.,
2023; Chidukwani et al., 2022; Pawar and Palivela,
2022). Coupled with their large number and im-
portance to the global economy (SMEs account for
around 90% of businesses worldwide (World Bank
Group, nd)), information security in SMEs is an im-
portant issue. This is reflected in various regulatory
directives to strengthen the information security of
SMEs, such as the NIS2 Directive (European Com-
mission, 2023b) and the European Cyber Resilience
Act (European Commission, 2023a). These aim at in-
creasing the overall information security level within
the economy.

In this context, the information security level of
SMEs is therefore an important area to investigate in
order to determine the current preparedness of com-
panies. Knowledge about their information security,
risk management and threat assessment to mitigate se-
curity threats is vital to determining the overall sta-
tus, uncovering weaknesses and providing tailored
support to these small and medium-sized enterprises.
We herein define SMEs as companies with between
1 and 249 employees and turnover of up to 50 mil-
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lion per year, based on the European Commission’s
definition (European Commission, 2020). The need
for more and targeted research into information se-
curity in SMEs has also been echoed by the aca-
demic community (Melnyk et al., 2022; Wilson et al.,
2023; Sukumar et al., 2023; Pawar and Palivela, 2022;
Chidukwani et al., 2022).

To address this issue and provide a foundation
for future research, this paper examines the prepared-
ness of SME in context of information security threats
and risk management based on their basic informa-
tion security controls. In doing so, we focus on the
following three research questions: (RQ1) What is
the level of implementation of security controls within
SMEs?, (RQ2) Which security controls are prioritised
in SMEs? and (RQ3) Which security controls have a
lower priority in SMEs?.

To answer these research questions, we conducted
an exploratory focus group discussion in the form of
three workshops in Austria and Germany with 90 par-
ticipants to determine which security controls are im-
portant and at what level of implementation they cur-
rently exist within SMEs. The workshops were held
in German and lasted approximately 3 hours each. To
this end, we used the well-established CIS Controls
version 8 (Center for Internet Security, 2021) standard
to suggest SME security controls within our work-
shop questionnaire. This way, we obtained 30 com-
plete datasets from SMEs for analysis. Our findings
show that the level of implementation of cybersecu-
rity controls within SMEs is still very heterogeneous
and that further action is needed to strengthen the cy-
bersecurity of SMEs.

The remainder of this paper is structured as fol-
lows: In Section 2, we discuss related work on infor-
mation security in SMEs and, in particular, surveys in
this area. In Section 3, we outline the focus group re-
search and the planning and execution of the survey.
In Section 4, we present the results of our workshops
and analyse and discuss them in relation to our re-
search questions. Finally, in Section 5, we conclude
our work and provide an outlook for future research.

2 RELATED WORK

While research on information security in the context
of small and medium-sized enterprises has recently
progressed in areas such as risk management (Vir-
glerova et al., 2022; Sukumar et al., 2023; Zhang
et al., 2020; Mantas et al., 2021) and security aware-
ness (Georgsen and Køien, 2022; Lejaka et al., 2019;
Chaudhary et al., 2022; Mayer and Volkamer, 2018;
Wong et al., 2022; Uchendu et al., 2021; Rodrı́guez-

Corzo et al., 2018b). While there have been practi-
cal surveys in this area recently (Rae and Patel, 2020;
Bisma et al., 2021; Aigbefo et al., 2022; Wilson et al.,
2023; Heidenreich et al., 2022; Ncubukezi et al.,
2020; Ahmed et al., 2020; Ncubukezi et al., 2020;
Pawar and Palivela, 2022), these have not had the fo-
cus of practical implementation of security controls
within SME. Rather, the focus for researchers seems
to be surveys related to security behaviour and inten-
tions regarding information security (Rae and Patel,
2020; Bisma et al., 2021; Aigbefo et al., 2022). A
second area are studies investigating information se-
curity priorities, risks and threats (Wilson et al., 2023;
Heidenreich et al., 2022; Ncubukezi et al., 2020). Fur-
ther, a number of studies about related topics have
been discovered. Ahmed et al.’s study (Ahmed et al.,
2020) investigates the impact of virtualization within
SMEs on their information security based on a set of
ITIL controls. Heidenreich et al. (Heidenreich et al.,
2022) propose an IT security measurement method
for micro-enterprises and Pawar & Palivela (Pawar
and Palivela, 2022) explore security standard adop-
tion and frequencies of security awareness trainings
within SMEs.
While the aforementioned surveys investigate and
cover areas such as the behavioral approach to SME
information security as well as general attitude and
threat perception, there seems to be a distinctive lack
of practical research surveys regarding SME security
controls and their implementation in general. Too the
best of our knowledge, no scientific surveys have in-
vestigated the practical implementation levels of se-
curity controls within SMEs.

3 APPLIED RESEARCH
METHODOLOGY

The focus group methodology coupled with a quan-
titative survey approach has been used to investigate
the research objective. To this end, the steps sum-
marised by Kontio et al. (Kontio et al., 2008) have
been used as the orientation. They are as follows: (a)
Planning the research (b) Designing focus groups (c)
Conducting the focus group sessions and (d) Analyz-
ing the data and reporting the results. An overview
of the research methodology can be seen in Figure 1.
In total, three focus group sessions (workshops) were
held between April and June 2023. One was held in
Vilshofen, Bavaria, one in Innsbruck, Tyrol and one
was held online.
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Design Focus Groups

Introduction and Project Presentation

Focus Group Session
(Workshop)

Interactive Security Readiness 
Assessment

Infrastructure Overview

Security Readiness Assessment

Threat Scenarios

Data Analysis

Planning the Research

12 Security Control Questions

Vote on 10 Threat Scenarios

Establish Common Baseline

Definition of Research Objective

Figure 1: Research Methodology Overview.

3.1 Planning the Research

The research objective has been set based on discus-
sion in the CySeReS-SME research group1 as well as
an extensive, systematic literature investigation on the
topic. The research objective is to assess the cyberse-
curity readiness of SMEs in the DACH region, based
on their use and implementation of security controls.

3.2 Design Focus Groups

Members for the focus groups in each workshop lo-
cation (Bavaria, Tyrol and Online) have been re-
cruited using social media posts, direct email contact-
ing and public institutions (e.g. Chamber of Com-
merce Tirol2) as multipliers for the announcements to
reach a large audience. The participation has been
voluntary and free of charge. In order to recruit rele-
vant participants each workshop title included the in-
tended target group (people owning or employed in an
SME) prominently. This way, the focus groups have
been build based on participants signing up for the in-
dividual workshop sessions. Participants were asked
to confirm their affiliation to an SME as part of the
data collected during the workshops. Only responses
from participating SMEs have been included in the
research findings.

1https://cyseres-kmu.eu/
2https://www.wko.at/tirol

3.3 Conducting the Focus Group
Sessions

Each of the three focus group session has been hosted
as a workshop in a different location. All workshops
followed a systematic, similar structure and included
a quantitative survey to capture the participants input.
The general underlying concept of the workshops has
been an interactive survey to allow the participating
companies to partake. This enabled the direct review
and discussion of live results during the workshops.
Each session has been structured as follows: (a)
Introduction and Project Presentation, (b) Interactive
Security Readiness Assessment and finally (c) Threat
Scenarios.

Introduction and Project Presentation - To
start of each workshop, a short introductory section
to introduce the project team, venue, agenda as well
as the timeline has been given. This was followed by
an introduction to the general topic of information
security and the infrastructure and assets involved
to consider when answering the questions posed in
the interactive Security Readiness Assessment. The
inclusion and discussion of this information ensured
that all participants had the same understanding
and level of knowledge to follow and answer the
questions.
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Interactive Security Readiness Assessment -
The interactive security readiness assessment
presents the main part of the workshops. It has
been structured into three areas: (1) Infrastructure
Overview - here the participants received a short and
concise overview of what information technology
(IT), operational technology (OT) mostly production
related, and supply chain infrastructure can look
like in their companies. They were asked some
general questions about their IT, OT and supply
chain infrastructure as it relates to their business
(e.g. Does your company use digital technologies
and networked systems to support internal processes,
especially administrative processes?). This has
been done to supply all participants with a similar
foundational overview of the topic, get them thinking
about their companies infrastructure and therefore
provide the basis to answer and discuss the questions
in the next part. The questions have been designed
as an interactive survey using the tool Mentimeter3.
Mentimeter allows the workshop participants to
access the survey and its questions using their mobile
devices or laptops. They can respond to the questions
in real time. The procedure in the workshop was
to introduce and explain the question to the whole
focus group, either gathered together in one of the
workshop venues or in the online group session. Any
ambiguities were clarified and the question was then
put to a vote by the participants. After this overview
of the infrastructure and what to consider for their
own organisation, the workshop moved on to the
security readiness assessment. (2) Security Readiness
Assessment - This part includes the main questions
to be answered by the participants. 12 questions
regarding SME information security measures had
to be answered. The questions are listed below.
The survey questions regarding information security
measures for SMEs have been systematically derived
from the CIS controls V8.0 (Center for Internet
Security, 2021) provided by the Center of Internet
Security. The guideline has systematically been
analyzed by two of the authors, relevant content for
SMEs has been extracted and partly summarized to
arrive at 12 concise survey questions. Each question
can be answered with a 5 point likert scale regarding
its implementation level in a company. The scale
is defined as follows: Fully Implemented, Partially
Implemented, Rather not Implemented, Not Imple-
mented and Not Required. In this case, Partially
Implemented and Rather Not Implemented differen-
tiate the level of implementation and commitment
to the area of the question. The category Partially
Implemented suggests a higher level of commitment

3https://www.mentimeter.com/

to implementation and a possibly achieved level
of implementation, while the category Rather Not
Implemented implies a more rudimentary level of
implementation, closer to the Not Implemented
option. The questions are:

1. Are all of the company’s sensitive/critical assets
(hardware, software, databases) known and cen-
trally listed, and are the records regularly up-
dated?

2. Are hardware and software components in the
company that are worth protecting configured
with regard to their secure use?

3. Do you use policies and (automated) tools for au-
thorisation management of user accounts, admin-
istrative access and service accounts with access
to the company’s sensitive infrastructure?

4. Does the company have organisational and/or
technical measures in place to store, process and
dispose of data in a controlled manner?

5. Do you make regular backups of your data? Do
you have a procedure for restoring compromised
data and systems and do you test it?

6. Do you regularly analyse vulnerabilities in your
company’s infrastructure and quickly eliminate
new threats?

7. Do you prevent the installation and execution of
malware within the company infrastructure?

8. Do you take measures to increase protection when
using e-mail programs and web browsers?

9. Do you collect log information by default in the
course of data processing and system usage?

10. Do you have a response plan for handling se-
curity incidents, including procedures, reporting
processes and responsibilities?

11. Do you promote a basic knowledge and behav-
ioral basis within the workforce on the subject of
cybersecurity in order to sensitize them to the han-
dling and potential dangers when dealing with in-
formation and systems?

12. Do you evaluate service providers before sign-
ing a contract and during the business relationship
with regard to their security concepts and han-
dling of confidential company data and systems?

To further structure the interactive survey, the
questions have been distributed into 3 main cate-
gories. Question 1-5 belong to the main category
Inventory and Safeguarding, 6-9 to Vulnerabilities
and Prevention and the last three (10-12) to Culture
and Organisation. Following the completion of each
category during a workshop, the live results from
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Mentimeter have been presented and discussed in the
workshop group (focus group). (3) Threat scenarios
- As a third step, the participants have been presented
with 10 different, common threat scenarios derived
from major governmental institutions (BSI4, NIST5)
and asked to name their top 3 most critical. Each
threat scenario has been briefly explained to provide
a common understanding of each. The threat scenar-
ios presented are: Human Error and Sabotage, Infec-
tion with Malware via the Internet and Intranet, So-
cial Engineering and Phishing, Access via Internet-
connected Systems / Control Components, Infiltration
of Malware via Removable Media / Mobile Systems,
Software and Hardware Vulnerabilities in the Supply
Chain, Technical Misconduct and Force Majeure, In-
trusion via Remote Maintenance Access, Compromise
of Extranet and Cloud Components and (Distributed)
Denial of Service Attacks.

3.4 Analyzing the Data and Reporting
the Results

Following the completion of each workshop, the sur-
vey data has been exported from the Mentimeter
tool and archived using Microsoft excel exports form
Mentimeter. At the conclusion of the workshop se-
ries, the data has been consolidated, corrected and sta-
tistically analysed in Microsoft Excel based around
their frequency distributions. The results are pre-
sented and discussed in the following chapters 4 &
5.

4 RESULTS & DISCUSSION

In this section, we present and discuss our findings
based on our research questions (see Section 4.1 to
4.3) and discuss the limitations associated with our
work (see Section 4.4).

Three workshops were held in 2023. The work-
shops were conducted in German. Table 1 shows
the number of participants per workshop, the overall
number of responses from each workshop and from
SMEs in particular. Out of a total of 90 participants,
30 complete data sets were obtained from small and
medium-sized enterprises. The remaining datasets
were either incomplete or provided by organisations
that exceeded the SME threshold and have been
excluded from the analysis.

4https://www.bsi.bund.de
5https://www.nist.gov/

Table 2 provides further insights into the compo-
sition of the data set, namely the size and revenue of
the surveyed SME population. It can be seen that the
range of participating SMEs was very heterogeneous
and spread across the entire inclusion range in terms
of number of employees and turnover. The data set in-
cludes 9 SMEs with up to 9 employees, 9 small sized
SMEs with up to 49 employees and 12 medium sized
SMEs with up to 249 employees.

After data consolidation, including the removal
of records from larger organisations and incomplete
records, we based our analysis on these 30 complete
records from SMEs. Our analytical design for the dis-
cussion was limited to the determination of frequen-
cies, means and variances. We did not use inductive
statistical methods such as significance tests as we did
not take a random sample. The results of the analysis
are presented and discussed below.

4.1 Implementation of Security
Controls in SMEs

27,8%

41,7%

19,7%

10%

Fully Partially Rather Not Not

(n=30)

Figure 2: Implementation Categories Average Answers in
Percent.

The distribution of mean scores per implementa-
tion category shown in Figure 2 gives an overall im-
pression of how far the cluster of 30 SMEs surveyed
during the workshop series have progressed in their
information security. First of all, it is noticeable that
the selection of security controls provided (in the form
of the 12 questions) seems to meet the needs of SMEs,
as only 0.8% of all company responses fell into the
Not required category (not displayed in Figure 2).
This means that at most one single company indi-
cated that a particular security control question was
not relevant in the context of their company, bringing
the mean score of the Not Required category to 0.8%.
According to the data acquired within our survey, the
level of information security in SMEs is still uneven
and very heterogeneous. While about 1/4 (27.7%)

Assessing Cybersecurity Readiness Among SME

257



Table 1: Participants & Data Samples.

Participants Complete Data Sets SME Data Sets

Germany 24 14 12
Austria 14 3 3
Online 52 22 15

∑ 90 39 30

Table 2: SME Organisation Size and Revenue.

Size Count

Up to 9 employees and revenue up to 2 million / year 9
Up to 49 employees and revenue up to 10 million / year 9
Up to 249 employees and revenue up to 50 million / year 12

∑ 30

of the responses confirmed that companies have fully
implemented some of the security controls, the ma-
jority of responses (41.7%) are still within the par-
tially implemented category. This indicates that or-
ganisations have started or are in the process of im-
plementing the security controls, but are still on their
way to achieving full implementation and therefore
security benefits. Furthermore, when looking at the
Rather Not Implemented and Not Implemented cate-
gories, which indicate that organisations have given
little or no consideration to these security controls, it
is clear that almost 1/3 (29.7%) of the responses fell
into these combined categories. This highlights the
need for future work in SME information security, as
nearly 1/3 of the responses indicate that organisations
have not considered some of the security controls.

4.2 Prioritising of Security Controls in
SMEs

Figure 3 summarises our findings on the top per-
forming security controls in terms of percentage of
responses in the Fully Implemented category. The
top four controls with 36.7% are Inventory of hard-
ware, software and databases, Data backup and re-
covery, Malware protection measures and Cybersecu-
rity culture and training. These four are closely fol-
lowed by two other controls with just over 1/3 in the
fully implemented category (33.3%): protection for
email and web browsers and handling of security in-
cidents. For all other security controls, the percentage
of fully implemented ranged from 27% to as low as
10%. We have identified two main areas of controls,
which seem to perform well in this regard. The human
factor and rather technical security controls. Not sur-
prisingly, cybersecurity culture and training received
a lot of attention by companies and therefore a high
score in the fully implemented area as well as the Par-

tially Implemented area (33,3%), as the human factor
is considered one of the key aspects within SME in-
formation security (Pawar and Palivela, 2022; Chaud-
hary et al., 2022). This indicates that security train-
ing and culture efforts are being undertaken by nearly
70% of the companies surveyed, which we perceive
as a sign of progress in the correct direction for SME
information security. In addition, the handling of se-
curity incidents, which involves a lot of human inter-
action and awareness (in the form of incident report-
ing and clear responsibilities within the workforce as
to who takes the lead in the event of an incident), ap-
pears to be an important issue for a large proportion of
the organisations surveyed. Secondly, more technical
controls such as data backup and recovery, malware
protection and email and web browser protection ap-
pear to be a priority. Malware protection has also been
stated as one of the most important controls by an-
other security control survey conducted by Pawar et
al. (Pawar and Palivela, 2022) in 2021.

4.3 Security Controls Less Prioritised in
SMEs

On the flip side of the security controls that are per-
forming well, we have also identified some areas of
weaker performing controls within the SME popu-
lation. These are summarised in Figure 4. Only
10%, or three companies, reported that they had fully
implemented supplier and service provider manage-
ment controls and were making good efforts in this
area. However, over half of the companies surveyed
(53.3%) indicated that they have Rather Not (33.3%)
or Not (20%) taken effort to implement and manage
this area. This is an alarming result, given that the
supply chain in general and SMEs in particular are
seen as vulnerabilities within it (Melnyk et al., 2022;
Georgsen and Køien, 2022). This is in line with the
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33,3%

33,3%

36,7%

36,7%

36,7%

36,7%

36,7%

53,3%

33,3%

43,3%

43,3%

33,3%

23,3%

13,3%

16,7%

16,7%

6,7%

16,7%

6,7%

13,3%

13,3%

13,3%

3,3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Handling of Security Incidents

Protection for E-Mail and Web Browser

Cybersecurity Culture and Training

Malware Protection Measures

Data Backup and Recovery

Inventory of HW / SW / Databases

Fully Partially Rather Not Not Not Required (n=30)

Figure 3: Highest Percentage Controls in the ”Fully Implemented” Category.

call for further research and efforts in this area as
called for in the academic community (Melnyk et al.,
2022; Durowoju et al., 2020). The next two controls
which have received weak results are Set Up and Con-
figuration of Log files and Regularly Analyse and Ad-
dress Weak Points with 46,7% and 40% respectively
in the combined categories of Rather Not and Not
implemented, which clearly indicate, that companies
have not taken sufficient efforts in these areas.
The last 4 security controls shown in the figure 4 high-
light a predicament identified in this research survey,
as they contain three controls that have already been
discussed with regard to their high scores in the Fully
Implemented category (view Section 4.2). However,
these three controls - Inventory of hardware/software
and databases, Cybersecurity culture and Training
and handling of security incidents - also received al-
most a third of responses (30%) within the combined
categories of Rather Not Implemented and Not Imple-
mented. This highlights the conflict that while some
companies seem to prioritise these controls highly,
nearly 1/3 seem to prioritise little to no effort in these
areas. This is a worrying precedent, as in particular
the handling of security incidents and the associated
clarification of responsibilities in the event of an in-
cident, as well as cybersecurity culture and training,
are directly related to strengthening the response and
awareness of the workforce regarding its information
security posture. And in particular, the information
security posture of the human workforce is consis-
tently highlighted as the weakest link when it comes
to information security threats, whether in the form of
an insider threat or simply a lack of awareness (Pawar
and Palivela, 2022; Chaudhary et al., 2022; de Bruijn
and Janssen, 2017). The importance of the human
workforce and their information security posture has

further been confirmed by the surveyed audience of
the workshops themselves. They rated three threats
highly related to the human workforce the highest out
of the 10 presented threats for voting. These are Hu-
man Error and Sabotage in the top spot, Infection with
malware via the Internet and Intranet in second and
Social Engineering and Phishing third. These all tar-
get the human workforce in particular. The voting
results for the top threats as perceived by SMEs are
summarised in Figure 5.
Finally, it is surprising that the security control of in-
ventorying hardware/software and databases received
such low scores, with almost a third of companies
stating that they have made little or no effort to in-
ventory their critical corporate assets, as awareness
and control of corporate assets is important to most,
if not all, information security efforts within an organ-
isation.

4.4 Limitations

The presented research may be limited by (i) low sam-
ple size, (ii) selection bias of participants, and (iii)
authors selection bias. (i) The low sample size in our
study can be explained by the difficulties in attract-
ing and motivating SMEs, in particular, to attend and
participate in cybersecurity activities (Wilson et al.,
2023). To address this, we worked with public organ-
isations such as the Austrian Chamber of Commerce
Tirol6, Bayern Innovativ7 and Business Upper Aus-
tria8 to multiply the audience for our research. In
addition, we enabled companies to provide well in-

6https://www.wko.at/tirol
7https://www.bayern-innovativ.de/de
8https://www.biz-up.at/
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Fully Partially Rather Not Not Not Required SUM Rather Not + Not Implemented (n=30)

53,3%

46,7%

40%

30%

30%

30%

30%

Figure 4: Weak Performing Controls (SUM of Rather Not and Not Implemented).

formed answers to the survey questions by providing
an information summary in advance to each question
and feedback on ambiguities during the workshop
surveys. This way, we ensured that responses were
not random and have been made as informed as pos-
sible. (ii) To counter selection bias of participants, we
contacted a wide range of companies and used spe-
cialised organisations known for working with SMEs
as multipliers for our invitations to the workshops to
ensure the most relevant data samples. We thereby
did not take a random sample. (iii) Our publication
and methodology could be limited by author selec-
tion bias regarding the information provided, the se-
curity controls selected, and other elements of our
research. To counter this, we reviewed and collabo-
rated with at least two authors and usually the entire
CySeReS-KMU project research team on each com-
ponent and methodology of the focus group research.
This way, we ensured that at minimum two people
were involved in each design decision.

5 CONCLUSION

In this paper, we present an exploratory practical
study of the overall level of information security

implementation within 30 small and medium-sized
enterprises, using an integrated focus group research
approach accompanied by a quantitative survey.
In doing so, we identified the security controls
that perform best in terms of achieving the full
implementation level, as well as the flip side by
highlighting information security control areas that
still seem to lack the appropriate attention and effort.
We further uncovered a predicament in that many
of the well-performing information security controls
have a fairly large proportion of companies that still
appear to be neglecting them. This leads us to believe
that the information security landscape of SMEs and
the posture of individual companies appears to vary
widely from security control to security control, and
therefore from company to company. Summarising
the best and worst performing security controls has
led to the discovery of some important areas of
strength, and in some cases weakness, in the overall
information security posture of SMEs. The top three
overall performing controls are: Data backup and
recovery, malware protection measures, and email
and web browser protection, followed by the three
predicament controls. These appear to be prioritised
by over a third of the SMEs surveyed, but at the same
time neglected by almost another third of the SME
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population. These controls are Inventory of hardware
/ software and databases, Cybersecurity culture and
training and handling of security incidents. Finally,
there are three security controls that between 40%
and over 50% of companies do not seem to prioritise
very highly, while at the same time stating that
they do not consider them unnecessary for their
business. These are: Supplier and service provider
management, log file setup and configuration, and
regularly analyse and address Weak Points. From
these observations, we conclude that while efforts
are clearly being made to strengthen information
security in SMEs, there is still a significant need for
further efforts by companies and future research in
the academic community.
We therefore advocate for future research efforts in
the following areas based on the outcome of our
survey:

(1) Supply chain management clearly needs to
be studied in terms of its place and application within
SMEs, as more than half of the SMEs surveyed did
not implement this control adequately.
(2) The use of log files as an information security
control within SMEs should be evaluated on the basis
of whether it is a value adding and practical security
measure for companies of this size.
(3) The information security processes and posture of
SMEs in general should be examined and strength-
ened by appropriate frameworks and processes, as
many process and personnel reliant information
security areas, such as regular vulnerability analysis,
inventory as one of the main foundations to establish
and coordinate information security efforts within
an organisation, and handling of security incidents,
seem to be areas where a large proportion of SMEs
are lacking. Especially the lack of a proper inventory

and therefore assessment of assets which might be
critical to the company regarding its information
security, should also be investigated.
(4) This extends to cybersecurity culture and training,
which were identified as both performing well for
some companies and neglected by others, while it was
clearly identified both within literature (Pawar and
Palivela, 2022; Chaudhary et al., 2022) and the threat
assessment survey conducted within the workshops
that human resources are one of the most important
factors and threats in SME information security.
Without adequately trained and aware personnel, any
technical and procedural security control imposed by
the company can be overridden by human error or
misapplication.
(5) Finally, our call for more general and compre-
hensive research is driven by the fact that no security
control significantly exceeded the margin of 1/3 of
companies reaching full implementation, meaning
that almost 2/3 of the surveyed companies are either
in some stage of implementation or have completely
neglected them. This suggests that organisations
need further guidance on how to achieve an overall
information security posture to strengthen their
defences.

In conclusion, our findings clearly outline that
the SME information security landscape is evolving,
but still requires a great deal of work and research
to achieve an adequate level of protection against
the ever-increasing information security threats. Our
study provides valuable information about the infor-
mation security situation in SMEs, highlights key ar-
eas for future work, and serves as a guide for re-
searchers and organisations alike as they navigate the
field of SME information security.
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