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Abstract: Organizations from all around the world are facing a continuous increase of information exposure over the past
decades. In order to overcome this thread, out of the box data leakage prevention (DLP) solutions are applied
which are used to monitor and to control data access and usage on storage systems, on client endpoints, and in
networks.

In recent years products from market leaders, such as McAfee, Symantec, Verdasys, and Websense, evolved to
enterprise content-aware DLP solutions. However, this paper argues that current out of the box solutions are
not able to reliably protect information assets. It is only possible to reduce the probability of various incidents
if organizational and technical requirements are accomplished before implementing a DLP solution. To be
efficient, DLP should be a concept of information security within the information leakage prevention (ILP)
pyramid which is presented in this paper. Furthermore, data must not be equalized with information which
requires different strategies for protection. Especially in case of misusing privileges by exploiting an unlocked
system or by shoulder surfing, the remaining risk must not to be underestimated after all.

1 INTRODUCTION

formation leakage prevention (ILP), information leak

Not least Edward Snowden (Greenwald et al., 2013)
brought to mind that data leakage is ever-present. And
insiders are able to take data, even documents with
a lot of information, out of the company office and
the organization is unaware of the leakage. Regularly,
the leakage is only notices if the data is published.
It seems almost incredible that data leakage even af-
fects organizations like the National Security Agency
(NSA). The NSA assumed to understand their data
lifecycle, to have the most sophisticated information
technology (IT) for security, and to operate on the
highest thinkable information security level. Hence,
it is fascinating that Edward Snowden could easily
steal such an amount of data. This and other inci-
dents caused a huge upturn in sales figures because
organizations buy data leakage prevention (DLP) so-
lutions to avoid data leakage and information expo-
sure issues.

In general, this paper refers to DLP as data leak-
age prevention but the definition of the term “DLP”
varies and a consistent terminology is absent. There-
fore, terms such as data loss prevention (DLP), extru-
sion prevention (EP), content monitoring and filtering
(CMF), content monitoring and protection (CMP), in-
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prevention and detection (IDLP), outbound content
compliance (OCC), or information protection and
control (IPC) are commonly used as synonyms.

Information exposure, which is addressed by ILP,
is “the intentional or unintentional disclosure of infor-
mation to an actor that is not explicitly authorized to
have access to that information” (CWE, 2013). This
work refers to DLP as a part of ILP since DLP focuses
on data and the ISO/IEC 2382 standard specifies data
as a “representation of information in a formalized
manner, which should be suitable for communication,
interpretation, or processing” (JTC 1, 1993).

In terms of DLP, the detection and classification
of sensitive data has to consider the state of the data
which can be data in motion (DIM), data in use (DIU),
or data at rest (DAR). Additionally, the classification
according to the information security level influences
data handling. For example, data classified as “top
secret” is subject to other restrictions than data clas-
sified as “restricted” or “public”. Therefore, DLP so-
lutions rely on reasonable strategies for detection and
classification of sensitive data. Commonly, the strate-
gies to detect and classify data are based on

key word and regular expression search,
digital fingerprints,
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data tagging, and
machine learning techniques.

Several of these strategies are extended by analysis
methods based on awareness of context and content.
Nevertheless, the detection and correct classification
of data are still a major challenge due to the existence
of encryption, hidden channels, unsupported content
types, as well as large amounts of multimedia and
unstructured data.

The following section introduces state-of-the-
art enterprise content-aware DLP solutions of well-
known market leaders. This work states that DLP
should be characterized as a concept of information
security and therefore, the ILP pyramid, which is de-
scribed in section 3, should be considered. The re-
maining risks of this concept are particularized in sec-
tion 4.

2 STATE-OF-THE-ART DLP
SOLUTIONS

DLP solutions offer different approaches to moni-
tor and to protect confidential data at client end-
points. Typically, these solutions validate and au-
thorize applications before allowing confidential data
to be transferred and to be migrated. Furthermore,
data usage on client endpoints and network traffic are
monitored, and copy and paste operations and taking
screenshots can be prevented. In general, current DLP
solutions are able to control the access to confidential
data and the utilization of this data by the user. More-
over, the systems can prevent unauthorized users or
applications to obtain confidential data. But there are
several issues and limitations.

According to a report on “Enterprise content-
aware DLP” (Ouellet, 2013) which was published in
2013, DLP solutions offering a holistic approach and
functionalities for DIM, DIU, and DAR are referred to
as market leaders. In this context, the report identified
the market leaders EMC - RSA, McAfee, Symantec,
Verdasys, and Websense. Compared to the Forrester
Wave report published in 2008 (Raschke, 2008), the
leadership in the market has been slightly shifted due
to various buyouts. These days, the market leaders of-
fer additional functionalities for DIM, DIU, and DAR
since they agreed on further incorporations and they
implemented findings of academic research.

Some functionalities of DLP solutions, such as re-
strictions for copying data to unauthorized removable
devices, taking screenshots, and printing files as well
as the support of data encryption, are standard. How-
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ever, the DLP solutions of the market leaders differ in
the approaches and the implementation details.

2.1 EMC-RSA

EMC offers the “RSA Data Loss Prevention Suite”
(EMC Corporation, 2013) which includes the “RSA
DLP Enterprise Manager”, the “RSA DLP Data-
center”, the “RSA DLP Network”, and the “RSA
DLP Endpoint” in version 9.6. The “RSA DLP
Datacenter” performs scans on client endpoints,
data repositories, file shares, databases, storage sys-
tems (SAN/NAS), and Microsoft SharePoint prod-
ucts. These scans make use of key word and regu-
lar expression search as well as digital fingerprints to
find sensitive DAR in present described-content and
fingerprinted-content. The “RSA DLP Network” ad-
dresses DIM by monitoring network traffic. However,
its capabilities are limited to the internet protocol
(IP) version 4 and 6, and common higher-level proto-
cols such as the hypertext transport protocol (HTTP)
and the simple mail transfer protocol (SMTP). DIU
and DAR are handled by the “RSA DLP Endpoint”
which intercepts application calls and scans the in-
volved content to prevent disallowed user actions.
The EMC DLP suite does not support Linux based op-
erating systems, mobile device management (MDM),
and cloud infrastructures. Furthermore, the solution
is specialized in Microsoft products and, according to
the EMC - RSA website, Microsoft is a customer us-
ing the “RSA DLP Datacenter” for compliance with
payment card industry (PCI) and Sarbanes-Oxley reg-
ulations.

2.2 McAfee

Like other McAfee products, “McAfee Data Loss
Prevention 9.3.0” (McAfee, Inc. , 2013) is based
on the McAfee ePolicy Orchestrator (McAfee ePO)
server . The “McAfee DLP Monitor” and “McAfee
DLP Prevent” address DIM while “McAfee DLP
Discover” deals with DAR and the “McAfee DLP
Endpoint” covers DIU. Basically, the “McAfee DLP
Monitor” makes use of a switched port analyzer
(SPAN) port or a network tap to passively monitor
network traffic and to determine the sender, the data
type, and the destination. “McAfee DLP Prevent” is
able to block or redirect network traffic but the tool
is limited to web or e-mail traffic per appliance, 30
concurrent SMTP connections, and 4000 concurrent
internet content adaptation protocol (ICAP) connec-
tions from a web proxy server. In General, key word
and regular expression search as well as digital finger-
prints are used for data tagging. In order to improve
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key word search which includes a dictionary search,
McAfee recommends using whole phrase matching or
statistically improbable phrases (SIPs). Digital finger-
prints are used to create data and file signatures. Fur-
thermore, “McAfee DLP Discover” classifies content
by document property definitions which are based on
predefined metadata values and filename extensions.
User actions on client endpoints are addressed by the
“McAfee DLP Endpoint” which monitors data usage
and prevents, for example, copying data to removable
media, printing files, and taking screenshots. In fur-
ther consequence, rights management and role based
access control are supported. Similar to the EMC
solution, the McAfee solution is specialized in Mi-
crosoft products and does not offer sustainable sup-
port for Linux based operating systems and cloud in-
frastructures. MDM is offered separately for mobile
devices such as Apple iPhones, Apple iPads, Android
devices, and Windows Phones. However, McAfee is
aware of some limitations and known issues. For ex-
ample, Windows does not load the host DLP plugin
in safe mode, and as a result the web host protection
rules do not work and e-mail protection rules are by-
passed in some cases (McAfee, Inc., 2013).

2.3 Symantec

Consisting of multiple parts, “Symantec Data Loss
Prevention 12” (Symantec Corporation, 2013) can be
installed on Red Hat Enterprise Linux operating sys-
tems as well as on Microsoft Windows Server operat-
ing systems. However, the endpoint agents are limited
to Microsoft Windows operating systems. Syman-
tecs DLP solution for DIM is software-based and
consists of three products: the “Symantec Data Loss
Prevention Network Monitor”, the “Symantec Data
Loss Prevention Network Prevent for Email”, and
the “Symantec Data Loss Prevention Network Pre-
vent for Web”. Monitoring and prevention only ef-
fect protocols which are enabled in the system, such
as the HTTP and transport layer security (TLS) proto-
cols. DLP for e-mail involves smartphones as well as
tablets running Google Android, Apple iOS, Black-
Berry, and Windows Mobile. The support for web
services, social media, and cloud infrastructures is
limited to specific providers. Symantecs DLP solu-
tion for DAR is composed of “Symantec Data Loss
Prevention Network Discover”, “Symantec Data Loss
Prevention Network Protect”, and “Symantec Data
Loss Prevention Data Insight Enterprise”. “Syman-
tec Data Loss Prevention Endpoint Discover”, and the
“Symantec Data Loss Prevention Endpoint” are re-
sponsible for DIU and available for Windows clients
endpoints. In contrast to EMC and McAfee, Syman-

tec not only makes use of key word and regular ex-
pression search as well as digital fingerprints, but
also deploys vector machine learning techniques for
building statistical models based on positive and neg-
ative example documents. In addition to detect DAR
by scanning data repositories including file servers,
databases, and web sites, Symantec also tracks the file
usage which can be used to enforce access rules and to
understand leakage incidents. However, the DLP so-
lution is limited to certain file types, data formats, net-
work protocols, storage systems, service providers,
and software vendors.

2.4 \erdasys

Verdasys DLP solution “Digital Guardian (DG) ver-
sion 6” with “DLP 3.0” (Verdasys, 2013) special-
izes in unstructured data and extended operating sys-
tem support to have an advantage over its competi-
tors. Verdasys defines the DG as an enterprise infor-
mation protection (EIP) solution which implements a
data-centric approach. The “Digital Guardian Man-
agement Server” is the command center for operat-
ing several agents and various add-on modules. The
agents are used for context-based data monitoring,
classification, and control, and to enforce data poli-
cies on Windows, Linux, Mac OS, VMware, Citrix,
Hyper-V, BlackBerry Enterprise Server, Exchange
ActiveSync, and iOS platforms. Verdasys offers dif-
ferent network agents, such as “DG XPS DIRECT”,
“DG XPS MAIL”, “DG XPS WEB”, and “DG NET-
COM?”, which include an agreement with Fidelis Se-
curity Systems for using the “Fidelis Extrusion Pre-
vention System (XPS)”. These network agents are
deployed as out-of-band sniffers or inline layer 2
bridges. Basically, they try to detect unauthorized
DIM based on content, application, and/or protocol
across all 65,535 ports. Hence, data detection and
classification are shifted to the endpoints and the
storage systems. In general, the data classification
is based on content, context, and user classification
(UC) all of which are complementary and can be com-
bined. The content inspection makes use of key word
and regular expression search as well as document
similarity based on key words and Bayesian analy-
ses. The context, for example, involves the applica-
tion, data type, user identity, e-mail properties, and
network properties. The classification is stored along
with policy rules in meta-tags which allows inheri-
tance and reclassification. Unstructured data is iden-
tified and classified according to context parameters
by considering user, application, and activity, such as
the creation, access, revision, or transmission. Con-
tinuous logging and auditing can be extended by key
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logging, and content and screen capturing, which is
used to analyze behavior and to reconstruct leakage
incidents.

2.5 Websense

Websense combines the “Websense Data Security
Suite”, “Websense Email Security Gateway Any-
where”, and “Websense Web Security Gateway Any-
where” to the “Websense Triton Enterprise Suite”
(Websense, Inc, 2013). DLP is particularly addressed
by the “Websense Data Security Suite” which, in ver-
sion 7.8, is comprised of the “Websense Data Security
Gateway”, the “Websense Data Endpoint”, and “Web-
sense Data Discover”. The “Data ldentification and
Classification Engine (DICE)” is embedded within
the stated solutions. In order to discover sensitive data
on specified network and endpoint systems, a scan is
performed on network file systems, SharePoint direc-
tories, database servers, Exchange servers, Outlook
PST files, and IBM Lotus Domino documents. Dif-
ferent agents are used to scan and monitor the end-
point systems which are limited to Microsoft Win-
dows, Apple Mac OS, Apple iOS, Red Hat Enterprise
Linux, and Cent OS Linux platforms. Several cloud
storage infrastructures are supported, too. The pro-
tection differs according to the operating system and
the supported applications. Corresponding the ven-
dor, the solution is able to detect custom encryption
and pays attention to the geographical location, and
the source and destination resource categories when
policies and classification rules are applied. The clas-
sification itself makes use of key word and regular ex-
pression search, fingerprints, file properties, support
vector machine (SVM) models, and optical character
recognition (OCR). Furthermore, the vendor claims
that “Drip DLP” is able to protect data from timing
attacks which leak data slowly by cumulative events.
However, this capability is restricted to supported net-
work traffic such as e-mail, web, and IM protocols.

2.6 Academic Research

In addition to industrial vendors, academic research
also provides various approaches to prevent data leak-
age. Some of these approaches directly apply to DLP
while others have their origin in related research fields
such as data mining algorithms, network anomalies,
user behavior, and mobile device security.

In general, DLP classification techniques bene-
fit from data mining and knowledge discovery in
databases (KDD) techniques when it comes to the
analysis and/or classification of large amounts of data.
The major problem of such machine learning methods

364

is to provide adequate training data. This can be ad-
dresses by certain techniques, e.g. considering text
classification from positive and unlabeled documents
(Yu et al., 2003) or effective multi-label active learn-
ing for text classification (Yang et al., 2009).

Moreover, there are approaches to handle large
bulks of data in networks. Such techniques are able to
quickly find anomalies in large data streams by visu-
alizing (Hao et al., 2009), to enhance network intru-
sion detection systems (NIDSs) for almost real-time
automatic network control, and to analyze behavior in
communication channels to detect malicious network
traffic (Beaver et al., 2013).

A further challenge with respect to DLP is created
by covert channels. DLP solutions frequently out-
source the detection of these channels from network
monitoring to endpoint surveillance or even disregard
their existence. Nevertheless, there are approaches in
academic research which, for example, block network
covert timing channels (Wang et al., 2009) or perceive
covert channels (Jaskolka and Khedri, 2011).

On the other hand, there are research approaches
focusing on DLP itself. Examples are the published
design of a framework for detecting an insider’s leak
of confidential information (Baek et al., 2008), the
anomaly detection based on usage patterns or user
profiles according to events in system logs (Corney
etal., 2011), or the mechanisms for detecting and pre-
venting data exfiltration by insiders which are based
on DBMS-layer anomaly detection and prevention us-
ing provenance tracking and virtualization (Bertino
and Ghinita, 2011).

Some of these academic research approaches
might be able to become part of an industrial product.
Of course, this takes time and the gap between the the-
oretical possibility and the practical implementation
has to be closed. Furthermore, the majority of threats
can only be prevented by coordinated functional in-
teraction of security mechanisms.

3 DLP AS A CONCEPT OF
INFORMATION SECURITY

Based on computability theories like the Kurt Godel’s
incompleteness theorem, the Alan Turing’s halting
theorem, and the Rice-Myhill-Shapiro theorem, a per-
fect IT security solution is not possible. Accordingly,
IT security is a matter of probability. On the one
hand, DLP solutions should minimize the probabil-
ity of data leakage. On the other hand, this means
to maximize the probabilities of detection, identifica-
tion, correct classification, and prevention. In order
to be efficient, a large amount of topics in the domain
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Figure 1:-DLP as a concept of information security in the information leakage prevention-pyramid.

of information security have to be considered. Sub-
sequently, a solution based on a single product which
covers isolated topics is doomed to failure. By in-
creasing the number topics in the domain of informa-
tion security covered by a DLP solution, the probabil-
ity of data leakage can be reduced.

This work proposes a strategy which characterizes
DLP as a concept of information security. The ILP
pyramid, which is demonstrated in Figure 1, repre-
sents the DLP concept as a part of ILP within the do-
main of information security and information security
precautions. The levels of the ILP pyramid are corre-
lated and the objective is to minimize the probability
of data leakage which is illustrated as the remaining
risk at the top of the pyramid.

In order to establish a basis for DLP, country-
specific regulations, such as contracts of employment
and business partner contracts, have to be observed.
The legal basis for permanent surveillance, for exam-
ple, may demands to inform involved parties about
their rights and obligations, and to obtain their con-
sent. In Austria breaches of security and supervisory
measures can be prosecuted by criminal law as well
as by civil law. Clear agreements within contracts as
well as non-disclosure agreements are strongly rec-
ommended.

The next level of the ILP pyramid focuses on em-
ployees. Organizations have to pay attention to the
continuous education of their employees to kept their
competence, training, and awareness up to date. In
general, the employers have to be mindful of a pos-

itive working environment which benefits employee
satisfaction and job attachment. These characteristics
increase trust on both sides, the organization and the
employees. According to Blank’s results, a central
role in the organizational context is assigned to trust
due to the fact that trust saves expenses and enhances
the quality of work (Blank, 2011). Hence, trust is
a cost factor when implementing DLP. On the other
hand, control mechanisms, which are a major part
of DLP solutions, may have a negative influence on
the employee’s trust since it gives the impression of
the organization not trusting its employees. A well
defined basis for conversation positively effects the
acceptance of regulations and control mechanisms,
and therefore the employee’s inhibition of offending
against and of bypassing those regulations and control
mechanisms. Basically, employee satisfaction and job
attachment also influence the staff fluctuation and as
a consequence the return on investment (ROI). This
is because new employees necessitate a period of vo-
cational adjustment, accompanied by coordinated ed-
ucation and training, to be highly productive. More-
over, well-educated and motivated employees are re-
quired to implement, configure, manage, supervise,
and operate the technical installations within the in-
frastructure of an organization. All IT security instal-
lations, like DLP solutions, are among those techni-
cal installations and therefore, organizations have to
place confidence in their proper functioning.

Compliance to information security standards
and regulations constitutes the third level of the
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ILP pyramid. The objective is to gain a high
information security level by considering a large
amount of threads. For example, the "BSI IT-
Grundschutz-Kataloge* (BSI IT Baseline Security
Catalogs) (BSI, 2013) published by the German Fed-
eral Office for Information Security (BSI) specifies
threads which can lead to unintentional informa-
tion exposure, loss of confidentiality of information,
loss of data integrity, or data and information leak-
age. In Austria the "Osterreichische Information-
ssicherheitshandbuch* (Austrian Information Secu-
rity Handbook) (BKA, ISB und A-SIT, 2012) has to
be considered. This document is compatible with the
ISO/IEC 27001 standard (JTC 1/SC 27, 2005a) and
takes ISO/IEC 27002 controls (JTC 1/SC 27, 2005b)
into account. Basically, it specifies the confidential-
ity of information being an asset which has to be
protected and preserved, and for that reason organi-
zations have to ensure that information is not made
available or disclosed to unauthorized entities. Fur-
thermore, measures to guarantee the confidentiality
and integrity of sensitive data are recommended. Of
course, these objectives correspond with the objec-
tives of DLP and ILP and therefore, compliance to
information security standards and regulations are a
prerequisite for DLP and ILP.

The legal basis, well-educated employees with job
attachment, and a high information security level pro-
vide a reasonable starting point for an ILP concept.
At this point an organization should have acquired
a decent access control management, security clas-
sifications, and the knowledge about the location of
each information asset. Furthermore, its employees
should be "aware of information security threats and
concerns, their responsibilities and liabilities* (JTC
1/SC 27, 2005b) and willing to comply with instruc-
tions. An ILP concept has to address the remaining
information security issues, such as DLP and the ad-
vantageous usage of DLP within an existing technical
infrastructure. A separate DLP concept can be elab-
orated to handle the challenging task of meeting the
organizational and technical requirements.

However, several intended or unintentional types
of information disclosure as well as data leakage can-
not be prevented. Hence, there is a remaining risk
which can be reduced but not eliminated.

4 REMAINING RISK

According to the book (Shabtai et al., 2012) which
was published in 2012, industrial DLP solutions are
mainly utilized to prevent accidental leakage inci-
dents. These solutions evolved and recently offer pro-
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tection against various malicious insider threats by
applying more sophisticated detection, classification,
and prevention techniques. Nevertheless, information
and data exposure incidents are ever-present in the
media. There are approaches to detect or prevent data
leakage by behavioral analytics. For example, Ver-
dasys advertised to implement sophisticated usage be-
havior analyses which monitor sensitive data usage up
to six months or even longer. Based on the assump-
tion that there is conspicuous behavior, a large bulk
of data is collected and analyzed. In fact, prevent-
ing data leakage becomes more difficult if the leakage
arises from data usage of an authorized person and
no abnormal behavior can be detected. For example,
there is no forbidden or illegal behavior involved if
an authenticated and authorized user displays confi-
dential data on a mobile device outside the company
office. In case of misusing privileges by exploiting an
unlocked system or by shoulder surfing, state of the
art DLP solutions are not able to provide the required
protection.

Moreover, it seems that vendors still assume the
term “dumbest assumable user (DAU)*“. Considering
that administrators of IT security systems and persons
with knowledge of all control and IT security mea-
sures can cause data leakage, it would be more ad-
vantageous to assume the term “cleverest assumable
user*“ when it comes to security.

5 CONCLUSIONS

This work argues that organizations cannot buy out of
the box DLP solutions and trust in solving data leak-
age and information exposure issues. In fact, even the
most sophisticated state-of-the-art enterprise content-
aware DLP solution is not able to do so. In the last
years DLP solutions evolved but they are far off being
a silver bullet for data leakage and even less for infor-
mation exposure. They are not able to stand a chance
if an organization does not acquire the required orga-
nizational and technical qualifications. Therefore, this
work proposes the ILP pyramid which characterizes
DLP as a concept of information security. Creating
a legal basis, taking care of well-educated employ-
ees with job attachment, and accomplishing a high
information security level is the starting point for a
successful ILP concept. This concept can reduce the
probability of incidents but there is a remaining risk
which cannot be eliminated.
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