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Abstract: Cybersecurity standards and regulations are pivotal in guiding organizations toward mitigating cyber risks and
enhancing their overall security posture. The European Union’s NIS2 Directive, which introduces stringent
and comprehensive security requirements, exemplifies a Current regulatory framework designed to address
evolving cyber threats. This study critically examines the regulatory, governance, cybersecurity, and compli-
ance challenges introduced by NIS2 within the Swedish automotive industry. It further explores the strategic
integration of NIS2 with existing regulatory frameworks to streamline compliance approaches and foster long-
term resilience. The findings reveal the increasing complexity and financial implications of compliance, while
also identifying significant opportunities to bolster cybersecurity resilience. This paper underscores the neces-
sity for organizations to adopt proactive and adaptive strategies in response to the dynamic European regulatory
landscape. While the focus is on the Swedish automotive sector, the study provides valuable insights that may
inform future research into the broader implications of NIS2 across diverse industries and regions within the
European Union.

1 INTRODUCTION

Organisations are constantly exposed to cyber threats
due to increased digitization and interconnectivity.
These complexities have underpinned the need to in-
troduce measures to protect individuals and organisa-
tions in today’s complex digital world. Over time,
there have been legislative interventions and pub-
lished standards at both international and national lev-
els to mitigate the effects of unceasing threats to in-
frastructure and information security. GDPR, ISO
Standards 1, NIST 2, Network and Information Sys-
tems (NIS) Directive and most recently, NIS2 are
some of the building blocks for practices to achieve
cybersecurity. Knowledge of these frameworks not
only defines or highlights certain security expecta-
tions and obligations for organisations, but some also
prescribe punitive measures that guarantee strict com-
pliance when in defiance. It goes without saying that
compliance frameworks are already in existence, and
there will still be more in the coming years. As in-
dustries will be affected by some of these regulations,
especially the NIS2 Directive, cybersecurity will no
longer be an afterthought or a reactionary measure
in risk management. Hence, this study aims to ex-
amine the recent EU cybersecurity regulatory frame-
work, mapping its interplay with other related frame-

works to determine its implications for achieving cy-
bersecurity within the automotive industry in Sweden.
Motivation. Cyber threats vary. They are unceasing
and relentless in this era of increased digitization and
interconnectedness. Some industries are more prone
to the impact of cyber threats due to an increasing
level of dependency on networks. For instance, the
attack vector has widened in the automotive sector as
industries constantly face ransomware, data theft and
cyber incidents (Upstream, 2023). Even their supply
chain has not been spared (Hill, 2023). These threats
are constantly persistent and evolving and are poised
to disrupt operational functions, and regulations are
only reactionary and playing catch up.

However, given the new regulatory penchant of
the EU in furtherance of its accord to securing Europe
digitally and economically, there is an ever-increasing
cybersecurity compliance requirement for companies
in the EU (Lucini, 2023). These legislative exercises
not only underpin the importance of legislation in de-
creasing cyber-attacks (Hasan et al., 2021) but also
reveal the government’s level of awareness and com-
mitment to combat cyber-attacks. Consequently, this
topic aligns with the current EU legislative act, as
organisations will be affected by the new NIS2 Di-
rective. Hence, this project aims to analyse the EU
legislative framework and its intersection with other
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compliance standards in achieving cybersecurity re-
quirements.

1.1 Regulations, Standards, and
Guidelines

Regulations constitute a greater challenge as busi-
nesses and nations navigate a web of evolving reg-
ulations, standards, and guidelines, which can signif-
icantly impact organisational response (Kianpour &
Raza, 2024). The Network and Information Security
(NIS) Directive represents the first EU-wide legisla-
tion focused on cybersecurity. Its primary goal was
to establish a consistent and robust level of cyber-
security across all EU Member States 3. However,
despite its intentions, implementing the original NIS
Directive encountered challenges, leading to a need
for a review of the Directive (Markopoulou & Pa-
pakonstantinou, 2021). With the new NIS2 regula-
tory regime in place with imminent mandatory trans-
position requirements into national laws by member
states, it has become pivotal to explore the regulatory
gaps that may be experienced by one of the sectors.
This new legal framework poses new regulatory risks
due to uncertainties and complexities that new reg-
ulations have been identified to instigate (Kianpour
& Raza, 2024). Over time, studies have explored the
usefulness and applicability of frameworks constantly
being published (Teodoro et al., 2015) (Taherdoost,
2022). Gisladottir et al (2017) explored the impact
of cybersecurity regulations on organisations and em-
ployees and provided a framework for systematically
evaluating rules, risk, and resilience of cyber systems
incorporating behavioural science.

Even though regulations as a form of legislative
interventions are valuable indicators and predictors of
an organisation’s readiness to combat cyber-attacks
(Teodoro et al., 2015), there is a lack of aware-
ness of these regulations (Hasan et al., 2021) and
how to implement the measures required by any cy-
bersecurity framework is an impediment to realiz-
ing the ambitious goals of any legislative piece. A
survey also identified that rules or standards related
to cybersecurity are almost unknown in the business
world (Syafrizal et al., 2022). This position is fur-
ther stressed in a study by (Sirur et al., 2018), where
interviewees agreed that GDPR was a step towards
more thoughtful cybersecurity practices. However,
organisations struggled to understand how to com-
ply and what technical and organisational security re-
quirements are necessary.

However, the success of CS depends on how read-
ily an organisation facilitates the implementation of
regulatory requirements (Marotta & Madnick, 2020)

and (Kianpour & Raza, 2024) explains that businesses
are actively seeking to understand and adhere to the
stipulations of the updated NIS2 Directive to ensure
that their operations remain uninterrupted, safeguard
their reputation, and avoid stringent penalties.

The automotive industry is a vital sector 4
(Karamoozian et al., 2024) that faces heightened cy-
bersecurity risks as the digital landscape evolves 5
(Kalogeraki & Polemi, 2024). Lucini (2023) iden-
tified that many operators exempted by the previous
NIS Directive could now face new compliance chal-
lenges when operating in Europe. Organisational pre-
paredness, adaptability, and agility for the new NIS2
regulatory framework are now considered necessary
in safeguarding infrastructure assets and avoiding reg-
ulatory alties. Despite the rising interest in the NIS2
legislative framework (Kianpour & Raza, 2024), little
perspective has been known about how this new leg-
islation is perceived within the industry and the trails
that can be used to determine this domain’s state of
readiness regarding its implications and implementa-
tion outlook. and cybersecurity regulations as multi-
faceted and complex (Babikian, 2023). So far, no re-
search has been carried out on the implications of the
revised NIS Directive and the influence of other com-
pliance standards and frameworks on achieving cy-
bersecurity requirements within the automotive sector
in Sweden. Existing studies primarily focus on vari-
ous standards and regulations applicable to different
entities within the EU (Kalogeraki & Polemi, 2024;
Syafrizal et al., 2020).

Though (Lucini, 2023) study was about NIS2
within the EU, its scope was broad. Still, no study
has examined the specific implications of the require-
ments of the new NIS Directive in interplay with
frameworks and standards for achieving CS obliga-
tions within the automotive industry in Sweden. Since
there is a lack of empirical data to elicit and anal-
yse the perspectives of automotive professionals on
the implications of regulatory changes and how ex-
tant practices within the industry also influence com-
pliance, hence this study. Since there is limited un-
derstanding, particularly as to whether automotive in-
dustries are regulatory aware of their scope under
NIS2 and how they navigate the evolving cybersecu-
rity landscape under the EU NIS2 Directive, research
is needed to explore this.
The Objective of the Study. With the increased cy-
bersecurity risks posed by cybercriminals and adver-
saries, it has become imperative for organisations to
increase their awareness of the change in the cyber-
security landscape and respond effectively to change
(Lee, 2021). This research aims to explore the percep-
tion of cybersecurity professionals within the automo-

ICISSP 2025 - 11th International Conference on Information Systems Security and Privacy

368



tive sector in readiness for NIS2 mandatory proposi-
tions, as it is not a matter of choice whether to imple-
ment NIS2; it is a matter of when. The study exam-
ines the cybersecurity requirements in preparation for
the imminent compliance expectations. This research
aims to answer this question:
RQ: Does the new EU Directive have any impli-
cations on cybersecurity compliance within the
Swedish automotive sector?

2 RESEARCH BASELINE

2.1 Digitization and Its Challenges

The need for comprehensive IT security standards and
regulations to enhance cybersecurity is widely rec-
ognized. Fumy (2004) emphasized the critical roles
of governments and the private sector in developing
and promoting these standards. Cybersecurity regu-
lations, as highlighted by Srinivas, Das, and Kumar
(2019), compel organizations to safeguard their sys-
tems and information against cyber-attacks. Research
underscores the importance of government legislation
in reducing cyber threats, urging compliance to en-
hance preparedness and incident handling (Hasan et
al., 2021). Public demand for stricter regulations and
heightened awareness of privacy have spurred proac-
tive cybersecurity policies (Kianpour & Raza, 2024).
A lack of stringent regulations enables companies to
sidestep cybersecurity laws (Wall et al., 2016). Fur-
thermore, organizations often underinvest in cyberse-
curity, prioritizing profits over robust security mea-
sures (Radziwill & Benton, 2017; European Com-
mission, 2020). Cyber insecurity is now a major
global risk (World Economic Forum, 2024), neces-
sitating multidimensional solutions beyond technical
measures (Gercke, 2013). Legal tools have proven es-
sential in managing cyber risks (Kasper & Antonov,
2019).

Governments worldwide are focusing on reduc-
ing cyber risks through regulations (Meltzer, 2020;
Kuhn, 2018). The evolving regulatory landscape re-
flects a response to emerging threats, compelling or-
ganizations to adopt stringent cybersecurity measures
(Srinivas et al., 2019). For instance, the automotive
sector faces unique cybersecurity challenges due to
the rise of interconnected vehicles and complex sup-
ply chains, necessitating enhanced security practices
(Fernandez de Arroyabe et al., 2023; Khan, 2019). In
Europe, the NIS2 Directive expands on previous leg-
islation to ensure a high level of cybersecurity across
member states. It broadens its scope to include criti-
cal and important entities, introducing stricter secu-

rity requirements and comprehensive risk manage-
ment measures (Lucini, 2023). Similarly, the GDPR
aims to curb personal data misuse, promoting more
deliberate cybersecurity practices (Sirur et al., 2018).
The Critical Entities Resilience (CER) Directive fur-
ther strengthens infrastructure resilience across ten
key sectors, mandating proportional technical, secu-
rity, and organizational measures by 2026. These de-
velopments reflect a global shift toward robust cyber-
security regulations to address increasingly complex
threats and ensure organizational readiness.

In response to the growing cyber threats against
organizations, cybersecurity frameworks provide es-
sential practices and standards to strengthen cyber re-
silience and minimize risks (Srinivas et al., 2019).
While legislative frameworks like NIS2 prescribe
broad cybersecurity requirements, industry-specific
regulations such as UNECE R155/R156 mandate cy-
ber risk assessments in the automotive sector. Frame-
works like ISO/SAE 21434:2021 focus on end-to-
end cyber-risk management within road vehicle en-
gineering (Taherdoost, 2022), while the NIST Cyber-
security Framework, widely adopted for its flexibility,
emphasizes risk management, resource prioritization,
and a comprehensive cybersecurity strategy (Scofield,
2016). Similarly, ISO 27001 provides a holistic ap-
proach to information security, integrating risk man-
agement and operational excellence across all sectors.
These frameworks collectively guide organizations in
navigating complex regulatory requirements and bol-
stering their cybersecurity posture through standard-
ized practices and integrative approaches.

2.2 Regulatory Risks and Compliance
Burden

Kianpour and Raza (2024) highlighted the hidden
risks and challenges posed by cybersecurity regula-
tions, including complexities and uncertainties that
can disrupt organizational planning, strain resources,
and create competitive disadvantages. These risks,
categorized as regulatory, compliance, cybersecurity,
and governance, often intersect and collectively im-
pact businesses. Regulatory risks arise from changes
in legal frameworks, compliance risks involve penal-
ties for non-adherence, cybersecurity risks pertain
to vulnerabilities in digital infrastructure, and gov-
ernance risks stem from ineffective leadership and
decision-making (Kianpour & Raza, 2024). For in-
stance, the transition from the NIS Directive to NIS2
introduces new obligations and procedural terms, re-
quiring businesses to adapt or face strategic disrup-
tions (Lucini, 2023). While effective cybersecurity
readiness enhances organizational security, improves
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performance, and boosts customer trust (Hasan et al.,
2021), rapid regulatory changes complicate manage-
ment processes (Lee, 2021). Organizations must navi-
gate a blend of regulations, standards, and governance
frameworks, tailored to their industry, geography, and
products, to implement effective cybersecurity mea-
sures and limit legal exposure as these frameworks
evolve (Lucini, 2023).

3 METHODOLOGY

This study adopted a case study approach to assess
the readiness of automotive companies for the new
EU cybersecurity legal framework (NIS2). A case
study method was selected for its ability to pro-
vide an in-depth examination of practices and im-
plications within a specific context, making it par-
ticularly suitable for evaluating regulatory readiness
(Denscombe, 2010; Edgar & Manz, 2017). This
method allowed the use of multiple data sources,
such as questionnaires, document reviews, and semi-
structured interviews, to gather empirical evidence
and develop a comprehensive understanding of the
phenomenon. Alternative research strategies like ex-
periments, ethnography, and phenomenology were
considered but deemed less suitable as the study fo-
cuses on organizational readiness within a natural set-
ting rather than artificial or cultural contexts (Johan-
nesson & Perjons Erik, 2014; Denscombe, 2010).

Data were collected through a combination of on-
line questionnaires and semi-structured interviews,
providing flexibility and depth to address the research
questions (Denscombe, 2010). Questionnaires al-
lowed efficient data collection across geographic lo-
cations, while semi-structured interviews provided
detailed insights from IT managers, security offi-
cers, and compliance officers with knowledge of NIS2
readiness. Purposive and snowball sampling methods
ensured responses from relevant stakeholders and re-
ferrals for additional participants. Other methods, like
focus groups and direct observations, were excluded
as they were less aligned with the study’s objectives.
While quantitative and qualitative data sources were
considered valuable, the study prioritized methods
that balanced depth with feasibility (Myers, 2013).

Thematic analysis was employed to analyze qual-
itative data, following Braun and Clarke’s (2006) sys-
tematic approach. Audio-recorded interviews were
transcribed, and the data were reviewed multiple
times to identify patterns and key ideas. Preliminary
codes were developed, refined, and grouped into sub-
themes, which were further organized into overarch-
ing themes. A thematic map was created to visualize

connections between themes, and these were finalized
to represent the data accurately. This approach en-
sured a coherent narrative that linked findings to the
research questions and relevant literature. Alterna-
tive methods, such as discourse and narrative analy-
sis, were considered but rejected as the study aimed to
explore broader organizational readiness rather than
linguistic or narrative structures (Yin, 2014; Den-
scombe, 2010).

3.1 Method Application

This study employed a mixed-methods approach,
integrating document review, questionnaires, and a
semi-structured interview to collect and analyze data.
The document review sourced diverse materials, in-
cluding legal frameworks, industry standards, and EU
legislation, to examine the potential influence of the
new NIS2 Directive on the automotive sector. Articles
and reports were selected based on their relevance
to the research objectives, facilitating a comprehen-
sive understanding of measures and practices appli-
cable to the Directive’s implementation. This founda-
tional review informed the design of the questionnaire
and interview guide. The questionnaire, pre-tested
by cybersecurity professionals, was distributed elec-
tronically via platforms like LinkedIn and comprised
both open-ended and closed-ended questions. It pro-
vided insights into industry readiness and trends. A
semi-structured interview with the Chief Information
Security Officer (CISO) of a leading European auto-
motive company offered a deeper exploration of the
company’s cybersecurity practices and NIS2 compli-
ance readiness. Conducted in Sweden, the interview
focused on organizational security posture rather than
auditing, with data transcribed and analyzed themati-
cally. While additional interviews were planned, time
constraints limited participation to one company.

This combined methodology strengthened the
study by integrating diverse data sources, capturing
both general trends and nuanced perceptions. Ques-
tionnaire findings highlighted organizational readi-
ness trends, which were compared with qualitative in-
sights from the interview. By blending qualitative and
quantitative methods, the research offered a multidi-
mensional view of the implications of the NIS2 Di-
rective, focusing on patterns and preparedness rather
than hypothesis testing, thus enhancing its ability to
address the research question comprehensively.
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4 RESULT

This result highlights the diverse implications that
the new EU Directive will have on automotive indus-
tries within Sweden. Nineteen implications were dis-
covered through thematic analysis of data obtained
during the interview with a case study company.
These implications were further categorised into Gov-
ernance, Cybersecurity, Compliance and Regulatory
Implications. Some of these implications were com-
parable to themes already discussed in earlier research
on the impact of regulations and standards on various
entities. However, this study identified implications
that are delimited to the automotive sector while harp-
ing on extant frameworks, regulations, and standards
relevant to Sweden’s industry practices.

Respondents were asked about automotive com-
panies’ understanding of NIS2 obligations, with
over 50% indicating moderate to high understand-
ing. However, equal numbers highlighted either high
or very low understanding levels. Challenges in de-
termining NIS2 scope were acknowledged by seven
respondents, with 50% identifying many challenges,
37.5% noting moderate challenges, and one respon-
dent citing no challenge. Key obstacles included lack
of clarity on enforcement, third-party compliance,
supply chain security, and difficulties in recruiting cy-
bersecurity talent.

Most respondents (75%) believe NIS2 is rele-
vant to the automotive industry, though only 12.5%
found communication from industry associations ef-
fective. Regarding readiness to meet NIS2 risk man-
agement requirements, none considered companies
”Very Prepared,” with 37.5% indicating ”Partially
Prepared,” 25% ”Not Prepared,” and 12.5% ”Well
Prepared.” Common obstacles included budget con-
straints, legacy system security, supply chain vulner-
abilities, and limited expertise.

Respondents suggested industry best practices
such as ISO 21434, ISO 27001, gap analyses, stake-
holder education, and proper risk management to pre-
pare for NIS2 compliance, with 50% finding these
practices effective. To overcome challenges, profes-
sionals recommended tailored training, skilled work-
force development, increased budgets, centralized re-
sources, state-sponsored audits, and access to case
studies on successful NIS2 readiness.

4.1 Governance Implications

Governance Implications. Organizational com-
pliance efforts begin with management awareness of
regulatory requirements, ensuring decision-making
aligns with legal obligations. The case study company

Figure 1: Thematic Map of identified themes and sub-
themes in an automotive company in Sweden.

demonstrated this awareness, with regulatory changes
being communicated at the board level to guide
compliance and avoid financial risks. Preparations
for NIS2 compliance involve organizational changes,
documentation, and collaboration among departments
such as legal, IT, and R&D. Stakeholder communica-
tion and collaboration, including dialogues with com-
petitors and regulatory bodies, are critical for address-
ing ambiguities in incident reporting and ensuring co-
hesive compliance strategies. Certifications, audits,
and supply chain security mechanisms, such as TI-
SAX, also play a vital role in the company’s compli-
ance assurance efforts.
Cybersecurity Implications. The study highlighted
challenges with NIS2’s updated reporting require-
ments, particularly in defining and addressing inci-
dents and close calls. The company emphasized the
need for robust Business Continuity and Disaster Re-
covery (BCP/BCM) processes to minimize the impact
of cyberattacks. While NIS2 outlines basic require-
ments, supplementary frameworks like DORA pro-
vide greater specificity, including testing and docu-
mentation of BCP measures. Managing third-party
security through certifications like TISAX further en-
sures supply chain integrity, with the company requir-
ing suppliers to meet these standards for continued
partnerships.
Regulatory and Compliance Implications. Regu-
latory complexity, including overlapping frameworks
like GDPR and DORA, poses challenges for orga-
nizations operating across multiple countries. Vari-
ations in national implementations and reporting re-
quirements create uncertainties, but NIS2 is seen as
part of an ongoing regulatory journey. Compliance
with such directives necessitates significant financial
and IT investments, such as immutable storage sys-
tems, and drives organizational focus on cyberse-
curity beyond regulatory minimums. For premium
brands, enhanced security is a competitive advantage,
as modern consumers expect state-of-the-art cyber-
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security to complement vehicle quality and perfor-
mance, further underscoring the business imperative
for robust cybersecurity measures.

5 DISCUSSION

Implications of NIS2 on the Automotive Sector.
This study highlights the critical implications of the
NIS2 Directive for the automotive sector, emphasiz-
ing the growing importance of cybersecurity as vehi-
cles become increasingly connected and vulnerable to
security threats. The study identified four key areas of
impact: governance, compliance, cybersecurity, and
regulatory challenges. Supply chain and third-party
security emerged as a significant challenge, with 70%
of respondents noting the complexities of ensuring
NIS2 compliance among Original Equipment Man-
ufacturers (OEMs) and their suppliers. Companies
are adopting frameworks to monitor third-party in-
volvement and secure components, reflecting efforts
to align with NIS2 requirements.

The respondents expressed varying levels of un-
derstanding of NIS2 obligations, with most indicating
moderate awareness, while some acknowledged gaps
in clarity regarding specific provisions. Challenges
cited include managing legacy systems, defining con-
fidential information, and ensuring third-party com-
pliance, compounded by resource constraints and lim-
ited expertise. These complexities align with broader
regulatory risks and uncertainties noted in prior stud-
ies, highlighting the disruptive nature of new cy-
bersecurity requirements that necessitate significant
changes to processes, systems, and practices.

Despite these challenges, the study underscores
the positive long-term impact of NIS2 in strength-
ening the automotive sector’s cybersecurity posture.
Automotive companies recognize the need to inte-
grate security into the design phase of new technolo-
gies, leveraging international standards and frame-
works to streamline compliance. While the regula-
tory burden may increase costs and complexity, re-
spondents remain confident that NIS2 will drive re-
silience, enhance consumer trust, and provide a com-
petitive edge for brands prioritizing robust cyberse-
curity measures. Investments in training, automation,
and scalable solutions are crucial for adapting to this
evolving regulatory landscape and ensuring a secure
automotive ecosystem.

5.1 Novelty

According to Kianpour and Raza (2024), an adapt-
able compliance framework can optimise resources

Figure 2: Opportunity Exchange Matrix.

and ensure a consistent approach to compliance when
integrated with other organisational practices. Build-
ing on this, the study developed an Opportunity Ex-
change Matrix (see Figure 8) as a tool to visualize
the relationships between internal and external fac-
tors influencing an organisation. While not a formal
framework, the matrix serves as a compliance tool,
helping organisations map cybersecurity threats and
identify corresponding opportunities to enhance re-
silience. The Opportunity Exchange Matrix adopts
concepts from SWOT analysis to categorize and com-
pare cybersecurity threats and opportunities within
the automotive sector. It enables organisations to
transform identified threats into strengths by lever-
aging different types of cybersecurity opportunities.
This adaptable approach, already observed in the au-
tomotive industry, is further encouraged by the ma-
trix.

In this model, external changes can act as both
threats and opportunities, impacting organisations ei-
ther positively or negatively. The matrix visualizes
how cybersecurity opportunities can counter these
threats, building organisational strength while mini-
mizing weaknesses. By outlining key attributes of
cybersecurity threats, the matrix highlights how or-
ganisations can align compliance requirements with
using the controls from cybersecurity opportunities
to streamline best practices. Additionally, the matrix
helps analyse how internal strengths are built and how
organisational weaknesses are mitigated through the
effective use of cybersecurity opportunities.

The figure below presents an alignment of rele-
vant frameworks, standards, and guidelines that can
be utilised for automotive cybersecurity.

This study reveals how the NIS2 Directive is per-
ceived within the automotive industry, especially in
terms of the external complexities it introduces. Reg-
ulatory changes like NIS2 often create uncertain-
ties and challenges, particularly for sectors such as
automotive, which are considered heavily regulated
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Figure 3: Alignment of some relevant regulatory frame-
works for automotive cybersecurity.

(Kalogeraki & Polemi, 2024). These external influ-
encers, often perceived as regulatory overload, pro-
duce regulatory burdens that can generate organisa-
tional weaknesses if not managed effectively. How-
ever, the study shows that an organisation’s internal
responses to these external influences play a critical
role in determining whether such changes result in
weaknesses or strengths.

For the automotive sector, understanding how to
navigate these complexities is crucial. The findings
of this study highlight that external influencers, such
as new regulations, can also present opportunities.
When leveraged correctly, these opportunities can
help reinforce internal strengths and improve organ-
isational resilience. The Opportunity Exchange Ma-
trix developed in this study provides a practical tool
for organisations to assess their readiness for regula-
tory changes and emerging threats. By mapping how
external challenges can be converted into organisa-
tional strength, the matrix helps organisations eval-
uate their position in a proactive, structured manner.

The matrix provides a quick assessment of an or-
ganisation’s readiness to respond to external threats,
such as regulatory changes or AI advancements.
These disruptions will continue to have significant
implications for the automotive sector. By using the
matrix, organisations can analyse how cybersecurity
opportunities (such as in Figure 9) can be converted
into strengths, which in turn minimize, mitigate, or
capitalize on the impact of cybersecurity threats when
addressed proactively.

5.2 Implications for Practice and
Theory

The study’s findings have several implications for the-
ory in the field of cybersecurity and regulatory com-
pliance. Firstly, it reinforces the idea that govern-
ment mandates, like NIS2, can act as catalysts for im-
proving cybersecurity practices across industries. The
study supports the theoretical perspective that compli-
ance frameworks drive organisational behaviour and
resource allocation toward more secure operational

Figure 4: NIS2 Compliance Checklist.

environments (Hasan et al., 2021). From this stand-
point, the study supports the idea that government
regulations, such as NIS2, are key drivers of organisa-
tional change in cybersecurity. It reinforces that com-
pliance frameworks influence companies to invest in
stronger cybersecurity measures, aligning with theo-
retical views on regulatory-driven behaviour (Hasan
et al., 2021).

The study’s findings have several implications for
theory in the field of cybersecurity and regulatory
compliance. Firstly, it reinforces the idea that govern-
ment mandates, like NIS2, can act as catalysts for im-
proving cybersecurity practices across industries. The
study supports the theoretical perspective that compli-
ance frameworks drive organisational behaviour and
resource allocation toward more secure operational
environments (Hasan et al., 2021). From this stand-
point, the study supports the idea that government
regulations, such as NIS2, are key drivers of organisa-
tional change in cybersecurity. It reinforces that com-
pliance frameworks influence companies to invest in
stronger cybersecurity measures, aligning with theo-
retical views on regulatory-driven behaviour (Hasan
et al., 2021).

6 CONCLUSION

This research explores the anticipated impacts of
the NIS2 Directive on cybersecurity practices and
compliance within the Swedish automotive industry.
The study identifies key regulatory, governance, cy-
bersecurity, and compliance implications, highlight-
ing challenges, preparedness levels, and future out-
looks. As vehicles become increasingly connected,
the industry faces heightened cybersecurity risks, and
NIS2 introduces new measures that impose signifi-
cant changes to existing practices, creating regulatory
complexity and financial burdens. However, the in-
tegration of existing standards and best practices pro-
vides a foundation for navigating these challenges and
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aligning with legislative intentions. The study em-
phasizes the importance of organizational prepared-
ness and the strategic use of supplemental industry
standards to enhance compliance agility. Leverag-
ing these practices helps moderate regulatory burdens
while improving resilience and proactiveness. De-
spite gaps in awareness and readiness among auto-
motive companies, cybersecurity readiness can op-
timize compliance efforts and improve security per-
formance. Effective change management and multi-
stakeholder collaboration are crucial for achieving
the goals of NIS2 and maintaining operational agility
amidst evolving regulatory and threat landscapes.

Finally, cybersecurity is not only critical for com-
pliance but also a key driver of brand value and
market influence in the automotive sector. By ex-
ceeding regulatory requirements and embedding se-
curity into design and operational strategies, compa-
nies can enhance consumer trust and competitive ad-
vantage. The study underscores the necessity of con-
tinuous adaptation to regulatory changes, emphasiz-
ing that preparedness, strategic investment, and re-
silience are pivotal for long-term success in an in-
creasingly complex cybersecurity environment. Fu-
ture research could explore several areas beyond the
scope of this study. Investigating security as a differ-
entiator for premium automotive brands could vali-
date how customer perceptions of cybersecurity influ-
ence brand differentiation and purchasing decisions.
Comparative studies of NIS2 implementation across
European countries could identify best practices and
ethical considerations in balancing transparency with
national security. Additionally, examining cyberse-
curity awareness and training programs within the
Swedish automotive sector could reveal knowledge
gaps and improvements to enhance workforce readi-
ness. Exploring future regulatory scenarios and in-
dustry collaboration could provide insights into navi-
gating cybersecurity challenges and opportunities, in-
forming policy development and fostering a secure
digital ecosystem in Sweden and the EU.
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