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Abstract. The studied and realized system uses the RFID identification tech-
nology in order to make more efficient the management of items and people in
sanitary environments.

This system has three main functions, covering respectively the tracking of items,
the tracking and the identification of the employees, and the identification of the
patients, including in this case also the function of electronic case history.

For each of this cases specific studies have been made in order to identify the
right technological solutions. For the first two applications a specific antenna has
been created in order to reach the required performances.

All these functions have been integrated into a single software platform manag-
ing all the activities of detection and identification, and providing all the required
information to the users of the system.

1 Introduction

Nowadays, sanitary structures are growing bigger and bigger, employing hundreds, if
not thousands of people, and giving assistance to several thousands of patients. In ad-
diction, the complexity of the assistance operations is considerably increased and many
different devices are usually needed to perform them.

In many cases the speed of these operations can make the difference between life and
death of a patient. It's therefore evident that a reduction of the times of assistance can
increase in a considerable way the quality of the service provided.

One of the most significant factors reducing the times of attendance, especially in Emer-
gency Room ward, is the difficult to find the specific medical equipment or to find the
adequate doctor for the specific intervention required.

In many cases some particular equipments can also have a great value: their loss, due to
the movements inside and outside the hospital, has to be absolutely avoided.

Using RFID technology a tracking service can be provided, in order to make the hospi-
tal employees able to find in the fastest way possible the specific device required.

Once created, the technological infrastructure can offer other important services like the
tracking of employees and patients and the management of clinical information about
the people to be cured.
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2 The Scenarios

The studied system integrates on the same platform thriseetit scenarios (Fig. 1):

1. The first scenario involves the tracking of all the itemsdimside the hospital.

2. The second scenario is similar to the first one and condamsracking of the
employees.

3. The last scenario applies to the patients and, beyonddbkitg operation, uses
the RFID technology to provide a service of electronic caswmly.

2.1 The Tracking of the Items and of the Employees

The first and the second scenarios are discussed togethardectheir realization is
quite similar. In this cases the technological infrastuoets the same. Every item and
every employee in the hospital is equipped with an RFID tdgwing their identifica-
tion in contactless way.

RFID gates are located near the doors between the diffevents of the hospital, in
order to identify the person or the item moving form one roorthe next one.

The management platform is linked to all the RFID gates witligi connection and
every time the crossing of a gate is the detected, an intdatabase keeping the loca-
tion of all the devices and the employees is updated.

Every time a specific item is needed, the employee can singaych its location by
consulting the database, using the interface provideddyntinagement platform.
The tracking of the employees also allows to check the presehthe people inside
the structure and can therefore be used to identify the aesest the place of work,
replacing the traditional badges working with magnetiipstr

2.2 The Tracking of Patients and the Electronic Case History

The last scenario is especially interesting because netktet@peration of tracking,
which is performed in the same way, a function of electromsechistory has been
added.

In fact in this case the RFID tag is not only used as the ideatiftn mean but is also
used to store some important data regarding the healthisituaf the patient.

In rescue operations the quickness is very important, bsisetimes limited by the
fact that some vital information, like allergies or blooghés of the patients, has to be
known.

The same thing happens in hospitals, where nurses or ddwtees to search and read
these data from digital or paper archives, with all the ridddving from possible errors
due to manual operations.

With this system all these data are stored directly on thdOR&d) and can be retrieved
by simply reading it with a mobile device or with a workspaceipped with an RFID
reader.
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Fig. 1. The three scenarios with the corresponding technologaatiens.

3 The RFID Technology

Radio-frequency identification (RFID) is an automatic itiécation method, where the
information is stored on a device called tag or transpondéraan be retrieved by
another device called reader using electromagnetic aogigis the way to exchange
data.

3.1 RFID Systems

When we speak about RFID technology we cover a wide rangewifeke operating
at different frequencies or with different powering methodccording to the different
characteristics of the designed system, the right kind dDRiEchnology has to be
chosen.

Currently the most used frequencies for RFID devices belotigree different bands:

— Low Frequency (LF) - 125-135kHz: short read range and love date. Mainly
used for animal identification or access control.

— High Frequency (HF) - 13.56MHz: medium read range (5-15Q0en@dium data
rate, more expensive, used in several different fields. &y the most common
technology.

— Ultra High Frequency (UHF) - 868-930MHz: high read range dath rate, expen-
sive, used in some systems for automatic payment.

This short description gives only the main characterisifake three technologies, but
it's important to underline that every kind of RFID systenm@dso be characterized by
the powering method of the transponders.

In this sense we can find passive systems, where the trarespismbt equipped with
a battery and the power is taken from the electromagnetit dieherated by the reader,
semi-passive systems, provided with a battery only to neoeritvironmental conditions
but using RF energy to power the tag response, and activersgstising an internal
power source, such as a battery, within the tag to continygasver the tag and its RF
communication circuitry.
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3.2 The Adopted Solution

In our case the system chosen is a passive one operatindb&MRz. This choice has
been dictated by the following factors:

— Passive tags are less expensive and invasive than actige $mart labels have
quite the same dimensions of a sheet of paper and they carcdtedoin delicate
places. The costs are very low, allowing a wide use of tags.

— The HF band is the one which offers the biggest number of és\aa the market. In
particular it offers PDA integrable products, allowing thplementation of mobile
devices to be provided to doctors or nurses to retrieve hagtirmation stored on
the patient tags.

— The read ranges are a bit small but the positioning of thedag®e made in a way
to optimize the read operations.

— In the HF band the environment has less influence on the sy3teetags will be
located on various items realized with different materittls therefore evident that
the quality of the reading has to be guaranteed independiath the material.
In the case of UHF systems the reading can be seriously dedup presence of
materials like water or metals.

— The worldwide standardization of these systems allows teation of fully ex-
portable products, without the limitations due to differfrquency ranges like in
the case of UHF technology.

The system has been realized using two different kinds ofttegidentification of the
people has been made using electronic bracelets while inabe of medical equip-
ments we have adopted stiff tags providing better perfooasinf compatibility.

Three different readers have been used:

— The first one was a High Range reader equipped with an embétttechet Con-
nection. This reader was linked to an Access Point to prowideless connection.
A specific antenna has been designed in order to make tharsydike to fully
cover the doors of an hospital, which in many cases can be2atseters wide.

— The second reader was a small reader, linked via USB coimnectia desktop pc.
This workstation was used to read and write the electroricddets of the patients.

— The last reader was a PDA integrable one.

4 Technological Means

The most difficult but interesting part of the realizationtioé hardware infrastructure
concerned the implementation of the RFID gates.

In fact traditional devices didn’t ensure the adequate Bogereaching no more than
1.5 meter of covering, while hospital doors can usually beentiban 2 meters wide.
Moreover, due to its application on different moving obgeand people, it's necessary
to ensure that the tag will be read in all its orientations mitenoves through the gate.
In fact the tag receives power by magnetic coupling with teeler antenna and it will
receive maximum power in its best orientation, i.e. whentttgis facing the reader
antenna and the magnetic field lines associated with theaatere orthogonal to the
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tag.
One method to ensure all orientation detection, is to okdaiatating magnetic field
projecting an adequate antenna system.

4.1 The Antenna Solution

The final project provides an antenna system covering a gassare than 2 meters
wide using loop antennas, that are recommended as the nitatiedior generating the
magnetic field required to transfer energy to batterylegs.ta

The realized structure is composed by four loop antennagddaon both sides of the
door. In particular on every side there will be two partly dapped antennas, running
parallel to the transit direction and facing the other p&arennas.

The overlapped antennas are subject to the phenomenonwhihooupling: if a current

| flows in a loop, a magnetic field is produced in the surrougdiolume; if a second
loop is placed near the first, Faraday’s law asserts that #ignetic field generated by
the first loop flows through the second loop and an inducedgelis generated. This
induced voltage generates along this second antenna attnmaé generates on its turn
an EM field in the direction opposite to the triggering EM field

The main factors influencing this phenomenon are the munehkidgtance M between
the antennas, which may alter the maximum reading distamckthe antenna factor Q.
In fact, experimental evidences show that raising Q it'sspime to increase the reading
distance, reaching a maximum value influenced by the gegragthe loop.

In order to create the best geometry the system has beemrdtwith the simulation
software FEKO.

Subsequently we studied the matching circuit with the AWRvare, in order to have
an adapted system resounding at 13.56MHz frequency.

These circuits have been introduced in the FEKO geometryderdato analyze the
values of the magnetic field, using the following configuratione antenna has been
powered at 10W and we observed the volume of the generatedetiadield. Sub-
sequently we have been able to obtain the volumes of the tihes antennas, to be
powered alternately. Combining the four volumes we rea¢hedull covering of the
door.

5 Software Solutions

5.1 The Databases
Three different databases have been realized (Fig. 2)g iy5ql as a DBMS:

— The first database manages the localization of items andedophe final version
of the system there will be a single table with one column fackeroom of the
structure. The column of the room in which the specified itetnd¢ated will contain
the number 1 while all the other columns will contain number 0

— The second database keeps the data of all the patients angried)when the
electronic case history is read.
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Fig. 2. Software solutions.

— The last database keeps trace of all the accesses and mimhificamade on the

case histories. The function of this database is mainly tp tree identification
operations of the patients.

5.2 The Developed Software

The software has been mainly realized using Java as prograyjianguage. In par-
ticular we realized four different applications (Fig. X)etfirst and the second to be
integrated into a single application:

— The task of the first application is to listen continuouslyite RFID gates through

a TCP/IP connection and to update the database keepingdéolo of the items
and of the employees once a transaction is detected. Eatgiréas an embedded
Wi-Fi interface in order to reduce the impact of the systenthenenvironment.

It's also important to know that every tag has a unique UlDhtdiEation code that
can be used as the identification mean of the tagged item.

The connection with the readers is managed with the APIsigeovby the pro-
ducer of the reader. They allow to opefistenchannel through which the tags are
detected, the UID code is read and, if needed, the data sededvnloaded.

Once the UID code is read the application searches insidddtabase the corre-
sponding item and reads the room in which it is located. ER#D gate is univo-
cally associated with the two adjoining rooms: during thessing the database is
updated writing a 0 in the field of the room from which the itesrgbing out, and
writing a 1 in the field of the room in which it is entering.

In order to ensure the right identification of the crossinthim final solution every
gate will be provided with two groups of antennas.

The effective crossing from one room to the next one will bgagal only when the
tag will be subsequently read by both the two groups. If ther decides to come
back in the middle of the crossing two different cases occur:
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¢ the tag has been read only by the first group. In this case dhsition is not
complete and the database is not updated.

e The tag has already been read by the second group. In thisveslsave a full
transition but when the user moves back the tag is read agaim the first
group and the database is updated again.

— The second application is the interface located on the PDZodiag and show-
ing the data kept inside the RFID bracelets regarding th&theanditions of the
patient.

— The third application provides an HTML interface to intdrdicectly with the sys-
tem. This application manages the search of the deviceshaneiiployees in the
structure and provides a grafic interface to read and wréeRiRID bracelets, de-
coding also the the electronic case history (Fig. 3).

— The last application interacts with the USB reader allowtng writing and the
reading of the RFID bracelets. This application doesn’than interface. It only
uses the APIs provided with the reader to send the data intemtiwith the HTML
interface to the tags and to download the information stareéle bracelets inside
the database everytime that the reading of a bracelet isnpeefl.

5.3 The Case History

Standard RFID passive tags can usually store data for no thare256 byte. If opti-
mized, the information kept on a single transponder can lehhoextensive.

In our case we divided the information about the patientsvmparts. The first part is
formed by the personal data like name, surname, date ofdnrdhaddress. These data
are not strictly vital and can also be stored on a remote stippo

The UID of the RFID bracelet is used to retrieve this inforimat In the case of the
PDA a Wi-Fi connection to the main server has to be set up iera@ldownload these
data. So, if the PDA is located in a place without Wirelessnemtion this kind of in-
formation will not be provided. In the case of the workstatibere will be a direct
Ethernet connection ensuring the chance to get these @diaformation.

The second part represents vital information, like allesgir blood type. The doctors
or nurses must have the possibility to retrieve these datwvény place and in every
situation. The best way to ensure this fact is to keep theattljron the tag.

The information will be organized on the tag creating anyaohpresence/absence
flags.

Once downloaded, the string retrieved from the tag will beodied reading the number
1 as Presence of the specific allergy or feature, while thebeu® will mean Absence.
Other specific features like blood type will also be idendiftey a numeric code.

It's important to understand that in a passive RFID systesrdtita transfer rate is quite
low. It's therefore evident that reducing the number of bydaved on the tag will in-
crease the speed of the reading operations.

In our case we used a 32-byte string. Using the UID of the tabasnean of identifi-
cation, we were able to use every byte to describe a singlerfea

Another way to reduce the number of bytes could have beeng@ tnary coding of
the information, reducing eight informative flags into omegée byte.
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PATIENT INFO
Getdata
Name: Place of birth Date of birth City: Address
Alessandro Pozzebon Siena 06/06/73 Sovicille Via dei Ciliegi 50
Country: Sanitary code: Blood type: HIY test: Smaoker:
halia 0000000000 AB+ ES YES
ALLERGIES VACCINES INFECTIOUS DISEASES
Antibiatics 1 A hepatitis - Measles
Anaesthetics | B hepatitis L] Ruballa
= Hormanes Palioryelitis Chickenpox
a tortieosteratd Diphtheria Searlet fever
Dairy products 1 Tatanus | Megaloeryth
a Gluten Measles Exanthern
Darmatitis Pertussis (] Pertussis
Asthma O Influsnza Mumps
OPERATIONS HOSPITALIZATIONS VARIOUS
Hernia 12/03/85 Eyes exsmination 12/12/05 o remarks
Appendice 30/04/99 Heart examination 03/04/06

Fig. 3. The electronic case history.

6 Testing and Results
6.1 Testing the Antenna

The first part of the testing phase has been centered on i aftthe antenna.

First of all we realized a single antenna to test the realgoerénces of the system,
reaching the right matching using a spectrum analyzer.

We tested the performances and we saw that the system rahelragimum field in-
tensity value required for the activation and the readintheftag (60mA/m) for every
orientation of the tag, without any presence of magnetid fielles.

Powering a single antenna the system generated a field ngatHiOm in the direction
of maximum EM coupling and 1m in the other two directions aslieg distances.
Subsequently we realized in laboratory a full structure posing 4 antennas. With the
powering of all the antennas we were able to cover an area AfbxPwide, with a very
good reading rate, over 98%.

Experiments have been subsequently made in order to stadiytéraction between the
tag and other materials.

No particular interaction has been detected with human ladlbyving then the realiza-
tion of the electronic bracelet. Some problems may howeveudf the RFID bracelet
remains trapped between two homan bodies, although thesateof the structure no-
tably limits the chances of error.

Metallic objects can modify the EM field and tags cannot bel iéthe distance from
the object is less than 1cm. In this sense a possible solotayncome from the use of
an insulation between the tags and the object.

However the presence of metal can reduce the reading rate tio®0% due to the
possible interaction between different items and to thecbaf interposition between
the antennas and metallic structures like stretchers ai-barts.
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Some other proofs were made to test the features of the Hisiimo protocol.

In this case we have seen that no problem occurs becausedtieofithe gate gives to

the system enough time to detect and read up to ten tag simeoltaly.

It's important to underline that in the final system only injamt items will be tagged.

This implies that the need for a multiple reading of many fageery low.

Problems also occur in case of overlapping of two tags. Itdys are perfectly over-
lapped they cannot be read. The distance between two tags hasnore than to 2cm
for a good reading. Anyway the case of overlapping is verg &rd can be totally

avoided with a good positioning of the tag on the item.

Some improvements can nevertheless be made doing accessdigs on the shape
and the materials of the tags. With high quality tags it'sgiloie to widen a little bit the

reading ranges and to improve the independence from theoeméntal conditions.

6.2 Testing the System

Currently the functionality of the system has been testdglioside the laboratory, with
a single gate structure, but the extension towards theioreat a full working system
requires only the realization of other antennas, while teiothange has to be made
on the software system.

The final system will be tested inside the Hospital of Borgo &arenzo, near Flo-
rence.

In particular the structure will be installed over six doemmnecting the Emergency
Room with the other medical wards.

The introduction of the system into a real environment rezgadequate studies in mat-
ter of electromagnetic compatibility.

The ETSI EN 300 330 standard poses several limitations snxghinse: in particular it
sets the limitations of field emission for all RFID systems.

In the specific case of ISO 15693 systerue(tification cards - contactless integrated
circuit(s) cards - Vicinity Cardsthe regulation prescribes that the transmitting system
must produce a magnetic field whose intensity at the distah@®m mustn’t exceed
60dBuA/m.

This value has to be measured in the direction of maximum looypetween the an-
tenna and the receiving probe.

Our system totally satisfies these requirements.

While working inside a delicate structure like an hospita decided to add another
security feature: every system is connected with an indrerigger activating the anten-
nas only when the presence of someone crossing the gateaelbtlimiting therefore
the emissions due to the magnetic field.

7 Conclusions and Future Work

7.1 Similar Systems

Many other RFID systems have been studied and realized tsde in sanitary en-
vironments. Usually these systems focus only on one sirgle, tithout integrating
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different functionalities onto a single platform.
In particular in Italy RFID has been used in the followingisitions:

— the management of the blood sacks, providing a safe way tciass the right
blood type to the patients;

— the right associtation between the patients and the medicin

— the tracking of the patients inside the emrgency rooms.

Some applications covering the tracking of the assets afist, &ut in these cases the
UHF active technology is used. With this technology is eatsidocalize an item, due

to the higher read ranges, but many other inconveniencas.otke features of the

different technologies have already been discussed irotimech sections.

Finally the main goal of this system is its modularity: difat tasks are integrated
and new ones can be easily introduced, in considerationeofattt that the hardware
infrastructure can be adapted to perform different actions

7.2 Future Work

Even if this kind of system represents a a global solutioarainnecting different ap-
plications into one single structures, some expansionsstiirbe made in order to
integrate other important functionalities.

In fact, once the RFID hardware infrastructure has beetizeshthe integration of new
applications implies only the project of the software siolut

New possible fields of application include:

— The use of RFID tags to identify the correct medications tgilen to the patient.
This can help to reduce errors, making safer the procedfitesatment.

— The identification of blood sacks. This is a field in which higgcurity is required
and RFID can eliminate human errors.

— Next to these two examples RFID technology can be used iryesigration in
which the tracing and the safe identification of specific gedequired. The chance
to save data on the tags allows to add informative functioradl these scenarios.

Possible expansions of the system can also come from temdinal improvements. In
this sense one of the most interesting new technologies totbgrated in the system
can be the NFC technology.

Near Field Communication (NFC) is a short-range wirelessneativity technology
(also known as ISO 18092), deriving directly from RFID, tpabvides intuitive, sim-
ple, and safe communication between electronic devicemn@mication occurs when
two NFC-compatible devices are brought within four centeng of one another.

NFC operates at 13.56MHz and transfers data at up to 424Réfsause the transmis-
sion range is so short, NFC-enabled transactions are inthesecure.

NFC is distinguished by its intuitive interface and its d@bito enable largely propri-
etary wireless networking platforms to interoperate inansiess manner. The primary
uses are to:

— Connect electronic devices, such as wireless componeatsidme office system
or a headset with a mobile phone.
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— Access digital content, using a wireless device such ad pluahe to read a ‘smart’
poster embedded with an RF tag.
— Make contactless transactions, including those for paynaecess and ticketing.

Using ISO 14443 tags, NFC mobile phones can actually be ustead of PDAs as
the reading means of the electronic case histories.

Moreover, the interactivity between NFC devices can be tsexchange patient data
between nurses and doctors or between chemistries anddlsespaking safer all the
assistance operations and the pharmaceutical presasptio
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