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Despite the improvement in filtering tools and informatics security, spam still cause substantial damage to

public and private organizations. In this paper, we present a majority-voting based approach in order to
identify spam messages. A new methodology for building majority voting classifier is presented and tested.
The results using SpamAssassin dataset indicates non-negligible improvement over state of art, which paves
the way for further development and applications.

1 INTRODUCTION

Global email traffic is constantly growing (The
Radicati Group, 2017), and along with it, the number
of unsolicited email (“spam®) is on the rise (Shams
and Mercer, 2013). Spam is sent for various reasons:
for promotion campaigns, advertisement, spreading
backdoors or malicious programs, to name but a few.
Excessive amounts of spam are not only harming
individuals by creating frustrating situations for the
user, but also generate major problems for the
sustainability of the SMEs and IT services.

To cope with the increasing spam traffic, filtering
techniques to discriminate genuine from spam emails
require constant improvement. However, also spam
itself evolves, adjusting to the changes in the filters.
This evolution together with the high variability in the
textual contents of spam messages makes the
development of new algorithms and methodologies
challenging, with standard pre-processing and natural
language processing techniques often showing their
inherent limitations.

This motivates extensive work in development of
anti-spam techniques. The latter can be classified
(Chuan, et al., 2005) into i) a content-based approach,
where the email body is tested for selected key-words,
or patterns that are typical for spams; ii) a header-
based approach, which requires collecting email
addresses of known spammers and known non-
spammers; iii) a protocol-based approach,
introducing new procedures for sender authentication
such as visiting specific websites, collecting personal
codes, adding new entries to DNS servers, or the the
greylisting approach (Harris, 2017), where the
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receiving mail server requires an unknown sender to
resend the email again later; or iv) a social network
based approach, with a graph based metric such as the
clustering coefficient is used to test the likelihood of
spam (speculating that spammers send thousands or
even millions of messages).

This paper focuses on the first class, namely, the
content-based approach. We propose a new method
using an ensemble of classifiers.

A classifier-based approach for spam-detection is
nothing new. For example, Amayri and Bouguila
(2010) conducted an extensive study of the use of
support vector machines (SVM) in spam filtering.
They analyzed the performance of SVMs in relation
to a variety of kernels and feature selection methods,
and concluded that the SVM recognizes spam
messages well. This also reinforces previous results
of SVM to text classification (Joachims, 1998).

Further, Metsis et al. (2006) explored various
variants and feature selection in Naive Bayes (NB)
for spam filtering, using multiple public email
corpora for testing the approach. The study concluded
that Flexible Bayes and Multinomial Naive Bayes
classifier models outperformed several traditional
spam filtering models.

In the same spirit, Androutsopoulos et al. (2000)
investigated the effect of attribute-set size, training-
corpus size, lemmatization, and stop-lists on the
performance of NB spam-detection.

In addition to approaches using a single classifier
to determine spam email, there are many studies
employing multiple classifiers. For instance, Saberi et
al. (2007) employed several classifiers, combining
their results for better performance. In more detail, an

In Proceedings of the 9th International Joint Conference on Knowledge Discovery, Knowledge Engineering and Knowledge Management (KDIR 2017), pages 293-301

ISBN: 978-989-758-271-4

Copyright © 2017 by SCITEPRESS — Science and Technology Publications, Lda. All rights reserved



ensemble of K-Nearest Neighbours (KNN), NB, and
Poisson classifiers reported a considerable
improvement in accuracy compared to the result of
any classifier alone involved in the study.

Similarly, Tretyakov (2004) combined NB, SVM,
and Perceptron classifiers. They, too, conclude that
the accuracy with respect to spam misclassified as
legitimate emails (false negative) was improved by
employing an ensemble of classifiers.

This paper advocates using multiple classifiers for

spam detection. However, our approach differs from
the state of art in several ways. First, to ensure the
generality of the approach, our research is constrained
by the configuration employed in state or art
approaches on SpamAssassin dataset, which eases
comparison. Second, our choice of individual
classifiers was motivated by both the intensive testing
across multiple classifiers as well as the reported
results in the literature. Third, instead of the binary
spam/ham classification, a finer-grained
classification model opens up the problem of analogy
between binary classification and multi-class
classification problem. This is motivated by the
presence of subcategorization; namely, ‘“hard
legitimate emails” in the original dataset.
Section 2 of this paper details the background of the
approach. Section 3 deals with the majority-voting
based classifier approach. Section 4 highlights setting
of the experiment. The results and discussion are
reported in Section 5. Finally, conclusion and
perspective work are described in Section 6

2 BACKGROUND

2.1 Preprocessing

Building a spam filter requires a sizeable collection
of spam and ham messages (“corpus”) to train and test
the filter. Most classification methods require that the
corpus is first preprocessed. This process usually
involves steps such as converting e-mails to plain
text, removing headers, html components and non-
conventional symbols/characters (e.g. non-standard
symbols, URLs, or non-textual inputs such as
multimedia files or images), tokenizing the message
body into words, and removing ‘“‘stopwords” (i.e.
common words such as “a”, “an” or “the”, that
convey very little information). Further, using e.g. the
Porter-Stemming algorithm (Willett, 2006), word
suffixes may be stripped to remove the most common
morphological and inflexional word endings.
Building a spam filter requires a sizeable
collection of spam and ham messages (“corpus™) to

train and test the filter. Most classification methods
require that the corpus is first preprocessed. This
process usually involves steps such as converting e-
mails to plain text, removing headers, html
components and non-conventional symbols/characte
rs (e.g. non-standard symbols.

2.2 Text Feature Selection

The choice of features, translating the textual input
into a numerical representation, plays key-role in
evaluating the performance of the classifier of choise.
The Vocabulary V consists of all the words (usually
in their primitive forms) available in the preprocessed
corpus. In the “bag of words" representation, each
message (document) M = (M, M., M) is
represented by the subset of V contained in the
message. A vector representation of size |V| can be
utilized for this purpose. In the binary word feature
representation, the component M; is assigned the
value 1, if it is present in the message and zero
otherwise. Similarly, in words-count (a.k.a TF; Term
Frequency) model, the value of M; corresponds to the
frequency of occurrence of the underlying word in the
message.

Term Frequency-Inverse Document Frequency
(TF-IDF) is another simple yet effective model to
represent the message (Salton, and McGill, 1986).
TF-IDF is related to the term frequencies of the
document, with the weight M; determined by the
product of the term-frequency and the inverse-
document frequency. Specifically,

Cc
M; = fim *log (H) (1

fic
when |C| is the size of the corpus (total number of
messages), f;  denotes the frequency of the i word
of V in the message M and f; . for the number of
documents (messages) in the corpus containing the i

word.

2.3 Cross-Validation

Cross-validation is a method that helps overcome data
scarcity in constructing a classifier model while
preventing the model from overfitting. In general, we
often divide the corpus into three subsets: the training
set, the validation set, and the test set. The proportion
of each set is chosen depending on the experimental
condition and the size of the original corpus. Similar
to many other related studies, we adopted the
20:20:60 ratio for testing, validating and training. One
acknowledges, though, that this can also be



problematic in case of data sub-sampling due to lack
of high quality training dataset.

2.4 Classifiers and Modelling

Three classifiers have been selected by our study:
Support Vector Machine, Naive Bayes and Decision
Tree. The rationale behind this choice is twofold.
First, many related spam-detection filters have been
built with these classifiers, offering a nice opportunity
for comparison. Second, a simple test with a
collection of readily available classifiers (scikit-learn
toolkit in python was employed for this purpose)
reveals that these classifiers systematically score high
in terms of classification accuracy. A short detailed
description of the configuration of these classifiers
with respect to spam detection task is described next.

Support Vector Machine (SVM) is a classification
method that maps class examples (e.g., messages) to
points in space and aims to maximize the margin
around the hyperplane separating the classes (Vapnik,
1995). It is proven to be quite robust and perform
substantially well in applications related to text
mining and categorization (Joachims, 1998).

In the context of a spam / ham classification
problem, given a training set of n points (or messages)
(M, y;) where M, eRVy €{-1,1}, SVM
attempts to find the "maximum-margin hyperplane"
that divides the group of points M{ (of dimension [V|)
for which y; = 1 (categorized as spam) from those
for which y; = —1 (categorized as ham), so that the
distance between the hyperplane and the nearest point

M, from either group is maximized. More formally,
let W and b be the vector normal to the hyperplane
and its displacement relative to the origin,
respectively, then the decision boundary can be found
by solving the following constrained optimization
problem

1
Min = W[ @
Subject to
yi(WTM, +b) =1 Vi 3)

The preceding generates a quadratic programming
problem that can easily be solved using numerical
optimization packages. Several other variants of the
above optimization problem have been put forward in
order to accommodate non-linear separation through
a set of predefined Kernels, or soft-margin
optimization criterion, among others (Amayri and
Bouguila, 2010).

Naive Bayes (NB) is reported to achieve the best
common selection for the problem of text
classification and spam filtering  (Metsis,
Androutsopoulos and Paliouras, 2000). Its principle
is based in estimating the conditional probability and
statistical independence of the individual features.
More formally, a class ¢ (either spam or ham) is
assigned to a message M based on the posterior
probability P(¢]M). For example, class “Spam” is
selected if and only if P(sc=SpamM) >
P(¢=Ham|M)). Using Bayes’ theorem,

P(M|5)P
Pt =S58 o paniop (o
o« P(My, My, ..., My [)P(9)  (4)

In the case of binary features (M; is assigned 1 if
word V; is present in message, zero, otherwise), we

have
v

P(cIM) o P(c) ]_[[btP(VAg)
-1~ PI9)] )

with by =1 if V¢ is present in a message, and zero,
otherwise.

Now (5) defines a model for generating document
feature vectors of class ¢, in which the document
feature vector is modelled as a collection of |V|
weighted coin tosses, the t" having a probability of
success equal to P(V: |¢). Individual probabilities
P(V:|c) and P(¢) are estimated using the training set,
as the ratio of the number of messages of class ¢ in
which word V; occurs to the total number of messages
of that class and the relative frequency of messages of
class ¢ (with respect to total number of messages in
the training set), respectively.

A classical multinomial model feature, say, x in
which x; is the count of the number of occurrences of
word V; in a message, is often employed to account
for the frequency of words. In this respect, the
counterpart of (5) is given by

vl

P(sIM)~P(dlx) e P(&) ]—[[P(mg)w ©)

Prior class probabilities are estlmated similarly to
Bernoulli’s model using the training set, while
probabilities P(V:|c) are computed using the
multinomial model vector x; of each ith message as:

2mpmecXit
P(Vlg) = et (7)
Z ZMi:MingiS
where the sum in the numerator expression of (7)
is over all messages M; of the training set whose class

is ¢



Especially, multinomial NB has been reported to
perform relatively well in the text classification
domain (McCallum and Nigram, 1998) , Metsis,
Androutsopoulos and Paliouras, 2006). The method
is found to be of particular interest when messages
contains repetitive wordings that are fully ignored in
Bernoulli model (McCallum and Nigram, 1998).

Decision Tree Classifier (DTC) is a non-
parametric classification method based on acyclic
directed graphs with hierarchical structure, from the
highest node (root) to terminal nodes (leafs) that
represent document category (spam or ham). While
the internal nodes of a decision tree denote the
different attributes, the branches between the nodes
tell us the possible values that these attributes can
have in the observed samples.

A common strategy to build a decision tree is
based on entropy and information gain. More
specifically, for a message M and using the same
notations, its entropy is given by:

H(M) = —P(s|M)log,P(s|M)

—(1-P(sIM))log,(1 - P(sIM))  (8)

Similarly, given a training set D of all messages,

the information gain of the i" term of the vocabulary
is given by:

o= 104 D4
i) = HD) —(T5rHO) + 151 HD) | (9)

where D; stands for the set of messages in D that
contain the ith element, and D; stands for the
messages in D that do not contain the ith element of
the vocabulary. The entity under bracket in (9)
corresponds to the expected entropy when the ith
attribute was used to partition the data. Therefore, the
algorithm selects the attribute that vyields the
minimum entropy (so, maximizing the information
gain) in order to split the dataset into left and right
subtree. In other words, the information gain is
calculated for each term of the vocabulary so that the
term that maximizes the information gain is selected
as aroot node. The process is repeated on the subtrees
until the resulting dataset is pure, e.g., only contains
one single category (leaf node).

3 ENSEMBLE CLASSIFIER

Classifiers ensemble is a method leveraging a
combination of classifiers. The method often
performs better than a single classifier, provided
appropriate design and handling approach (Ruta and.
Gabrys, 2005). Research in ensemble classifier
started in early seventies with pioneer work of Tukey

(1997), and continued with results such as the
AdaBoost algorithm and the theoretical foundations
of information fusion theory.

However, research is far from reaching a steady
state from both theoretical and practical perspectives,
motivating this study. We focus on independent
individual classifiers with an identical training set,
reducing the problem to finding appropriate
adjudication function that links the outcome of
individual classifiers.

Majority Voting (or one of its various
refinements), where the classification of an unlabeled
instance follows the class that obtains the highest
number of votes, is well established and commonly
employed for this purpose (Ruta and. Gabrys, 2005),
building on acknowledged Condorcet’s Jury theorem.
Indeed, the majority vote method with independent
classifiers is guaranteed to give a higher accuracy
than individual classifiers when each individual
classifier has a probability of p > 0.5 to yield a correct
output. Such reasoning is also incorporated in
bagging algorithm (boostrap aggregation) (Breiman,
1996).

The simplest approach is a standard majority
voting, where each classifier is assigned one single
vote. However, to take into the distinct performance
levels of individual classifiers, the votes may be
weighed. For this purpose, various metrics have been
suggested to determine a classifier’s weight. We
follow Opitz and Shavlik (1996)’s intuitive idea,
setting the weight proportional to the classifier’s
accuracy performance on the validation set. More
formally, let Z = {z,, z,, ..., z,,} be the set of labelled
data in a validation set. For each classifier D;, one can
construct an n-dimensional binary vector Y; =

V10 Y2is e Yni}, With

(1 if z, is correctly labelled by D,
Yii = {0, Otherwise. (10)

Therefore, the accuracy of D; on a validation set

Z is given by
A= Z Vki (1D

k=1n

The latter can be normalized with respect to
accuracy of all classifiers to yields a weighting factor
as

A;

24

On the other hand, instead of looking at global
classifier accuracy, it is possible to focus on the

accuracy for each class. Accordingly, (11) can be
modified to

(12)

a;



Aj = Vii (13)
k=1n

where yy; takes a value if classifier D; correctly
classifies instance zy in class c, otherwise yg; = 0.

After normalization (12), this gives the weight af
with respect to each class label ¢ (i.e. spam and ham
classes).

This, the output of the majority voting for an
unknown instance x can be written as:

Class(x) = argmax, Z a;. Iﬁi(x) (14)

L
where I, is an indicator variable indicating
whether the outcome of classifier D; for input x falls
in class c or not.
Weighing the votes with the class-specific
accuracies af, we can rewrite (14) as

Class(x) = argmax, Z ai-Iy.y (15

4

In the context of our study, we deliberately
restricted the number of classifiers to Naives Bayes,
SVM and Decision Tree. This choice is justified by
the wide popularity of the above classifiers in the
related research, easing comparative analysis.
Further, these classifiers performed best in our tests.

4 EXPERIMENTAL SETTING

4.1 Email Corpus

We used the SpamAssassin email corpus. It is a
historical and standardized public corpus, appearing
in a variety of studies from the past to present (Chuan,
etal., 2005), (Zhang, Zhu and Yao, 2004), (Bratko, et
al., 2006), (Katakis, Tsoumakas and Vlahavas, 2010).
All elements of email (heading, body, etc.) were
considered in the classification process.

The corpus consists of a total of 6100 legitimate
(ham) and unsolicited (spam) emails. The legitimate
emails are sub-categorised into hard legitimate emails
(spam resembling structure; subscribed promotions)
and generic emails. Spam ratio is 30%, and there are
250 hard legitimate emails as highlighted in Figure 1.
An example of instance of emails is depicted in
figures 2-4.

SpamAssassin email corpus

Figure 1: Statistics of the corpus used in the experiment.

Can someone explain what type of operating system Solaris is... as iwe never

operating system? can someone explain...

Kiall Mac Innes

Figure 2: A legitimate email example.

<l-— NEWS -->

<table bggolor="#FFCCI9" border="8" cellspacing="8" cellpadding="0"
Width="180% ><ir><td><p class="title"=

&nbsp; ©7.10.2002 GnomeREPORT </p></td></Lr></tablex=<p>

<p cla idebar"»<table cellpadding="1@" cellspacing="@" border="0"s<tre<td>
<font style="font-size: 10pt" face="Verdana, Tahoma, Arial® size="2">

location wireless networking solutions, a Pocket PC can keep you and your
co-workers communicating no matter where you are in the building. Learn
how to bring Wi-FI and PDA technologies| together for the ultimate in
portable computing.

<a href="http://www.gnomedex. con">Register for Gn
</font></td></tr=</table></p>

practice their Karaoke on my <a
href="http://www.geocities.com/Broadway/Lobby/1889/">Red Hot
Karaoke Page</a> site. There are the words and music for
more than 1180 songs available on the site and by
downloading the Yamanha Midiplug (a link is provided) they
can even change the key of the song to suit their voice
range as well as speed up or slow down the music to their
taste. In other words, to have the same experience as they
would have with professional Karaoke equipment but at no
Gnomedex, could be singing up a storm by being properly
prepared for your Karaoke."

<p>Travel day on Wednesday as I head down to Ankeny, lowa to
some server
and networking stuff. The tough part is remembering
everything I'll need. It never fails, though. I always,
always, always forget something. I can make lists two weeks
in advance and I'11 end up 3@ miles down the road with a

I left something important behind. What will it be this
time, I wonder? I'll let you know on Thursday.

Figure 3: A hard legitimate email example.

4.2 Configurations

Prior to applying the majority voting rule (14-15), it
is important to tune the parameters of individual
classifiers such that the overall performance level is
likely maximized. On the other hand, because of
sensitivity of the performance with respect to the
distribution of hard-legitimate emails, the number of
hard ham (spam-like legitimate email) is equally
allocated to the train and test set. On the other hand,
since the performance of the algorithms depends on
the configuration of the training set, generated at
random and changing at each run, we deliberately
repeated the running of the algorithm one hundred
times. The mean and standard deviation values are
therefore reported for individual classifier results.



To Order by postal mail, end §15.95 Plus §4.00 S & H. <pr;
Mk payable to <b>Gr. tnldzum/h <br:

/cenz
nt u m 20u2<n

36<
n y( Shio 4s405<br

If You would like to nrder via Fax, please include your credit card information below and
fax to our Fax Line.
OUR 23 HOU® FAX NOWBER: 775-257-6857.

Trportant Credit Card Informotion! Please Read Below!<hrr<br>

* Credit Card Address, City, State and Zip Code, must mateh billing address to be
processe .

CHECK____ MONEYORRER ___ VISA MASTERCARD. AmericanExpress___ Debt Card__

Name <br>
(as 1t appears on Check or Credit Card)<hr>
<br>

Address. <br>
(As it appears on Check or Credit Card)<hrs
<brs

<br>
City,State, Zip(As it appears on Check or Creit Card)<hr>
<brs

(Credit Card Number)<hrs
<br>

Expiration Month, Year, <br>
<br>

Figure 4: A spam mail example.

We used with most standard textual features (e.g.,
TF-IDF, TF, Binary) to restrict the scale of our study
and emphasize the expected gain from utilizing some
unexplored properties of the dataset, as well as the
limit of the majority-voting like mechanism.

We implemented classifiers using the Scikit-learn
library of the Python script language. The library is
available as open-source and built specifically for
Python, which eases the preprocessing that includes
tokenization, cleanup, among others, and post-
processing tasks.

S EXPERIMENTAL SETTING

51 SVM

Scikit-learn allows different types of kernel functions
for an SVM model. While some studies state that the
majority of text classification problems can be solved
by a linear kernel (Joachims, 1998), (Zhang, Zhu and
Yao, 2004), others argue that the performance varies
across different parameters and Kkernel settings
(Amayri and N. Bouguila, 2010). To make a fair
assertion, we ran a set of validation tests, modelling
classifiers with different kernel functions provided by
Scikit-learn library. A comparative result is presented
in Figure 5 and Table 1.

Figure 5 shows that given a training set sampled
from the corpus, the linear kernel (with TF-IDF
features) performs best. We investigated also the
features, with TF-IDF compared to binary and TF
features in Table 1. The results show the TF-IDF
features consistently performed very well on all

kernel types with, justifying the choice in further
studies.

pmwwnml sigmoid

types

08r-

Figure 5: SVM performance evaluation by four different
kernel functions applied: Linear, Polynomial, RBF, and
Sigmoid; kernel degree is set to 1 and 0.7 for gamma value.

Table 1: Results of cross-validation, with SVM kernel
models with different feature selection approaches. The
total hard ham (spam-like legitimate email) is joined in the
training set.

Linear  Polynomial RBF Sigmoid

Binary 0.95 0.94 0.70 0.70
(¥#0.31 (+0.32) (¥0.00 (+0.00)

TF 0.94 0.92 0.69 0.69
(+0.31 (+0.29) (¥0.00 (F0.00)

TF- 0.94 0.91 0.94 0.93
IDF | (F0.28 (F0.25) (F0.28 (F0.28)

5.2 Naive Bayes

Similarly to SVM, we tested the performance of the
NB classifier with respect to the three most
commonly employed features (binary features, TF,
TF-IDF). We also compared the multinomial and
multivariate based models (Schneider),
Eyheramendy, Lewis and Madigan, 2003) of NB
implementation. The results are summarized in Table
2.

Table 2: NB model comparison by feature selection
methods; results of cross-validation.

Multinomial Multivariate

Binary 0.97 (¥ 0.11) 0.92 (+ 0.14)
TF 0.93 (¥ 0.07) 0.92 (¥ 0.13)
TF-IDF 0.86 (+ 0.07) 0.92 (¥ 0.13)



Table 2 shows that the multinomial model
performs better with binary word feature model,
while the performance of the multivariate model
seems to be more consistent regardless of the
selection of the feature models.

We investigated also the alpha-parameter of the
multinomial classifier model (since it showed a better
performance in average; Table 2), with the accuracy
on the validation set for various values of alpha
reported in Fig. 6. The result indicates a model with
the default alpha value a<l vyields the best
performance.

Smoothing - Accuracy

Accuracy (0-1)
091 092 093 094 095 096 097 098
/

Smoothing (Alpha)

Figure 6: NB performance measure by incremental alpha
value.

5.3 Decision Tree Classifier

The DT classifier results for the three distinct features
are summarized in Table 3. The results show that
given the corpus, DTC performs consistently well
regardless of applied feature selection approach.

Table 3: DTC Accuracy with respect to various features and
two impurity measures.

DT Accuracy
Binary \ 0.96 (¥ 0.12)
TF \ 0.97 (¥ 0.09)
TF-IDF | 0.96 (¥ 0.10)
Entropy 0.98
Impurity
Gini Impurity | 0.97

We also tested the impurity criterion (Tan,
Steinbach. and Kumar, 2006) by the DTC algorithm
to see whether entropy or gini-impurity based
criterion is preferred. The results shown in Table. 3
supports the default entropy criterion for the DT
classifier.

5.4 Majority-Voting Classifier

An ensemble of three classification algorithms (SVM,
DTC, and NB) is evaluated to measure the
performance of the classification method on the test
set. First, we further tuned individual classifier
models using cross-validation in order to maximize
their performance levels. The results displayed in
Table 4 distinguishes between the case where the
“hard-ham” cases are shifted dominantly to the test-
dataset and the case where they are uniformly
distributed. More specifically, the two experiments
allocate the number of hard-ham in different
proportion, where the first experiment puts the entire
hard-ham into test data set, while the second one
selects the sample data on the given input parameter
basis (random selection for each categories of
emails). The result shows that the majority voting
method performs remarkably well as compared to
individual performance levels. Especially in the first
case, the majority-voting based classifier provided
more robustness and a higher average performance in
the final decision. For the sake of notation
simplification in Table 4 and subsequent ones, one
shall denote by the accuracy, precision, recall, F1-
score by A, P, Ran F.

In Table 5, we tested the majority voting
according to the weightings (14) and (15), accounting
for individual classifier performance on the validation
set.

Table 4: Classifier model performance comparison.

SVM NB oro SVM+NE+DTC
Results of the classifiers tested on data set with hard-ham.
A .BT78B _BR25 B831 8BTS
H 5 H 5 H 5 H 5

9975 L7036 .BE01 J215 0 9853 71400 9936 TIBOD
R| 8338 9948 .B535 9566 8462 9683 .B463 9863
F| 9083 (241 9124 8225 9lod4 8219 9140 L8311
Resules of the classifiers trained and rested on global data set.

A 9922 9795 9754 9915

H 5 H 5 H 5 H 8

9956 9909 8785 9847 9814 9677 9917 9910
R| 9959 .9903 5934 8515 9856 9582 .996D 9815
F| 9957 9905 DE5E 9678 9B34 9629 9938 9862

A Accuracy, P: Precision, R: Recall, F: Fl-score, H: Legitimate email (Ham), 5: Spam email.

The result shown in Table 5 indicates that a
standard majority voting scheme outperforms the
weighted majority classifier regardless of the
weighing ((14) or (15)) used. To explain the result,
Table 6 exhibits the accuracy of individual classifiers
on spam and ham class category (the global classifier
accuracy being the average of the two accuracies).



Table 5: Comparison of weighted majority classifiers.

Majority (14) Majority (15)
Reswlts of the classifiers tested on data ser with hard-hanm.

Table 7: Classification performance of models trained and
tested on the multi-class base.

SFM NB orc SFM+NB+DTC
A 0.8789(0.002) 0.8851(0.0012) A 0.991 0.971 0.974 0.988
H 5 H 5 H 5 HH H S HH H S HH H S HH

P | 09973(0.001)
R | 0.8347(0.003)

0.6971(0.01)
0.9943(0.003)

0.9918(0.0013) 0.7072(0.004)
0.8495(0.002) 0.9812(0.002)

F 0.9087 08195 0.9151 0.8219
Results of the classifiers trained and tested on global data set.
A 0.9926(0.001) 0.9913 {0.002)

H s H 5
P | 09948(0.002) 0.9879(0.007) 0.9922(0.002) 0.9892(0.005)
R | 09944(0.003) 0.9890(0.006)  0.9952(D.002) 0.9826(0.004)
F 0.9945 0.9884 0.9936 0.9858

A Accuracy, P: Precision, R: Recall, F: Fl-score, H: Legitimate email (Ham), 5: Spam email.

Table 6: Confidence table: weight for each class is given
based on fl-score of the class of each classifier. LC:
confidence value on legitimate emails, SC: confidence
value on spam emails.

F1-score Confidence

[ H S HC SC
SVM | 0.975 0.944 0.337 0.341
MNB I 0.963 0.916 0.333 0.331

DT 0.953 0.902 0.329 0.326

Table 6 clearly indicates that SVM outperforms other
classifiers in terms of classification accuracy on the
validation set, which, in turn, makes the result of the
weighted classifiers very much biased by the outcome of
SVM, and, therefore, fails to capture the diversity among
the different classifiers.

5.4 Use of Subcategorization

The SpamAssassin public corpus contains 250 emails
labelled as "hard-ham". For the hard-ham emails, the
content resembles a spam email. This makes it
difficult for a model to make the classification
decision. Indeed, all of our models struggled with
classifying hard-ham: including the hard-ham emails
in a test set pulled down the accuracy of classifies up
to 11% (Table 4).

To tackle this, we defined hard-ham as an
independent class apart from the legitimate and ham
emails. Accordingly, we trained the individual
classifiers to classify all three classes. The result
exhibited in Table 7 shows a substantial improvement
in accuracy of around 0.991 (SVM) and 0.988
(SVM+NB+DTC) in comparison to the data present
in Table 5.

F 49 OB 9T 86 H7  m9 O 06 93 98 98 .09

R a9 09 L3 09 o5 0 97 06 a2 a9 08 £33

F|l e 98 o2 97 96 82 97 9 92 98 98 92
A Accuracy, P: Precision, R: Recall, F: Fl-score, H: Legitimate email (Ham), 5: Spam email,
HH: Spam-like legitimate email (Hard-ham).

This result raises further research questions for the
use of subcategorization in order to enhance the
classification result. For example, given a binary
classification problem that categorizes classes c1 and
c2, if elements of class c1 can further be split into c3
and c4 classes, how does the classification of c2, c3,
c4 enhance or degrade the initial binary classification
problem. Without speculating on the result, the
problem is ultimately linked to the nature of features
and the quality of the training set, especially with
respect to the subcategory dataset. This constitutes a
part of our future investigation in this context, which
lies down promising theoretical foundation. Table 8
summarizes the performance of the binary and multi-
class classification.

The performance level achieved competes with
state of the art results obtained using the same corpus.

For instance, Chuan, et al., (2005) reported a spam
precision and a spam recall of 98.97 and 93.58
respectively. A lower classification performance is
also reported in Bratko et al., (2006).

Table 8: Comparison of model performance, measured by
different metrics.

NB  ANN-BP ANN-LVQSVM+NB+SVM+NB+DT
DTC (Multi  C (Binary

class) class)
Spam 97.63 9842  98.97 98 99.50
precision

Spam | 86.48 91.26  93.58 98 99.01
recall

6 CONCLUSION

This paper addressed the usefulness of majority-
voting based classification strategy for spam
identification with specific focus to SpamAssassin
corpus combining machine learning and natural
language processing based techniques. Three most
commonly employed classifiers; namely, Support
vector machine, Naives Bayes and Decision Tree
have been implemented and tested with textual
features. The result shows that standard majority
voting strategy can increases the performance of
individual classifiers in terms of accuracy, precision,
recall metrics. Nevertheless, the use of weighted



majority classifier according to accuracy of
individual classifiers on validating set fails to display
the expected improvement. On the other hand, the
study also reveals the importance of exploring the
subcategorization that exists in the original dataset,
where substantial improvement has been noticed,
which brings the achieved accuracy marginally
outperforming many of the state of the art results
employing the same dataset. This also opens
interesting perspective work in order to explore the
theoretical foundation of such mechanism.
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